m Microsoft

Blole

DEKTVBHOE YIPaBJIEHNE

OOF

oBneHMAMK [10 B amoxy

yAANEHHOW PabOTh!

10101010L
001010101
101010100

Aptém CnHnubiH CISSP MCSE, MCITP _—

DYKOB

oAunTenb nporpamMm Vb . |

A

100101011
111010010
010001101

-



| lporpamma:
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o Windows Update for Business
o WSUS
o Configuration Manager
o Microsoft Intune
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Update Tuesday

Bt Microsoft

Patch

Tuesday




September

2nd Tue 3rd Tue

9B 9C

Non
Security




October 2" Tuesday (Patch Tuesday)

2nd Tue 3rd Tue 2nd Tue 2nd Tye
9B 9C 10B 10B’

v

Non Security
Security New Security update of
~ the month
I .

Non

Security
Includes Preview rollup of
last month.

B : Security only Rollup
B’ : Monthly Rollup
C: Monthly Rollup Preview



October 3™ Tuesday

3rd Tue
9C

2nd Tue

9B

2nd Tye 2" Tue

10B 10B°

3rd Tue

10C

v

B : Security only Rollup

Non
Security

B': Monthly Rollup
C: Monthly Rollup Preview

Security

Non
Security

Security

Non Monthly Rollup of
the month

Security

T
\[e]g
Security

New Non-Security
update of the
month




November 2" Tuesday (Patch Tuesday)

2nd Tue 3rd Tue

9B 9C

2nd Tue

10B

2nd Tue

10B’

3rd Tue

10C

2 Tue 2nd Tue

11B 1B’

v

Non
Security
N

B : Security only Rollup
B': Monthly Rollup
C: Monthly Rollup Preview

Security

I N .
Non
Security

Non
Security

\[e]g
Security

Security

Security

Non
Security

Non
Security

wu o =

ﬁ

New Security update of
the month

|

T

Includes Preview rollup of
last month.

|




November 3@ Tuesday

2nd Tue 3rd Tue

9B 9C

2nd Tue

10B

2nd Tue

10B’

3rd Tue

10C

2nd Tue

11B

2nd Tue

1B’

3rd Tue

11C

v

\[e]3]

Security

B : Security only Rollup
B': Monthly Rollup
C: Monthly Rollup Preview
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Security

Non

Security

Security

Non
Security

\[e]g
Security

Security

Security

Security
Non
Security

Non
Security

Security

Security

Non

Security

Non
Security

I I .
Non
Security

Monthly Rollup of
the month

New Non-Security
update of the
month
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December 2" Tuesday (Patch Tuesday)

2nd Tue

9B

3rd Tue

9C

2nd Tue

10B

2nd Tue

10B’

3rd Tue

10C

2nd Tue

11B

2nd Tue

1B’

3rd Tue

11C

2nd Tue

12B

2nd Tue
12B’

v

B : Security only Rollup

Non
Security

B’ : Monthly Rollup
C: Monthly Rollup Preview
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Security
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Security
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Security

Security
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Security
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December 3@ Tuesday

2nd Tue 3rd Tue 2nd Tye 2nd Tye 3rd Tue 2nd Tye 2nd Tue 3rd Tue 2nd Tue 2rd Tye 3™ Tue

9B 9C 10B 10B’ 10C 11B 1B’ 11C 12B 12B’ 12C

Security Security Security Security

Non Security

Security Security | Security B Security

Security

Security

Non Non Security i Security Security
Security Security : ¥
Non
Security

Non

Non Security Security
Security : :

Security

Non Non

. Non \[e]g]
Security

Security Security [ Security

Non

: \\[o]g] Non
Security :

Security HE Security

Non E Non
Security | Security

B : Security only Rollup
B’ : Monthly Rollup

C: Monthly Rollup Preview

Non
Security




Overview of update sequence

3rd Tue
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2nd Tue

9B

2nd Tye 2" Tue
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11C

2nd Tue
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12C
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Update Package Types

Release Type

Example of Package
Title

Target Users

Distribution
Channel

B Security Only [October, 2016] * For Enterprise users ' * WSUS
Update Security Only Quality | * Rollup that includes * Microsoft Update
Update for [OS] only the security Catalog
(KBXXXXXXX) patches for that
month
B’ Monthly Rollup  [October, 2016] * For all users * Windows Update
Security Monthly * Rollup that includes |* WSUS
Quality Rollup for [OS] Security update + |* Microsoft Update
(KBzzzzzzz) non-security Catalog
updates
C Monthly Rollup | [October, 2016] * For all users * Windows Update
Preview Preview of Monthl * Rollup that includes '* WSUS
Quality Rollup for {OS] fixes of B' + new * Microsoft Update
(KBhnnnnnn) non-security fixes Catalog
* Optional
distribution




Upcoming Windows optional updates

Microsoft announced a pause in the release of all optional non security updates (C and D updates):

“We have been evaluating the public health situation, and we understand this is impacting our customers.

In response to these challenges we are prioritizing our focus on security updates.
Starting in May 2020, we are pausing all optional non-security releases (C and D updates) for all
supported versions of Windows client and server products (Windows 10, version 1909 down

through Windows Server 2008 SP2).

There is no change to the monthly security updates (B release — Update Tuesday),; these will continue as
planned to ensure business continuity and to keep our customers protected and productive.

Source: https://docs.microsoft.com/en-us/windows/release-information/windows-message-center#405



https://docs.microsoft.com/en-us/windows/release-information/windows-message-center#405

Possible alternatives for updates

Options Implementation Implementation time
difficulty

Windows Update (%) )

Windows Update for Business (5 ) ™

WSUS © © (Configuration
change) O

Intune & From few minutes
QOO to several days

Configuration Manager QOOO or more @ From some hours to -~
depending on the current | several days
setup

Legend
Difficulty (1 star — easy, 5 stars — complex) 0

Time (from few minutes to several days) () A0P00




Windows Update

Difficulty €
Time D

Advantages

* Available for all the supported
Windows versions.

«  Windows updates available

immediately.

No impact on VPN bandwidth

it the client VPN is configured

in “split-tunnel™.

S ¢

Disadvantages

No control and no available
reporting™.

If there is no “split-tunnel” all
the network traffic continues
to go through the VPN,

Comments

* Allows differentiation of internet
flow from corporate traffic to
avoid impacting VPN.

* Machines need to have this
GPO Not configured or
disabled -> Do not connect to
any windows update internet
locations



Windows Update for business

A @ @

Advantages Disadvantages

* Available for all the supported = No control and no available
Windows 10 Pro, Ent, Edu & reporting.
Windows Server 2016+. « If thereis no “split-tunnel” all

«  Windows updates available the network traffic continues
immediately. to go through the VPN.

* No impact on the VPN
bandwidth if the client VPN is
configured in “split-tunnel™.

« Additional Group
Policies/GPO.

https://docs.microsoft.com/en-us/windows/deployment/update/waas-manage-updates-wufb

Difficulty €
Time ¢

Comments

* Allows differentiation of internet
flow from corporate traffic to
avoid impacting VPN.

* Machines need to have this
GPO Not configured or
disabled -> Do not connect to
any windows update internet
locations


https://docs.microsoft.com/en-us/windows/deployment/update/waas-manage-updates-wufb

Difficulty €

Windows Update for business o

Home » WaaSUpdatelnsights > WaaSUpdatelnsights > Security Update Status
Security Update Status X
O Refresh @ Logs
OVERVIEW: 7 DEVICES (0 ON INSIDER) OVERALL SECURITY UPDATE STATUS LATEST SECURITY UPDATE DEPLOYMENT STATUS
] UP-TO-DATE [ NOT UP-TO-DATE
INSTALLED
1 6
zg WI n d OWS 1 0 I UP-TO-DATE I IN PROGRESS OR DEFERRED
40 I : 85.7% 6 85.7% 1
S0 I Secu nty U pd ates UP-TO-DATE I‘140T UP-TO-DATE INSTALLED I UPDATE ISSUES
0
Security Update Feature Update AV Signature Release info @ BTATUS UNKNOWN
Last updated on 04/03/2020 at 03:00 PM %S VERSION P-TO-DATE NOT UP-TO-DA SDATE ISSUES 0% BUILD ASION NSTA IN PROGRESS OR DEF
£\ Need Attention! In Windows 10, Security Updates are cumulative and a
# of devices that need attention 1 > subset of all quality updates. Devices that are Up-to-date 1909 6 110] 18363.720 1909 6 1
have the latest Security Update installed. Note: This section
does not include Insider devices.
Security Update Status
857% >
% of devices on latest security update *
Important Terms
Feature Update Status 100% * Installed devices are devices that have completed PREVIOUS SECURITY UPDATE DEPLOYMENT STATUS
% of devices on latest feature update ° > installation for the given update
QS BUILD INSTALLED IN PROG R DEFEF
* When a device is counted as In Progress or Deferred, it
Windows Defender AV Status has either begun the installation process for the given 18363.719 1909 6 1
; d ffici 0 > update or has been intentionally deferred or paused using
% 0 as.sessed evices with insufficient WU for Business Settings.
protection
. L * Devices that have Update Failed failed updating at some
Delivery Optimization Status 100% point during the installation process of the given security
% bandwidth savings in Feature and ° > update.

Quality Updates over the last 28 days

PRV S S R B I H U S SIS 1Y I

https://docs.microsoft.com/en-us/windows/deployment/update/update-compliance-monitor



https://docs.microsoft.com/en-us/windows/deployment/update/update-compliance-monitor

Difficulty €
Time @)

A @ @

Advantages Disadvantages Comments
. Possibility to force the clients to « Al the clients of the WSUS server Allows differentiation of internet flow
download update binaries from will download binaries from the from corporate traffic to avoid

impacting VPN.

Windows Update by keeping the same source, including the

control and the reporting in machines left on the LAN (servers). Machines need to have this GPO

WSUS. * If there is no “split-tunnel™ all the Not configured or disabled -> Do
« Very quick change on the WSUS network traffic continues to go not connect to any windows

server, easy to go back. through the VPN. update internet locations

* Low impact on the VPN
bandwidth if the client VPN is
configured in “split-tunnel™*.



T the WSUS infrastructure is already in place and the VPN client

allows the

split-tunneling, modifty the WSUS server settings as follows:

5] Update Services
v E vm
» @' Updates
» W Computers
2% Downstream Servers
¥ Synchronizations
Reports

Opticns

This view allows you to configure settings on your server,

Ty

Options
Update Source and Proxy Server
You can choose whether this Windows Server Update Services server synchror Update Files and Languages ¥ onyour network,
P sy P guag ¥
<51 Products and Classifications Update Files  Update Languages

I‘J‘- You can specify the products for which you want updates and the types of up

:ra You can specify where to store update files, Storing files locally requires
=1, Update Files and Languages — | sufficient disk space.
=| You can choose whether to download update files, where to store downloade

ﬁ synchrenization Schedule ) ) (O Store update files locally on this server
d You can choose to synchrenize manually or set a schedule for daily automati
—  Automatic Approvals

| You can specify how to automatically approve installation of updates for sele

l! Computers
k You can specify how to assign computers to groups.

Server Cleanup Wizard
You can use server cleanup to free up old computers, updates and update file

W

(® Do not store update files locally; computers install from Microsoft Update
Reporting Rellup
You can choose to have replica downstream servers roll up update and comp

AT al
o

Mote: Saving file and language settings may take several minutes. During this

E-Mail Motifications time, computers cannot receive updates and other settings cannot be saved.

You can have Windows Server Update Services send e-mail notifications of ng

m

Microsoft Update Improvement Program
You have the opticn of jeining the Microsoft Update Improvement Program t

Personalizaticn

You can choose how downstream server rollup data is displayed, which items

Cancel Apply

W5US Server Configuration Wizard
You can configure several of the basic Windows Server Update Services settings by running this wizard. Each of the settings here can be configured separately, using the tools above,

i




Difficulty @@ @
Time 4

A @ @

Advantages Disadvantages Comments

Works out-of-the-box (no infra «  Less granular deployment Intune allow for the easy configuration
of the Windows Update for Business

on-premise need). possibilities than with - : : :
«  Direct communication with Configuration Manager or WSUS policies on the client workstations with
. : a unique and simple setting.
Microsoft Update. on premise (no deep
* Possibility of cohabitation between management of updates or fixed *Allows differentiation of internet flow
Intune and Configuration Manager deployment date). from corporate traffic to avoid
by using the co-management. * The clients must be linked to impacting VPN.
« Easy and fast configuration and AzureAD and Intune, this can
implementation. require a certain implementation
« No impact on the VPN bandwidth effort (Hybrid AzureAD join...).
if the client VPN is configured in  If there is no “split-tunnel”™ or
“split-tunnel”™ or if only internet internet access, all the network
access. traffic continues to go through the

VPN.



Microsoft Endpoint Manager admin center

Home > Devices | Windows 10 update rings > 1st deployment ring
& Home @ 1st deployment ring
[EJ Dashboard -
Search (Ctrls P [i] Delete || Pause - ~ v 9
All services
Created: 03/05/20, 09:58:37 PM
% FAVORITES (@ Overview /
modified:  : 03/05/20, 09:58:37 PM
Devices
o] Manage Groups assigned © 1
538 Apps Properties
W Endpoint security
Monitor
53 Reports Profile assignment status — Windows 10 and later devices
& Device status
& Users
aa
B User status Sucesded
23 Groups 2
8 End user update status
£} Tenant administration Eorer
0
2 Troubleshaoting + support Confic
0
Prding
I Mot Appicable
0

Profile assignment status — Windows 10 and later users
I
2

Ee
0
Confict
0
Pending
0

Mot applcable

0

Uninstall ~

Feature

Quality

Assigned to non-
Windows 10 and
Iater devices

0

Running

Running

Edit Windows 10 update ring
Windows 10
Update ring settings Review + save
Update settings
Servicing channel
Microsoft product updates * (D
Windows drivers * (0
Quality update deferral period (days) * ©

Feature update deferral period (days) * ©

Set feature update uninstall period (2 - 60 days) * ©

User experience settings

Automatic update behavior (@
Active hours start ©
Active hours end (©

Restart checks (O

Option to pause Windows updates (©

Option to check for Windows updates (@

Require user's approval to restart outside of work hours ()

Remind user prior to required auto-restart with dismissible
reminder (hours)

Remind user prior to required auto-restart with permanent
reminder (minutes) (O

Change notification update level O

Use deadline settings ©

Semi-Annual Channel

(AT
(@D slock )
pm——————
(Allow Block )

0

Auto install and restart at maintenance time

8 AM

5PM

(Cio JETED)

( 1

@ o)

Number of haurs, 2, 4, 8, 12, or 24

Number of minutes, 15, 30, or 60

Use the default Windows Update notifications

AUl Not configured )

Number of days, 2 to 30



ajicly QOO
Configuration Manager e @

A @ @

Advantages Disadvantages Comments. |
«  Wave volume control by precise +  Requires upstream preparation of ~ The configuration choices are
targeting of client workstations the resources required for important
across multiple collections. deplqyments. . . * |BCM (Internet Based Client
*  Management of the deployment ~ +  Relatively long required time Management).
phases depending on the infrastructure «  CMG (Cloud Management
» Distribution and compliance already in place. Gateway).
reporting. * VPN Split Tunneling.
« Ability to configure the download
of binaries through Microsoft The number of waves will be defined

Update. by the VPN maximum capacity.



Consistency Across Desktop and

Mobile SKUs

* Unified Platform Development (architecture
and binaries)

» Consistent Ul and Connection Experience

The Windows 10 VPN Client Platform

Open Partner Platform

* Open to all VPN ISVs

* Publish One App for both Desktop and Mobile
Platforms

Consistent Deployment Method for

Desktop and Mobile SKUs

» Connection Profile Deployment using MDM
Solutions such as Microsoft Intune

Impressive Client-Side Feature Set

 Always-On Auto-Connect VPN
 App Triggers and Traffic Filters
* LockDown VPN and More




Always-On (Auto-Connect) VPN

VPN Auto-Connection Network Detection
 Automatically connect to corporate * Trusted Network Detection identifies remote
resources from remote locations corporate network
» Works with Single Sign-On (SSO) options  No special infrastructure requirement

EX: A Network Location Service (NLS)

 User can manually disconnect connection * Plugin architecture means that third-party
client plugins require no special coding or

awareness to leverage Always-On

* User can easily disable auto-connect
behavior if desired




VPN App-Triggers

VPN App-Triggers App-Triggers

» VPN connection established when an » Desktop Apps (using binary path)

administratively defined trusted app is + Store Apps (using package family name)

| aunc h € d Example: Microsoft.ZuneMusic_2.0.132.0_x64__8wekyb3d8bbwe

Granular Traffic Control Per App Tunnel Mode
* By default, all applications are permitted to * Use with traffic filters to add set tunnel mode
communicate across the VPN tunnel behaviors per application
* Use in conjunction with traffic filters to * Split or forced tunnel modes

implement additional restrictions




VPN Traffic Filters

VPN Traffic Filters

 Controls traffic permitted to traverse the
VPN interface

* Traffic filter list are plumbed to the
Windows Filtering Platform (WFP)

Filter Parameters

* Local and/or remote IP ranges
* Local and/or remote port ranges

* Protocol type (IPv4/IPvo)

Filtering Extras

* App ID can also be used as a parameter

* A Routing Policy Type can be used to assign
a tunneling behavior to the filter

Filter Processing

» Boolean AND for filter parameters
e Boolean OR for stacked rules

* Default deny all terminates filter list




LockDown VPN

LockDown VPN LockDown Behavior

For extremely security conscious * Is an Always-On profile
organization

Settings: ON or OFF

* Cannot be disconnected

o All traffic is tunneled (forced-tunnel)

LockDown Behavior (cont.) Filter Exceptions

No active VPN connection means no * Protocols necessary to establish VPN
network connectivity connection or communicate with the MDM
service

No other VPN connection profiles can be
connected or modified « No administrative exemptions




VPN Integration Scenarios

Enterprise Data Protection (EDP) Microsoft Passport
* Enterprise Data Protection (EDP) policies » Uses TPM to replace passwords with strong
secure company data on remote devices two-factor authentication
« VPN fully integrate with EDP with one « Combine Always-On with Windows Hello for a
configuration settings (EdpModeld) seamless SSO experience
Conditional Access Device Compliance
* Evaluates the user login to make real-time  The other half of Conditional Access

access decisions . . .
* Windows Health Attestation Service: Cloud-

» Uses the Conditional Access Framework based and new TP server role
and Intune compliance policies




VPN Force Tunneling

L AR o>
A ' ~ A

Domain Server 1 Server 2 Web Proxy
controller 10.0.0.6 10.0.0.7 10.0.0.8
10.0.0.5 Mmrcrscnft
p— . Azure
Content Delivery
Metwork (CDN)
VPN Gateway
10.200.2.0/24

On-premises Internet
(10.0.0.0/24)




VPN Split Tunneling

L AN <
A _':"‘ Cloud, Office 365 /A

Domain Server 1 Sarver 2 Content Delivery

controller 10.0.0.6 10.0.0.7 Network (CDN] Microsoft

10.0.0.5 ‘ ' Azure

VPN Gateway
10.200.2.0/24

Internet

On-premises
(10.0.0.0/24)



' ' Effort 0WOO
onfiguration Manag e e

Create Boundary . WPN Clients Properties x
General  Boundary Groups General References  Relationships  Options  Security
) Name: WPM Clients
[ﬁJ Corfigure settings for this boundary Description:

Description: |"u’F‘N Range 1 |
The following boundaries are members of this boundary group.
Type: | IP address range ~ |
Boundaries:
Starting IP address: I 10 . o _ a0 . 1 Filtter ... )o
Mame Description
oL | » . 0 . = 10.70.80.1-10.70.90.200 VPN Range 1

Cancel Apply 0K — Boply




Effort 0OO
onfiguration Manager e

D VPN Clients Properties X D VPN Clients Properties
General References Relationships Options  Security General References Relationships Options  Security
Site assignment
[[] Use this boundary group for site assignment

Select the options for your clients to follow in this boundary group.
Set the site that ConfigMgr computer resources are assigned to during discovery. This also sets the site that am more

performs client push installation. When a secondary site is selected, the secondary site performs client push
installation, but clients always assign to the secondary site’s parent primary site.

[~ Allow peer downloads in this boundary group

Assigned site: |TP2-MEMDOM Technical Preview Site |

Select site system servers [ Prefer cloud based sources over on-premise sources

Specify the site system servers that are associated with this boundary group, which clients should use for policy and
content. You can specify management points, distribution points, state migration points, or software update points.




Effort 0OO
onfiguration Manager e

=) Deploy Software Updates Wizard

g’ Download Settings

Geneal Specify download settings of this deployment
Deployment Settings
Scheduling
User Experience Select the deployment option to use when a client uses a distribution point from a neighbor boundary group or the default ste
Alerts gy O
D
Summa
g (® Do not install software updates
Progress
Completion (O Download software updates from distribution point and install

When software updates are not available on any distribution points in cumrent or neighbor boundary group, client can download -
and install software updates from distribution points in site default boundary group.
Deployment options:

(O Do not install software updates

(® Download and install software updates from the distribution points in site defaukt boundary group

! If software updates are not available on distribution point in cument, neighbor or site boundary groups. download

content from Microsoft Updates

W Allow clients on a metered Intemet connection to download content after the installation deadline, which might incur
addtional costs




VPN Bandwidth Management

LEE K NN

Domain Server 1 Server 2 Domain Server 1 Server 2
controller 10.,0.0.6 10.0.0.7 controller 10,0.0.6 10.0.0.7
10005 y, A 10.0.0.5
., :
‘.“ :
i‘ :
N \
VPN Gateway VPN Gateway
10.200.2.0/24 10.200.2.0/24

On-premises On-premises
(10.0.0.0/24)

(10.0.0.0/24)

VPN

https://techcommunity.microsoft.com/t5/premier-field-engineering/mastering-configuration-manager-bandwidth-limitations-for-vpn/ba-p/1280002



https://techcommunity.microsoft.com/t5/premier-field-engineering/mastering-configuration-manager-bandwidth-limitations-for-vpn/ba-p/1280002

Domain exceptions QQQQQ

For Windows Update and split-tunnel which URLs have to be configured?

https://*.prod.do.dsp.mp.microsoft.com https://*.delivery.mp.microsoft.com
http://emdl.ws.microsoft.com https://*.update.microsoft.com
http://*.dl.delivery.mp.microsoft.com http://*.update.microsoft.com
http://windowsupdate.microsoft.com https://tsfe.trafficshaping.dsp.mp.microsoft.com
http://*.windowsupdate.microsoft.com http://download.microsoft.com
https://*.windowsupdate.microsoft.com http://wustat.windows.com

http://*. windowsupdate.com http://ntservicepack.microsoft.com

Manage connection endpoints for Windows 10 Enterprise

Microsoft Public IP Space



https://*.prod.do.dsp.mp.microsoft.com/
http://emdl.ws.microsoft.com/
http://*.dl.delivery.mp.microsoft.com/
http://windowsupdate.microsoft.com/
http://*.windowsupdate.microsoft.com/
https://*.windowsupdate.microsoft.com/
http://*.windowsupdate.com/
https://*.delivery.mp.microsoft.com/
https://*.update.microsoft.com/
https://*.update.microsoft.com/
https://tsfe.trafficshaping.dsp.mp.microsoft.com/
http://download.microsoft.com/
http://wustat.windows.com/
http://ntservicepack.microsoft.com/
https://docs.microsoft.com/en-us/windows/privacy/manage-windows-1903-endpoints
https://www.microsoft.com/en-us/download/details.aspx?id=53602

r r

Ic for remote sta

Optimize Office 365 tra

Split Tunnel VPN solution

Optimize marked Office 365 traffic is sent direct to the service via the user's
local internet connection courtesy of a split tunnel policy on the VPN client

All other traffic is sent via the VPN tunnel to the corporate network as
normal. This includes authentication traffic so tenant restrictions and
conditional access policies are still applied.

] Office 365

Front Door @ Azure AD/Other

Office endpoints

" -
-----

VPM Tunnel

Internet Prouy with
Tenant Restrictions

Remote

T . Concentrator
Worker's Device -

__Enabled

Head office

https://techcommunity.microsoft.com/t5/office-365-blog/how-to-quickly-optimize-office-365-traffic-for-remote-staff-amp/ba-p/1214571



https://techcommunity.microsoft.com/t5/office-365-blog/how-to-quickly-optimize-office-365-traffic-for-remote-staff-amp/ba-p/1214571

m Microsoft

Questions?

Send email: artsin@microsoft.com
or text me: @ArtyomSinitsyn

Artyom Sinitsyn CISSP | MCSE | MCITP

Security Program Manager, CEE & CIS
Twitter: aka.ms/artsin

© Copyright Microsoft Corporation. All rights reserved.



What are we going to do
tomorrow, Brain?
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- ConfigMgr

Part 1. Helping businesses rapidly set up to work securely from personal PCs
and maobiles

Part 2: Helping IT send and provision business PCs at home to work securely
during COVID-19

Part 3: Manage work devices at home during Covid-19 using Configuration
Manager

Part 4. Managing remote machines with cloud management gateway (CMG)

Part 5: Managing Patch Tuesday with Configuration Manager in a remote
work world

Part 6: Mastering Configuration Manager Bandwidth limitations for VPN
connected Clients



https://techcommunity.microsoft.com/t5/microsoft-endpoint-manager-blog/helping-businesses-rapidly-set-up-to-work-securely-from-personal/ba-p/1239830
https://techcommunity.microsoft.com/t5/microsoft-endpoint-manager-blog/helping-it-send-and-provision-business-pcs-at-home-to-work/ba-p/1262022
https://techcommunity.microsoft.com/t5/microsoft-endpoint-manager-blog/manage-work-devices-at-home-during-covid-19-using-configuration/ba-p/1262052
https://techcommunity.microsoft.com/t5/configuration-manager-blog/managing-remote-machines-with-cloud-management-gateway-in/ba-p/1233895
https://techcommunity.microsoft.com/t5/configuration-manager-blog/managing-patch-tuesday-with-configuration-manager-in-a-remote/ba-p/1269444
https://techcommunity.microsoft.com/t5/premier-field-engineering/mastering-configuration-manager-bandwidth-limitations-for-vpn/ba-p/1280002

How to quickly optimize Office 365 traffic for remote staff & reduce the load on
your infrastructure

Implementing VPN split tunnelling for Office 365

— Office 365
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https://techcommunity.microsoft.com/t5/office-365-blog/how-to-quickly-optimize-office-365-traffic-for-remote-staff-amp/ba-p/1214571
https://docs.microsoft.com/en-us/office365/enterprise/office-365-vpn-implement-split-tunnel
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- VPN

Example Microsoft IT (MSIT)

14th April update will fix internet connectivity issues on devices with manual or
auto-configured proxies including VPNs: Windows Message Center

VPN Performance:

https://www.microsoft.com/en-us/itshowcase/enhancing-remaote-access-in-
windows-10-with-an-automatic-vpn-profile

Bandwidth management:
https://techcommunity. microsoft.com/t5/premier-field-engineering/mastering-

configuration-manager-bandwidth-limitations-for-vpn/ba-p/1280002#

Microsoft recommendations to work remotely with Azure and VPN:
Working remotely using Azure networking services

Remote work using Azure VPN Gateway Point-to-site



https://www.microsoft.com/itshowcase/blog/running-on-vpn-how-microsoft-is-keeping-its-remote-workforce-connected/
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fwindows%2Frelease-information%2Fwindows-message-center%23407&data=02%7C01%7Cvirginia%40microsoft.com%7C2cc1b950b8df4eff1a7608d7da205686%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637217704732055401&sdata=P7d%2B3EzcYH08Gu31nfRyiT3n2A7z9aUGtSl4LYjbrSA%3D&reserved=0
https://www.microsoft.com/en-us/itshowcase/enhancing-remote-access-in-windows-10-with-an-automatic-vpn-profile
https://techcommunity.microsoft.com/t5/premier-field-engineering/mastering-configuration-manager-bandwidth-limitations-for-vpn/ba-p/1280002
https://docs.microsoft.com/en-us/azure/networking/working-remotely-support
https://docs.microsoft.com/en-us/azure/vpn-gateway/work-remotely-support

Thanks tfor watching

Subscribe: @ArtyomSinitsyn | YouTube



https://twitter.com/ArtyomSinitsyn
https://www.youtube.com/channel/UCOXhZFEUnPei3yIp27d6uNQ
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