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Chapter 1. Introduction



Kubernetes is an open source orchestrator for deploying containerized
applications. Kubernetes was open sourced by Google, inspired
by a decade of experience deploying scalable, reliable systems in
containers via application-oriented APIs.1 and developed over the last three
years by a vibrant community of open source contributors.


It is used by a large and growing number of developers to deploy reliable
distributed systems, as well as run machine learning, big data and other
batch workloads. A Kubernetes cluster provides an orchestration API that
enables applications to be defined and deployed using a simple declarative
syntax. Further, the Kubernetes cluster itself provides numerous online,
self-healing control algorithms that repair applications in the presence
of failures. Finally the Kubernetes API exposes concepts like Deployments
that make it easier to perform zero-downtime updates of your software and
Service load balancers that make it easy to spread traffic across a number
of replicas of your service. Additionally Kubernetes provides tools for
naming and discovery of services so that you can build loosely coupled
microservice architectures. Kubernetes is widely used across public and
private clouds as well as physical infrastructure.


This book is dedicated to the topic of managing a Kuberentes cluster. Whether you are managing your own cluster on your own hardware, part of
a team managing a cluster for a larger organization or a Kubernetes user
who wants to go beyond the APIs and learn more about the internals of
the system, you will find that deepening your knowledge of how to manage
Kubernetes makes you more capable at accomplishing all of the things
you need Kubernetes to do for you.

Note

When we speak about a “cluster” we’re talking about a collection of
machines that work together to provide the aggregate computing power
that Kubernetes makes available to its end-users. A Kubernetes
“cluster” is a collection of machines that are all controlled by
a single API and can be used by consumers of that API.




When we talk about managing Kubernetes there are a variety of topics
that make up the necessary skills for managing a cluster:



	
How the cluster operates



	
How to adjust, secure and tune the cluster



	
How to understand your cluster and respond when things go wrong



	
How to extend your cluster with new and custom functionality












How the cluster operates


Ultimately, if you are going to manage a system you need to understand
how that system operates. What are the pieces that it is made up of
and how do they fit together. Without at least a rough understanding of
the components and how they inter-operate you are unlikely to be
successful at managing any system. Managing a piece of software,
especially one as complex as Kubernetes, without this understanding is
like attempting to repair a car with out knowing how the tail-pipe
relates to the engine. Its a bad idea.


However, in addition to understanding how all the pieces fit together,
it’s also essential to understand how the user consumes the Kubernetes
cluster. Only by understanding how a tool like Kubernetes is intended
to be used, can you truly understand the needs and demands required
for successful management of that tool. To revisit our analogy of the
car, without understanding the way in which a driver sits in
the vehicle and guides it down the road, you are unlikely to be able
to successfully manage the vehicle. The same is true of a Kubernetes
cluster.


Finally, it is critical that you understand the role that the Kubernetes
cluster plays in a users daily existence. What is the cluster accomplishing
for the end user? What applications are they deploying on it? What complexity and hardship is the cluster removing? What complexity is the
Kubernetes API adding? To complete the usage of our car analogy, in order
to understand the importance of a car to it’s end-user, it is critical
to know that it is the thing that ensures a person shows up to work
on time. Likewise with Kubernetes, if you don’t understand that the cluster
is the place where a user’s mission critical application will be running,
and the Kubernetes API is the thing that a developer will be relying on
to fix a problem when something goes wrong at three am, then you don’t
really understand what is needed to successfully manage that cluster.

















Adjust, secure and tune the cluster


In addition to understanding how the pieces of the cluster fit together,
and how the Kubernetes API is used by developers to build and deploy their
application, it is also critical to understand the various APIs and
configuration options to adjust, secure and tune your cluster. A Kubernetes
cluster, or really any significant piece of software, is not something
that you simply turn up, start running and walk away.


The cluster and its usage have a lifecycle. Developers join and leave teams. New teams are formed and old ones die. The cluster scales with the
growth of the business. New Kubernetes releases come out to fix bugs, add
new features and improve stability. Increased demand on the cluster exposes performance problems
that had previously been ignored.  Responding to all of these changes in the lifespan of your cluster requires understanding the ways in which Kubernetes can be configured via command line flags, deployment options and API configuration.


Additionally, your cluster is not just a target for application deployment, it
can also be a vector for attacking the security of your applications.
Configuring your cluster to be secure many different attacks from
application compromises to denial of service is a critical component of
sucessfully managing a cluster. Much of the time this hardening is in fact
simply to prevent mistakes. In many cases, the value of hardening and
security is it prevents one team or user from accidentally “attacking”
another team’s service. However, additionally active attacks do sometimes
happen, and the configuration of the cluster is critical to both detecting
attacks when they occur as well as preventing them from occuring in the first place.


Finally, depending on the usage of the cluster, you may need to demonstrate a compliance to various standards for security that are required for developers of applications in a variety of different industries such as health-care, financial transactions or government.
Understanding how to build a compliant cluster means that Kubernetes
can be put to work in such environments.

















Responding when things go wrong


It would be a great world to live in, if things never went wrong. Sadly of
course, that is not the world that we live in (at least not any computer
system I’ve ever been a part of managing). What’s critical when things
go wrong is that you learn of it quickly. That you learn of it through
automation and alerts rather than through a user informing you your
system is down and that you are capable of responding and restoring the system as quickly as possible.


The first step in detecting when things break and understanding why they
are broken is in having the right metrics in place. Fortunately, there
are two technologies present in the Kubernetes cluster that makes this job
easier. The first is that Kubernetes itself is generally deployed inside
of containers. In addition to the value in reliable packaging and deployment, the container itself forms a boundary where basic metrics such
as CPU, memory, network and disk usage can be observed. These metrics can then be recorded into a monitoring system for both alerting and introspection.


In addition to these container generated metrics, the Kubernetes code base
itself has been instrumented with a significant number of application
metrics. These metrics include things like the number of requests sent
or received by various components, as well as the latency of those requests. These metrics are expressed using a format popularized by the
Prometheus open source project, and they can be easily collected and populated into Prometheus which can be used directly, or with other tools like Grafana for visualization and introspection.


Combined together, the baseline metrics from the operating system
containers as well as the application metrics from Kubernetes itself
provide a rich set of data that can be used both to generate alerts that
tell you when the system isn’t working properly, as well as the historical
data necessary to debug and determine what went wrong and when.


Of course understanding the problem is only the first half of the battle,
the next step that is necessary is responding and recovering from the
problems with the system. Fortunately Kubernetes has been build an a
decoupled, modular manner with minimal state in the system. This means
that (generally) at any given time it is safe to restart any component
in the system that may be overloaded or misbehaving. This modularity and
indempotency means that once you determine the problem developing a solution is often as straight-forward as restarting a few applications.


Of course in some cases, something truly terrible happens, and in such
cases, your only recourse is to restore the cluster from a disaster
recovery back up somewhere. Of course that presumes that you have enabled
such back-ups in the first place. In addition to all of the monitoring
to show you what is happening, the alerts to tell you when something
breaks and the play-books to tell you how to repair it. Successfully
managing a cluster requires that you develop and exercise a disaster
response and recovery. Its important to remeber that simply developing
this plan is insufficient. You need to practice it regularly, or you will
not be ready (and the plan itself may be flawed) in the presence of a
real problem.

















Extending the system with new and custom functionality


One of the most important strengths of the Kubernetes open source project
has been the explosive growth of libraries, tools and platforms that
build on, extend or otherwise improve the usage of a Kubernetes cluster.


There are tools like Spinnaker or Jenkins for continuous deployment. There
are tools like Helm that make it easy to package and deploy complete
applications. There are platforms like Deis that provide git-push style
developer workflows. There are numerous functions-as-a-service (FaaS) platforms that build on top of Kubernetes to enable users to consume
Kubernetes via simple functions. There are tools for automating the
creation and rotation of certificates. There are service mesh technologies that make it easy to link and introspect a myriade of microservices.


All of these tools in the ecosystem can be used to enhance, extend and
improve the Kubernetes cluster that you are managing. They can provide
new functionality that make your users lives easier, and make the
software that the deploy more robust and more manageable.


However, all of these tools can also make your cluster more unstable,
less secure, more prone to failures. They can expose your users to
immature, poorly supported software that feels like an “official” part
of the cluster but solely serves to make the user’s life more difficult.


Part of managing a Kubernetes cluster is understanding how and when to add
these tools, platforms and projects into the cluster. It requires exploration and understanding not just of what a particular project is
attempting to accomplish, but the total set of similar solutions that exist in the ecosystem. Often times a user will come to you with a request for a particular tool based on some video or blog that they happened across. But in truth they are often asking for a capability like CI/CD or certificate rotation, not any specific project. The one they mention is simply the one they happened across in a web search.


It is your job as a cluster manager to act as a curator of such project, an editor and an advisor who can recommend alternate solutions, or determine if a particular project is a good fit for your cluster or if there is some other way of accomplishing the same goal for the end user.


Additionally, the Kubernetes API itself contains rich tools for extending
and enhancing the API. A Kubernetes cluster is not limited solely to the
APIs that come built into the cluster. Instead new APIs can be dynamically
added and removed. In addition to the existing extensions mentioned above, sometimes the job of a managing a Kubernetes cluster involves developing
new code and new extensions that enhance your cluster in ways that were previously impossible. Part of managing a cluster may very well be developing new tooling, and of course, once developed, sharing that tooling with the growing Kubernetes ecosystem is a great way to give back to the community that brought you the Kubernetes software in the first place.

















Summary


Managing a Kubernetes cluster is more than just the act of installing
some software on a set of machines. Successful management requires
understanding of how Kubernetes is put together and how it is put to use
by the developers who are Kubernetes users. It requires that you
understand how to maintain, adjust and improve the cluster over time as
its usage patterns change. Additionally, you need to know how to monitor
the information put off by the cluster in operation and develop the
alerts and dashboards to tell you when the cluster is sick and how to
make it healthy again. Finally you need to be able to know when and how
to extend the Kubernetes cluster with other tools to make it even more
useful to your users. We hope that within this book you will find answers
and more for all of these topics, and at completion you will find
yourself with the skills to be sucessful and Managing Kubernetes.










1 Brendan Burns et al., “Borg, Omega, and Kubernetes: Lessons Learned from Three Container-Management Systems over a Decade,” ACM Queue 14 (2016): 70–93, available at http://bit.ly/2vIrL4S.




Chapter 2. An overview of Kubernetes



Building, deploying and managing applications on top of the Kubernetes API
is a complex topic in its own right. It is beyond the scope of
this book to give a complete understanding of the Kubernetes API in all of
its detail. For those purposes, there are a number of books, such as
Kubernetes Up and Running, and online resources which will give you the
knowledge necessary to build an application on Kubernetes. If you are
completely new to Kubernetes and interested in building applications on
top of Kubernetes, we definitely recommend taking advantage of these
resources to augment the information in this chapter.


On the other hand, if you are responsible for managing a Kubernetes cluster,
or you have some high-level understanding of the Kubernetes API then this
chapter provides an introduction to the basic concepts of Kubernetes
and their role in the development of an application. If after reading
this chapter you still feel uncomfortable having a conversation with your
users about their use of Kubernetes we highly reccomend you avail yourself
to these additional resources.


This chapter proceeds as follows: first we introduce the notion of
containers and how containers can be used to package and deploy your
application. Then we introduce the core concepts behind the Kubernetes API
and finally conclude with some higher level concepts that Kubernetes has
added to make specific activities easier.








Containers


Containers were popularized by Docker and enabled a revolution in the way
the way in which developers package and deploy their applications. However
along the way the very word “container” has taken on many different
meanings to many different people. Because Kubernetes is a “container
orchestrator” to understand Kubernetes, it’s important to understand what
we mean when we say “container”.


In reality, a “container” is made up of two different pieces, and a group
of associated features. A “container” is made up of



	
A container image



	
A set of operating system concepts that isolate a running process or processes.






Starting with the container image, it contains the application runtime
which consists of binaries, libraries and other data needed to run the container. A developer can
package up their application as a container image on their development
laptop and have strong assurances that when that image is deployed and
run in a different setting, be it another users laptop or a server in
a datacenter, the container will behave exactly as it did on the developers
laptop. This portability and consistent execution in a variety of environments
is one of the primary values of container images.


When a container image is run, it is also executed using namespaces in
the operating system. These namespaces contain the process and provide
isolation for its process or processes from other things running on the
machine. This isolation means for example, that each running container
has its own separated file system (like a chroot), additionally each
container has its own network and PID namespaces, meaning that process
number 42 in one container is a different process than process number
42 in another container. There are many other namespaces within
the kernel that separate various running
containers from each other. Additionally CGroups (control groups) allow the isolation of resource usage like memory or CPU. Finally standard operating system security
features like SELinux or AppArmour can also be used with running containers
Combined together, all of this isolation makes it more difficult for
different processes running in different containers to interfere with
each other.

Note

When we say “isolation” it is incredibly important to know that this
isolation is in terms of resources like CPU, memory or files. Containers
as implemented in Linux and Windows do not currently provide
strong security isolation for different processes. Containers
when combined with other kernel level isolation can provide reasonable
security isolation for some use cases.  However, in the general case,
only hypervisor level security is strong enough to isolate truly hostile
workloads.




In order to make all of this work, a number of different tools were built
to help build and deploy containerized applications.


The first is the container image builder. Typically the docker command
line tool is used to build a container image. However, the image format has been standardized through the open container image (OCI) standard. This has enabled the development of other image builders, available via cloud API,
CI/CD or new alternative tools and libraries.


The docker
tool uses a Dockerfile which specifies a set of instructions for
how to construct the container image. Full details of using the docker
tool is beyond the scope of this book, but there are numerous resources
available in books like Docker up and running or in online resources.
If you have never built a container image before, put down this book right now
go start reading about containers and come back when you have built a
few container images.


Once a container image has been built we need a way to distribute that
image from a user’s laptop up to other users, the cloud or a private
data center. This is where the image registry comes in. The image
registry is an API for uploading and managing images. After an image has
been built it is “pushed” to the image registry. Once the image is in
the registry, it can be “pulled” or downloaded from that registry to
any machine that has access to the registry. Every registry requires
some form of authorization to push an image, but
some registries are “public”
meaning that once an image is pushed anyone in the world can pull and
start running the image, while others are “private” and require
authorization to pull an image as well. At this point there are
registries as a service available from every public cloud, and there
are open source registry servers which you can download and run in
your own environment. Before you even begin to set up your
Kubernetes cluster, its a good idea to figure out where you are going
to store the images that you run in that cluster.


Once a developer has packaged their application as a container image and
pushed it to a registry, it’s time to use that container to deploy
their application, and that’s where container orchestration comes in.

















Container Orchestration


Once you have a container image stored in a registry somewhere you
need to start it running to create a working application. This is
where a container orchestrator like Kubernetes comes into the picture.
Kuberentes’ job is to take a group of machines which provide resources
like CPU, Memory and Disk and transform them into a container-oriented
API that a developer can use to deploy their containers.


The Kubernetes API enables a developer to declare their desired state of the world. To make a declarative request which is something like
“I want this container image to run and it needs 3 cores and 10 gigabytes
of memory to run correctly”. The Kubernetes system then looks
throughout its fleet of machines and finds a good place for that container
image to runs, and schedules the execution of that container on
that machine. From the developer’s perspective they see their container
image running, and more often than not they don’t need to concern
themselves with the specific location where their container is executing.


Of course running just a single container is neither that interesting,
nor that reliable, so the Kubernetes API also provides easy ways to say
“I want three copies of this container image running on different
machines, each with 3 cores and 10 gigabytes of memory.”


And of course because once you replicate something you  want to be able
to load-balance traffic between these various replicas Kubernetes provides
a way to say “Please create this load balancer to represent these running
containers” These load balancers are also given easy to discover names
so that linking different services together within a cluster is easy.


The following sections detail the specific objects in the Kubernetes API
that make all of this possible.

















The Kubernetes API


The Kubernetes API is a RESTful API based on HTTP and JSON and provided
by an API Server. All of the components in Kubernetes communicate
through the API. There are more details of this architecture in the
following chapter. As an open source project, the Kubernetes API is
always evolving, but the core objects have been stable for years and
the Kubernetes community provides a strong deprecation policy that
ensures that developers and operators don’t have to change what they
are doing with each revision of the system. Kubernetes provides an
OpenAPI specification for the API as well as numerous different client
libraries in a variety of different languages (https://github.com/kubernetes-client).










Basic objects: Pods, Replica Sets and Services


Although it has a large and growing number of objects in its API,
Kubernetes began with a relatively small number of objects, and these
are still the core of what Kubernetes does.












Pods


A Pod is the atomic unit of scheduling in a Kubernetes cluster. A
Pod is made up of a collection of one or more running containers.
(A “Pod” is a collection of whales, derived from Docker’s whale logo).
When we say a Pod is “atomic” what we mean is that all of the containers
in a Pod are guaranteed to land on the same machine in the cluster.
Pods also share many resources between the containers. For example,
they all share the same network namespace, which means that each
container in a Pod can see the other containers in the Pod on localhost.
Pods also share the process and inter-process communication namespaces
so that different containers can use tools like shared memory and
signalling to coordinate between the different processes in the Pod.


This close grouping means that Pods are ideally suited for symbiotic
relationships between their containers, such as a main serving container
and a background data loading container.  Keeping the container images
separate generally makes it more agile for different teams to own or
re-use the container images, but grouping them together in a Pod at
runtime enables them to operate cooperatively.


When people first encounter Pods in Kubernetes sometimes they spring
to the wrong assumptions, for example a user may see a Pod and think:
“Ah yes, a frontend and a database server make up a Pod” but this is
the generally the wrong level of granularity. To see why, consider that
the Pod is also the unit of scaling and replication, which means that
if you group your frontend and your database in the same container then
you will replicate your database at the same rate you replicate your
frontends. This is unlikely the way that you want to do things.


Pods also doing things to keep your application running. If the process
in a container crashes, Kubernetes automatically restarts it. Pods can
also define application level health-checks that can provide a richer,
application-specific way of determining if the Pod should be
automatically restarted.

















ReplicaSets


Of course, if you are deploying a container orchestrator just to run
individual containers, you are probably over-complicating your life. In
general one of the main reasons for container orchestration is to
make it easier to build replicated, reliable systems. While individual
containers may fail, or be incapable of serving the load of a system.
Replicating an application out to a number of different running
containers dramatically reduces the probability that your service will
completely fail at a particular moment in time, and horizontal scaling
enables you to grow your application in response to load. In the
Kubernetes API, this sort of stateless replication is handled by a
ReplicaSet object. A replica set takes a Pod definition and a number
of replicas and ensures that that number of replicas exist within the
system. The actual replication is handled by the Kubernetes “controller
manager” which creates Pod objects that are scheduled by the Kubernetes
“scheduler”. These details of the architecture are described in later
chapters.

Note

ReplicaSets are a slightly newer object. At it’s v1 release
Kubernetes had an API object called a ReplicationController. Due
to the deprecation policy, ReplicationControllers continue to
exist in the Kubernetes API but their usage is strongly discouraged
in favor of using ReplicaSets



















Services


Once you can replicate your application out using a ReplicaSet, the
next logical goal is to create a load balancer to spread traffic to
these different replicas. To accomplish this, Kubernetes has a
Service object. A Service represents a TCP or UDP load balanced
service. Every Service that is created, whether TCP or UDP gets
three things:



	
It’s own IP address



	
A DNS entry in the Kubernetes cluster DNS



	
Load-balancing rules that proxy traffic to the Pods which implement the service






When a Service is created it is assigned a fixed IP address. This IP
address is virtual, it has no actual presence on the network, instead
it is programmed into the network fabric as a load-balanced IP address
when packets are sent to that IP they are load-balanced out to a set of Pods
that implement the Service. The load-balancing that is performed can
either be round-robin or deterministic based on (source IP, destination IP) tuples.


Given this fixed IP address, a DNS name is programmed into the Kubernetes
cluster’s DNS server. This DNS address provides a semantic name (e.g.
“frontend”) which is the same as the name of the Kubernetes Service
object and which enables other containers in the cluster to discover
the IP address of the Service load balancer.


Finally, the Service load balancing is programmed into the network fabric
of the Kubernetes cluster so that any container that tries to talk to
the Service IP address is correctly load-balanced to the corresponding
pods. This programming of the network fabric is dynamic, so as Pods come
and go due to failures or scaling of a ReplicaSet, the load balancer is
constantly re-programmed to match the current state of the cluster. This
means that clients can rely on connections to the Service IP address always resolving to a Pod that implements the Service.

















Storage: Persistent Volumes, ConfigMaps and Secrets


A common question that comes up after an initial exploration of Kubernetes is “what about my files?”. With all of these containers coming and going within the cluster and landing on different machines, it’s difficult to understand how you should manage the files and storage you want to be associated with that running container. Fortunately Kubernetes provides several different API objects to help you manage your files.


The first storage concept introduced in Kubernetes was the Volume which is
actually a part of the Pod API. Within a Pod you can define a set of Volumes.
The type of this volumes is quite variable, and there are more than ten different types of volumes you can create, including NFS, iSCSI, git, cloud storage based volumes and more.

Note

Though the Volume interface was initially a point of extensibility via writing code within Kubernetes, the explosion of different volume types eventually showed how unsustainable this model is. Instead, new volume types are developed outside of the Kubernetes code and implement the container storage interface (CSI) an interface for storage that is independent of Kubernetes.




When you add a Volume to your Pod, you can chose to mount it to an arbitrary volume in each running container. This enables your running container to have access to the storage within the volume. Different containers can mount these volumes at different locations, or ignore the volume entirely.


In addition to basic files, there are several types of Kubernetes objects that can themselves be mounted into your Pod as a Volume. The first of these is the ConfigMap object. A ConfigMap represents a collection of configuration files. In Kubernetes Configuration is separated from container images, because often you want to have different configurations for the same container image. When you add a ConfigMap based Volume to your Pod, the files in the config map show up in the specified directory in your running container.


A special type of configuration is some sort of secure information like a database password or certificate. Though these are essentially the same as configuration, it is useful to treat them as a separate type, because their handling is generally more restricted. Kubernetes uses the Secret type for such data. In the context of volumes, a Secret works identically to a ConfigMap. It can be attached to a Pod via a Volume and mounted into a running container for use.


Over the course of people deploying applications with Volumes, it became clear that the tight binding of Volumes to pods was actually problematic. For example, when creating a replicated container (via a ReplicaSet) the same exact volume must be used by all replicas. In many situations this is acceptable, but in some cases you want a different volume for each replica.
Additionally, specifying a precise volume type (e.g. an Azure disk persistent volume) binds your Pod definition to a specific environment (in this case the Microsoft Azure cloud), but it is often desirable to have a Pod definition that requests a generic type of storage (e.g. 10 gigabytes of network storage) withouth specifying a provider. To accomplish this, Kubernetes introduced the notion of PersistentVolumes and PersistentVolumeClaims. Instead of binding a Volume directly into a Pod, a PersistentVolume is created as a separate object, this object is then claimed to a specific Pod by a PersistentVolumeClaim and finally mounted into the Pod via this claim. At first blush this seems overly complicated, but the abstraction of Volume and Pod enables both the portability and automatic volume creation required by the two previous use cases.






















Organizing your stuff with namespaces, labels and annotations


The Kubernetes API makes it quite easy to create a large number of objects
in the system, and such a collection of objects can easily make
administering a cluster a nightmare. Fortunately, Kubernetes also has a
number of objects that make it easier to manage, query and reason about
the objects in your cluster.












Namespaces


The first object for organizing your cluster is a Namespace you can
think of a namespace as something like a folder for your Kubernetes API
objects. Namespaces provide directories for container most of the other
objects in the cluster. Namespaces also can provide a scope for role
based access control (RBAC) rules. Like a folder, when you delete a
namespace, all of the objects within that namespace are also destroyed,
so be careful when you delete a namespace! Every Kubernetes cluster has
a single built in namespace named default and most installations of
Kubernetes also include a namespace named kube-system where cluster
administration containers are created.

Note

Kubernetes objects are devided into “namespaced”
and “non-namespaced” objects depending on whether they can be placed in a
namespace. Most common Kubernetes API objects are namespaced objects. But some objects that apply to an entire cluster, for example Namespace objects themselves, or cluster level RBAC, are not namespaced.




In addition to organizing Kubernetes objects, namespaces are also placed
into the DNS names created for services and the DNS search paths that are
provided to containers. The complete DNS name for a Service is something like: my-service.svc.my-namespace.cluster.internal which means that
two different services in different namespaces will end up with different
FQDNs. Additionally, the DNS search paths for each container include the
namespace, thus a DNS lookup for frontend will be translated to
frontend.svc.foo.cluster.internal for a container in the foo namespace
and frontend.svc.bar.cluster.internal for a container in the bar namespace.

















Labels and Label Queries


Every object in the Kubernetes API can have an arbitrary set of labels
associated with the object. Labels are string key/value pairs which
help identify the object. For example a label might be “role”: “frontend”,
which indicates that the object is a frontend. These labels can be used
to query and filter objects in the API. For example, you can request that
the API server provide you with a list of all Pods where the label “role”
is “backend”. These requests are called “label queries” or “label
selectors”. Many objects within the Kubernetes API use label selectors as
a way to identify of set of objects that they apply to.  For example a Pod
can have a “node selector” which identifies the set of nodes on which the Pod is elegible to  run (nodes with GPUs for example). Likewise a Service
has a “pod selector” which identifies the set of Pods that the Service
should load balance traffic to. Labels and label selectors are the
fundamental manner in which Kubernetes loosely couples its objects together.

















Annotations


Not every metadata value that you want to assign to an API object is
identifying information. Some of the information is simply an
annotation about the object itself. Thus every Kubernetes API object can
also have arbitrary annotations. These annotations might include something
like the icon to display next to the object, or a modifier that changes
the way that the object is interpretted by the system.


Often times experimental or vendor-specific features in Kubernetes
are initially implemented using annotations, since they are not part of
the formal API specification. In the case of such annotations, the annotation itself should carry some notion of the stability of the feature
(e.g. beta.kubernetes.io/activate-some-beta-feature).






















Advanced concepts: StatefulSets, Ingress and Deployments


Of course, simple replicated, load-balanced services are not the only
style of application that you might want to deploy in containers, and
as Kubernetes has evolved, it has added new API objects to better suit
more specialized use cases, including improved rollouts, HTTP-based
load balancing and routing, and stateful workloads.












Deployments


Though ReplicaSets are the primitive for running many different copies of
the same container image, applications are not static entities. They
evolve as developers add new features and fix bugs. This means that the
act of rolling out new code to a service is as important a feature
as replicating it to reliably handle load.


The Deployment object was added to the Kubernetes API to represent this
sort of safe rollout from one version to another. A Deployment can hold
pointers to multiple ReplicaSets, (e.g. v1 and v2) and it can control
the slow and safe migration from one ReplicaSet to another.


To understand how a Deployment works, imagine that you have an application
which is deployed to three replicas in a ReplicaSet named rs-v1.
When you ask a Deployment to rollout a new image (v2) the
Deployment creates a new ReplicaSet (rs-v2) with a single replica.
The Deployment waits for this replica to becomes healthy, and when it is
the Deployment reduces the number of replicas in rs-v1 to two. It then
increases the number of replicas in rs-v2 to two also, and waits for
the second replica of v2 to become healthy. This process continues until
there are no more replicas of v1 and there are three healthy replicas
of v2.

Note

Deployments feature a large number of different knobs that can be tuned
to provide a safe rollout for the specific details of an application.
Indeed in most modern clusters, users exclusively use Deployment objects
and don’t manage ReplicaSets directly.



















HTTP load balancing with Ingress


While Service objects provide a great way to do simple TCP level load
balancing, they don’t provide an Application level way to do
load-balancing and routing. The truth is that most of the applications
that users deploy using containers and Kubernetes are HTTP web-based
applications. These applications are better served by a load-balancer
that understands HTTP. To address these needs, the Ingress API was
added to Kubernetes. Ingress represents a path and host-based HTTP
load balancer and router. When you create an Ingress object, it
receives a virtual IP address just like a Service, but instead of
the 1-1 relationship between a service IP address and a set of Pods,
an Ingress can use the content of an HTTP request to route requests to
different services.


To get a clearer understanding of how Ingress works, imagine that I have
two Kubernetes services named “foo” and “bar”. Each has it’s own IP address, but I really want to expose them to the internet as part
of the same host. For example, foo.company.com and bar.company.com.
I can do this, by creating an Ingress object and associating its IP address with both the foo.company.com and bar.company.com DNS names.
In the Ingress object, I also map the two different hostnames to the
two different Kubernetes services. That way, when a request for https://foo.company.com is received, it is routed to the foo service
in the cluster, and similarly for https://bar.company.com. With Ingresss
the routing can be based on either host, or path or both, so https://company.com/bar can also be routed to the bar service.

Note

The Ingress API is one of the most decoupled and flexible APIs in
Kubernetes. By default while Kubernetes will store Ingress objects,
nothing will happen when they are created. Instead you need to also run
an “ingress controller” in the cluster to take appropriate actions when
the Ingress object is created. One of the most popular ingress controllers
is the nginx ingress controller, but there are numerous different
implementations that use other HTTP load balancers, or use cloud or physical load-balancer APIs



















StatefulSets


Many applications are happily replicated horizontally and treated as
identical clones of the same application. Each replica really has no
unique identity independent of any other. For representing
such applications a Kubernetes ReplicaSet is a perfect object.
However, some applications, especially stateful storage workloads, or
sharded applications require more differentiation between the different
replicas in the application. While it is possible to add this
differentiation at the application level on top of a ReplicaSet, doing
so is complicated, error-prone and repetitive for end-users.


To resolve this, Kubernetes has recently introduced StatefulSets as a
compliment to ReplicaSets, but for more stateful workloads. Like
ReplicaSets, StatefulSets create multiple instances of the same container
image running in a Kubernetes cluster, but the manner in which containers
are created and destroyed is more deterministic, as are the names of
each container.


In a ReplicaSet, each replicated Pod receives a name that involves a
random hash (e.g. “frontend-14a2”), importantly there is no notion
of ordering in a ReplicaSet. In contrast, with StatefulSets each replica
receives a monotonically increasing index (e.g. “backed-0”, “backend-1”
and so on).


Further, StatefulSets guarantee that replica zero will be created and
become healthy before replica one is created and so forth. When combined
this means that applications can easily bootstrap themselves using the
initial replica (e.g. “backend-0”) as a bootstrap master. All subsequent
replicas can rely on the fact that “backend-0” has to exist. Likewise
when replicas are removed from a StatefulSet they are removed at the
highest index. If a StatefulSet is scaled down from five to four replicas
it is guaranteed that the fifth replica is the one that will be removed.


Additionally, Stateful sets receive DNS names so that each replica can
be accessed directly, in addition to the complete StatefulSet. This allows
clients to easily target specific shards in a sharded service.






















Batch workloads: Job and ScheduledJob


In addition to stateful workloads, another specialized class of workloads
are batch or one-time workloads. In contrast to all of the other workloads
discussed previously, these workloads are not contstantly serving traffic.
Instead they come into existence to perform some computation and are destroyed when the computation is complete.


In Kubernetes, a Job represents a set of tasks that need to be run. Like
ReplicaSets and StatefulSets, Jobs operate by creating Pods to execute
work by running container images. However, unlike Replica and StatefulSets, the Pods created by a Job only run until the complete and
exit. In addition to the definition of the Pod to create a Job contains a
desired number of repetitions of the Job that should be run, as well as
the maximum number of Pods to create in parallel. For example, a job with
100 repetitions and a maximum parallelism of 10 will run 10 pods simultaneously, creating new Pods as old ones complete, until there have
been 100 successful executions of the container image.


ScheduledJobs build on top of the Jobs object by adding a schedule to a
Job. A scheduled Job contains the definition of the Job object that you
want to create, as well as the schedule on which that Job should be
created.

















Cluster agents and utlities: DaemonSets


One of the most common questions that comes up when people are moving to Kubernetes is: “how do I run my machine agents?” Example of such agents include things like intrusion detection, logging and monitoring and others.
Many people attempt to use non-Kubernetes approaches to enable these agents such as adding new systemd unit files, or initialization scripts. While these approaches can work, they have several downsides. The first is that the resources used by these agents is not accounted for in Kubernetes’ accounting of resources in use on the cluster. The second is that alll of the utility of container images and Kubernetes APIs for health checking, monitoring and more can not be applied to these agents. Fortunately, Kubernetes makes the DaemonSet API available to users to install such agents on their clusters.
A DaemonSet provides a template for a Pod that should be run on every machine.
When a DaemonSet is created, Kubernetes ensures that this Pod is running on each node in the cluster. If at some later point a new node is added, Kubernetes creates a Pod on that node as well. While by default Kubernetes places a Pod on every node in the cluster, a DaemonSet can also provide a node
selector label query, and Kubernetes will only place that DaemonSet’s pods onto nodes that match that label query.
























Summary


The goals of this book are to teach you how to successfully manage a
Kubernetes cluster. But to successfully manage any service, you need
to understand what that service makes available to the end user as
well as how the user uses the service that you are managing. In this
case we are delivering a reliable Kubernetes API to developers.
These developers in turn are using this API to successfully build and
deploy their applications. Understanding the various parts of the
Kubernetes API will enable you to understand your end-users and do
a better job managing the system that they rely on for their daily
activities.













Chapter 3. Kubernetes Architecture









Concepts


To understand the architecture of Kubernetes, it is helpful, at first, to have an understanding of the concepts and design principals that governed the development of Kubernetes. Though the system can seem quite complex, it is actually based on a relatively small number of concepts that are repeated throughout this system. This allows Kubernetes to grow, while still remaining approachable to operators, learning about one component in the system often can be directly applied to other pieces of the system.










Declarative Configuration


The notion of declarative configuration is one of the primary drivers behind the development of Kubernetes. When we say declarative configuration, what we mean is that a user of Kubernetes declares a desired state of the world, for example, a user might say to Kubernetes “I want there to be five replicas of my web server running at all times” Kubernetes in turn takes that declarative statement and takes responsibility for ensuring that it is true.  Of course, Kubernetes is sadly unable to understand natural language instructions and so that declaration is actually in the form of a structured YAML or JSON document.


Declarative configuration is in contrast to imperative configuration, with imperative configuration the user takes a series of direct actions, for example creating each of the five replicas that they want to have up and running. Imperative actions are often simpler to understand, one can simply say “run this” instead of understanding a more complex declarative syntax. However, the power of a declarative approach is that you are giving the system more than a sequence of instructions, you are giving it a declaration of your desired state. Because Kubernetes understands your desired state, it can take autonomous action independent of user interaction. This means that it can implement automatic self-correcting and self-healing behaviors. For an operator this is critical, since it means that the system can fix itself without waking you up in the middle of the night.

















Reconciliation or controllers


To achieve these self-healing or self-correcting behaviors, Kubernetes is structured in terms of a large number of independent reconciliation or control loops. When designing a system like Kubernetes there are generally two different approaches that you can take; a monolithic state-based approach, or a decentralized controller based approach.


In the monolithic system design, the system is aware of the entire state of the world, and using this complete view to move everything forward in a coordinated fashion. This can be very attractive since the operation the system is centralized and thus easier to understand. The problem with the monolithic approach is that it is not nearly as stable. If anything unexpected or unplanned happens, the entire system comes crashing down.
Kubernetes takes an alternative decentralized approach in its design. Instead of single monolithic controller, Kubernetes is composed of a large number of controllers, each performing its own independent reconciliation loop. Each individual loop is only responsible for a small piece
of the system, for example updating the list of endpoints for a particular load balancer, and each small controller is wholly unaware of the rest of the world.  This focus on a small problem and the corresponding ignorance of the broader state of the world makes the entire system significantly more stable. Each controller is largely independent of all others, and thus unaffected by problems or changes unrelated to itself. The downside, though, of this distributed approach is that the overall behavior of the system can be harder to understand, since there is no single location to look for an explanation of why the system is behaving the way that it does. Instead it is necessary to look at the interoperation of a large number of independent processes.


In addition to understanding how a distributed architecture of many different control loops make Kubernetes more stable and flexible, the actual operation of the control loop is a pattern that is repeated throughout Kubernetes. The basic idea behind a control loop is that it is continually repeating the following steps:



	
Obtain the desired state of the world.



	
Observe the world



	
Finding differences between the observation of the world and the desired state of the world



	
Taking actions to make the observation of the world match the desired state.






[image: A illustration of a generic reconciliation loop]


The easiest example to help you understand the operation of a reconciliation control loop is the thermostat in your home.  It has a desired state (the temperature that you entered on the thermostat), it makes observations of the world (the current temperature of your house), it finds the difference between these values and then takes actions (either heating or cooling) to make the real world match the desired state of the world.


The controllers in Kubernetes do the same thing, they observe the desired state of the world, via the declarative statements that are made to the Kubernetes API server. For example, a user might declare “I want four replicas of that web server.”, the Kubernetes replication controller takes this desired state and then observes the world. It might see that there are currently three replicas of the web serving container. The controller finds the difference between the current and desired state, (one missing web server) and then takes action to make the current state match the desired state by creating a fourth web serving container.


Of course, one of the challenges of managing this declarative state is finding the set of web servers that the reconciliation control loop should be paying attention to. This is where labels and label queries enter the Kubernetes design.

















Implicit or Dynamic Grouping


Whether it is grouping together a set of replicas, or identifying the backends for a load balancer, there are numerous times in the implementation of Kubernetes that it is necessary to identify a set of things. When grouping things together into a set there are two possible approaches: explicit/static or implicit/dynamic grouping. With static grouping, every group is defined by a concrete list, for example “the members of my team are Alice, Bob and Carol”, the list explicitly calls out the name of each member of the group, and the list is static, the membership doesn’t change unless the list itself changes. Much like a monolithic approach to design, the advantages of this static grouping is that it is easily understandable. To know who is in a group, one simply has to read the list. The challenge with static grouping is that it is inflexible, it can not respond to a dynamically changing world. Hopefully at this point, you know that Kubernetes choses a more dynamic approach to grouping. In Kubernetes groups are implicitly defined.


The alternative to explicit static groups, is implicit, dynamic groups. With implicit groups, instead of the list of members, the group is defined by a statement like “the members of my team are the people wearing orange” This group is implicitly defined. Nowhere in the definition of the group are the members defined, instead they are implied by evaluating the group definition against a set of people who are present. Because the set of people who are present can be always in flux and changing, the membership of the group is likewise dynamic and changing. While this can introduce complexity, because a second step (in the example case, looking for people wearing orange) it is also significantly more flexible and stable, it can handle a changing environment without requiring constant adjustments to static lists.


In Kubernetes, this implicit grouping is achieved via labels and label queries or label selectors. Every API object in Kubernetes can have an arbitrary number of key/value pairs called “labels” that are associated with the object. You can then use a label query or label selector to identify a set of objects that match that query. A concrete example of this is shown below.

Note

Every Kubernetes object has both labels and annotations. Initially they might seem redundant, but their uses are different. Labels can be queried and should be used for information that serves to identify the object in some way. Annotations can not be queried and should be used for general metadata about the object, that doesn’t represent its identity (for example, the icon to display next to the object when it is rendered graphically)




[image: Examples of labels and label selection]
























Structure


Now that you have some sense for the design concepts that are implemented in the Kubernetes system, we’ll now consider the design principles for how Kubernetes is built. There are two (and probably more) fundamental tenets that guide the design of Kubernetes.










Unix philosophy of many components


Kubernetes ascribes to the general Unix philosophy of modularity and of small pieces that do their jobs well. Kubernetes is not a single monolithic application that implements all of the various functionality in a single binary. Instead it is a collection of different applications, that all work together, largely ignorant of each other, to implement the overall system known as “kubernetes.” Even when there is a binary (for example the controller-manager) which groups together a large number of different functions into a single binary. Those functions are held almost entirely independently from each-other in that binary. They are compiled together largely to make the task of deploying and managing Kubernetes easier, not because of any tight binding between the components.


Again, the advantage of this modular approach is that Kubernetes is flexible, large pieces of functionality can be ripped out and replaced, without the rest of the system noticing or caring. The downside, of course, comes in the form of complexity, where deploying, monitoring and understanding the system requires integrating information and configuration across a number of different tools.


Though at times pieces of Kubernetes are compiled together, they rarely if every work directly together, prefering instead to integrate via API calls and declarative state read or written from the API server.

















API driven interactions


The second structural design within Kubernetes is that all interaction between components is driven through a centralized API surface area. An important corrollary of this design is that the API that the components use is the exact same API that is used by every other cluster user. This has two important consequences for the design of Kubernetes. The first is that no part of the system is more privileged or has more direct access to “internals” than any other. Indeed with the exception of the API-server that implements the API no one has access to the internals at all. Thus, every component can be swapped for an alternative implementation, and new functionality can be added without re-architecting the core components. As we will see in later chapters, even core components like the scheduler can be swapped out and replaced (or merely augemented) with alternative implementations.


The other important design consequence of the API driven interactions is that the system is inherently designed for stable operation in the presence of version skew. The simple truth is that when you roll out a distributed system to a grouping of machines, for a period of time you are going to have both the older version and the new version of the software running simultaneously. If you haven’t planned directly for this version skew, then the unplanned (and often untested) interactions between old and new versions can cause instability and outages. Because in Kubernetes everything is mediated through the API, and the API provides strongly defined API versions and conversion between different version numbers, the problems of version skew can largely be avoided. Though in reality, occasional problems can still crop-up and version skew and upgrade testing is an important part of Kubernetes release qualification.
























Components


With a knowledge of both the concepts and structure in the Kubernetes architecture, we can now discuss the individual components that make up Kubernetes. This is a glossary of sorts, or a world map that you can refer to when you need a total perspective of how the various pieces of the kubernetes system fit together.  Some of the components are quite significant, and thus are covered in much more detail in later chapters, but this reference guide will help ground and contextualize those later explorations.










Worker and Master nodes and scheduled components.


Kubernetes is a system with groups together a large fleet of machines into a single unit that can be consumed via an API, but the implementation of Kubernetes actually sub-divides the set of machines into two groups: worker nodes and master nodes. Most of the components that make up the Kubernetes infrastructure run on Master or “control plane” nodes. There are a limited number of such nodes in a cluster, general one, three or five nodes. These nodes run the components that implement Kubernetes like etcd and the apiserver. There is an odd number of these nodes, since they need to keep quorum in a RAFT/Paxos shared state implementation. The actual work done by the cluster is done on the worker nodes. These nodes also run a more limited selection of Kubernetes components, finally there is a selection of Kubernetes components that are actually scheduled to the Kubernetes cluster once it is created. From a Kubernetes perspective, these components are indistinguishable from other workloads, but they do implement part of the overall Kubernetes API.


The description of the Kubernetes components below breaks them into these three groupings. The components that run on master nodes, the components that run on all nodes and the components that run scheduled onto the cluster.

















Master components












etcd


The etcd system is at the heart of any Kubernetes cluster. It implements the key value store where all of the objects in a kubernetes cluster are persisted. The etcd servers implement a distributed  consensus algorithm, namely RAFT, which ensures that even if one of the storage servers fails, there is sufficient replication to maintain the data stored in etcd, and recover data when an etcd server becomes healthy again and re-adds itself to the cluster. The etcd servers also provide two other important pieces of functionality that Kubernetes makes heavy use of. The first is optimistic concurrency. Every value stored in etcd has a corresponding resource version. When a (key, value) pair is written to an etcd server, it can be conditionalized on a particular resource version. This means that using etcd you can implement compare-and-swap, which is at the core of any concurrency system. Compare and swap enables a user to read a value, and update the value with assurances that no other component in the system has also updated the value. These assurances enable the system to safely have multiple threads manipulating data in etcd without the need for pessimistic locks which can significantly reduce throughput to the server.


In addition to implementing compare and swap, the etcd serves also implement a watch protocol. The value of watch is that it enables clients to efficiently watch for changes in the (key, value) stores for an entire directory of values. As an example, all objects in a namespace are stored within a directory in etcd. The use of a watch, enables a client to efficiently wait for and react to changes without continuous polling of the etcd server.

















Apiserver


While etcd is at the core of a Kubernetes cluster, there is actually only a single server that is allowed to have direct access to the Kubernetes cluster, and that is the API server. The API server is the hub of the Kubernetes cluster, it mediates all interactions between clients and the API objects stored in etcd. Consequently it is the central meeting point for all of the various componments. Because of its importance, the API server deserves a deeper introspection and that is covered in the subsequent chapter.

















Scheduler


With etcd and the api-server operating correctly, a Kubernetes cluster is in some-ways functionally complete. You can create all of the different API objects like Deployments and Pods, the trouble is, that despite successfully creating a Pod, you will find that it never actually begins to run. Finding a location for a Pod to run is the job of the Kubernetes Scheduler. The Scheduler scans the api-server for unscheduled Pods and then determines the best node on which to run them. Like the api-server, the scheduler is a complex and rich topic that is covered more deeply in its own chapter.

















Controller-manager


Once etcd, the api-server and the scheduler are operational, then you can successfully create Pods and see them scheduled out onto nodes, but you will find that neither Replica Sets, Deployments or Services work as you expect them to. This is because all of the reconciliation control loops needed to implement this functionality are not currently running. Executing these loops is the job of the controller-manager. The controller-manager is the most grab-bag of all of the Kubernetes components, as it has within it numeous different reconciliation control loops to implement many parts of the overall Kubernetes system. Like the api-server and scheduler, the controller manager is covered in detail in its own chapter later in the book.






















Components on all nodes


In addition to the components that run exclusively on the master nodes, there are a few components that are present on all nodes in the Kubernetes cluster. These pieces implement essential functionality that is required to be present on all nodes.












Kubelet


The Kubelet is the node-daemon for all machines that are part of a Kubernetes cluster. The Kubelet is the bridge that joins the available CPU, disk and memory for a node into the large Kubernetes cluster. The kubelet communicates with the API-server to find containers that should be running on its node. Likewise, the kubelet communicates the state of these containers back up to the api-server so that other reconciliation control loops can observe the current state of these containers.


In addition to scheduling and reporting the state of containers running in Pods on their machines, kubelets are also responsible for health-checking and restarting the containers that are supposed to be executing on their machines. It would be quite inefficient to push all of the health-state information back up to the API-server for reconciliation loops to take action to fix the health of a container on a particular machine. Instead the kubelet shot-circuits this interaction and runs the reconciliation loop itself. Thus if a container being run by the kubelet dies or fails its health-check, the kubelet restarts it, while also communicating this health state (and the restart) back up to the api-server itself.

















Kube Proxy


The other component that runs on all machines is the kube-proxy. The kube-proxy is responsible for implementing the Kubernetes Service load-balancer networking model. The kube-proxy is always watching the endpoints objects for all Services in the Kubernetes cluster. The kube-proxy then programs the network on its node, so that network requests to the virtual IP address of a service, are in-fact routed to the endpoints which implement this service. Every Service in Kubernetes gets a virtual IP address, the kube-proxy is the daemon responsible for defining and implementing the local load-balancer that routes traffic from Pods on the machine to Pods, anywhere in the cluster, that implement the Service.






















Scheduled Components


When all of the components described above are successfully operating, they provide a minimally viable Kubernetes cluster, but there are several additional components that are essential to the Kubernetes cluster, but actually rely on the cluster itself for their implementation. This means that while they are essential to cluster function, they also are scheduled, health-checked, operated and updated using calls to the Kubernetes API-server itself.












Kube DNS


The first of these “scheduled” components is the Kube DNS server. When a Kubernetes service is created it gets a virtual IP address, but that IP address is also programmed into a  DNS server for easy service discovery. The KubeDNS containers implement this name-service for Kubernetes service objects. The KubeDNS service is itself expressed as a Kubernetes service, so the same routing provided by the kube-proxy routes DNS traffic to the KubeDNS containers. The one important difference is that the KubeDNS service is given a static virtual IP address. This means that the API-server can program the DNS server into all of the containers that it creates, implementing the naming and service discovery for Kubernetes services.

















Heapster


The other scheduled component is a binary called “heapster” Heapster is responsible for collecting metrics like CPU, network and disk usage from all containers running inside the Kubernetes cluster. These metrics can be pushed to a monitoring system like influxdb, for alerting and general monitoring of application health in the cluster.
Also, importantly, these metrics are used to implement auto-scaling of Pods within the Kubernetes cluster. Kubernetes has an auto-scaler implementation, that, for example, can automatically scale the size of a Deployment whenever the CPU usage of the containers in the Deployment goes above 80%. Heapster is the component that collects and aggregates these metrics to power the reconciliation loop implemented by the auto-scaler. The auto-scaler observices the current state of the world through API calls to heapster.

Note

As of the writing of this book (early 2018), Heapster is still the source of metrics for auto-scaling, but there are plans to switch Kubernetes to a new monitoring agent towards the middle of 2018.



















Add-ons


In addition to these core components, there are numerous systems that you will find on most installations of Kubernetes, these include the Kubernetes dashboard, as well as community add-ons like functions as a service, automatic certificate agents and many more. There are too many Kubernetes add-ons to describe in a few paragraphs, and thus extending your Kubernetes cluster is covered in its own chapter, later on in the book.





























Summary


Kubernetes itself is a somewhat complicated distributed system with a number of different components that implement the complete Kubernetes API. The control plane nodes which run the API server. The etcd cluster which forms the backing store for the API. The scheduler which interacts with the API server to schedule containers onto specific worker nodes. The controller-manager which operates most of the control loops that keep the cluster functioning correctly. Once the cluster is functioning correctly, there are numerous components that run on top of the cluster itself, including the cluster DNS services, Kubernetes Service load-balancer infrastructure, container monitoring and more. We’ll learn about even more components you can run on your cluster in Chapters 14 and 15.













Chapter 4. The Kubernetes API Server



As has been mentioned in the previous overview of the Kubernetes components. The API Server is the gateway to the Kubernetes cluster. It is the central touch-point that is accessed by all users, automation and components in the Kubernetes cluster. The API server implements a RESTful API over HTTP, it performs all API operations and is responsible for storing API objects into a persistent storage backend. This chapter covers the details of this operation.








Basic characteristics for manageability


For all of its complexity, from the standpoint of management, the Kubernetes API server is actually relatively simple to manage. Because all of the API server’s persistent state is stored in a database that is external to the API server, the API server itself is stateless and can be replicated to handle request load and for fault tolerance. Typically in a highly available cluster, the API server is replicated three times.


The API server can be quite chatty in terms of the logs that it outputs. It outputs at least a single line for every request that it receives. Because of this, it is critical that some form of log rolling is added to the API server or else it can consume all available disk space. However, because the API server logs are essential to understanding the operation of the API server, it is highly recommended that logs be shipped from the API server to a log aggregation service for subsequent introspection and querying for the purposes of debugging user or component requests to the API.

















Pieces of the API server


When considering the operation of the Kubernetes API server, there are three large groupings of functionality that are presented by the API server:



	
API management, the process by which APIs are exposed and managed by the server



	
Request processing, the largest set of functionality which processes individual API requests from a client.



	
Internal control loops, Internals that are responsible for background operations necessary to the successful operation of the API server






The following sections cover each of these broad categories.










API Management


Though the primary use for the API is servicing individual client requests, before API requests can be processed, the client must know how to make an API request.  Ultimately the API server is an HTTP server and thus every API request is an HTTP request. But the characteristics of those HTTP requests must be described so that the client and server know how to communicate.
For the purposes of exploration, it’s great to have an API server actually up and running so that you can poke at it. You can either use an existing Kubernetes cluster that you have access to, or you can use the minikube (https://github.com/minikube/minikube) tool for a local Kubernetes cluster. To make it easy to use the curl tool to explore the API server, run the kubectl tool in proxy mode to expose an unauthenticated API server on localhost:8001 using the following command:


kubectl proxy

















API Paths


Every request to the API server follows a RESTful API pattern where the request is defined by the HTTP path of the request.  All Kubernetes requests begin with the prefix /api/ (the core APIs) or /apis/ (APIs grouped by API group).  The two different sets of paths are primarily historical. API Groups did not originally exist in the Kubernetes API, so the original or core objects like Pods and Services are maintained under the ‘/api/’ prefix without an API group.  Subsequent APIs have generally been added under API groups, so they follow the ‘/apis/<api-group>/’ path. For example, the Job object is part of the batch API group and is thus found under: /apis/batch/v1/…


One additional wrinkle for resource paths is whether or not the resource is ‘namespaced’. Namespaces in Kubernetes add
a layer of grouping to objects, namespaced resources must exist within a namespace, and this namespace is maintained in the path. Of course there are resources that do not live in a namespace (the most obvious example is the Namespace API object itself) and in this case they do not have a namespaces component in their HTTP path.


Here are the components of the two different paths for namespaced resource types:



	
/api/v1/namespaces/<namespace-name>/<resource-type-name>/<resource-name>



	
/apis/<api-group>/<api-version>/namespaces/<namespace-name>/<resource-type-name>/<resource-name>






Here are the components of the two different paths for non-namespaced resource types:



	
/api/v1/<resource-type-name>/<resource-name>



	
/apis/<api-group>/<api-version>/<resource-type-name>/<resource-name>





















API Discovery


Of course, to be able to make requests to the API it is necessary to understand what API objects are available to the client. This process occurs through API discovery on the part of the client. To see this process in action and to explore the API server in a more hands-on manner, we can perform this API discovery ourselves.


First off, to simplify things, we will use the kubectl command line tools built in proxy to provide authentication to our cluster.  Run:


kubectl proxy


This will create a simple server running on port 8001 on your local machine.


We can use this server to start the process of API discovery. We can begin by examining the /api prefix:


$ curl localhost:8001/api
{
  "kind": "APIVersions",
  "versions": [
    "v1"
  ],
  "serverAddressByClientCIDRs": [
    {
      "clientCIDR": "0.0.0.0/0",
      "serverAddress": "10.0.0.1:6443"
    }
  ]
}


You can see that the server returned us an API object of type APIVersions, this object provides us with a versions field which lists the available versions.


In this case there is just a single one, but for the /apis prefix there are many. We can use this version to continue our investigation:


$ curl localhost:8001/api/v1
{
  "kind": "APIResourceList",
  "groupVersion": "v1",
  "resources": [
    {
….
    {
      "name": "namespaces",
      "singularName": "",
      "namespaced": false,
      "kind": "Namespace",
      "verbs": [
        "create",
        "delete",
        "get",
        "list",
        "patch",
        "update",
        "watch"
      ],
      "shortNames": [
        "ns"
      ]
    },
    …
    {
      "name": "pods",
      "singularName": "",
      "namespaced": true,
      "kind": "Pod",
      "verbs": [
        "create",
        "delete",
        "deletecollection",
        "get",
        "list",
        "patch",
        "proxy",
        "update",
        "watch"
      ],
      "shortNames": [
        "po"
      ],
      "categories": [
        "all"
      ]
    },
    {
      "name": "pods/attach",
      "singularName": "",
      "namespaced": true,
      "kind": "Pod",
      "verbs": []
    },
    {
      "name": "pods/binding",
      "singularName": "",
      "namespaced": true,
      "kind": "Binding",
      "verbs": [
        "create"
      ]
    },
   ….
  ]
}


(this output is heavily edited for compactness)


Now we are getting somewhere, we can see that the specific resources that are available  on a certain path are printed out by the API server. In this case, the returned object contains the list of resources exposed under the /api/v1/ path.


In addition to the resource types themselves, there is much interesting information in the API object that describes the API (the meta-API object), consider the Pod object:


{
      "name": "pods",
      "singularName": "",
      "namespaced": true,
      "kind": "Pod",
      "verbs": [
        "create",
        "delete",
        "deletecollection",
        "get",
        "list",
        "patch",
        "proxy",
        "update",
        "watch"
      ],
      "shortNames": [
        "po"
      ],
      "categories": [
        "all"
      ]
    },
    {
      "name": "pods/attach",
      "singularName": "",
      "namespaced": true,
      "kind": "Pod",
      "verbs": []
    }


Looking at this object, the name field provides the name of this resource, it also indicates the sub-path for these resources. Because inferring the pluralization of an English word is challenging, the API resource also contains a singularName field which indicates the name that should be used for a singular instance of this resource.  We previously discussed namespaces, the namespaced field in the object description indicates if the object is namespaced or not. The Kind field provides the string that is present in the API object’s JSON representation to indicate what kind of object it is. The verbs field is one of the most important in the API object, because it indicates what kind of actions can be taken on that object. The pods object contains all of the possible verbs. Most of the effects of the verbs are obvious from their names. The two which require a little more explanation are watch and proxy. Watch indicates that you can establish a watch for the resource. A watch is long running operation which provides notifications about changes to the object. The watch is covered in detail in later sections. Proxy indicates is a specialized action that establishes a proxy netework connection through the API server to network ports. There are only two resources (Pods and Services) which currently support Proxy.


In addition to the actions that you can take on an object that are described as verbs, there are other actions which are modelled as sub-resources on a resource type. As an example of this, you can see the attach command which is modelled as a sub-resource:


    {
      "name": "pods/attach",
      "singularName": "",
      "namespaced": true,
      "kind": "Pod",
      "verbs": []
    }


Attach provides you with the ability attach a terminal to a running container within a Pod. The ‘exec’ functionality that let’s you execute a command within a Pod is modelled similarly.

















OpenAPI Spec Serving


Of course, simply knowing the resources and paths you can use to access the API server is only part of the information that you need in order to access the Kubernetes API. In addition to knowing the HTTP path, you need to know the JSON payload to send and receive. The API server also provides paths to supply you with information about the schemas for Kubernetes resources. These schemas are represented using the OpenAPI (formerly Swagger) syntax.
You can pull down the OpenAPI specification at the following path:



	
/swaggerapi : Before Kubernetes 1.10, serves Swagger 1.2



	
/openapi/v2 : Kubernetes 1.10 and beyond, serves OpenAPI (Swagger 2.0)






The OpenAPI specification is a complete subject unto itself, and thus beyond the scope of this book. In any event, it is unlikely that you will need to access it in your day-to-day operations of Kubernetes. However, the various client programming language libraries are generated using these OpenAPI specifications (the notable exception to this is the Go client library which is currently hand-coded). Thus if you or a user are having trouble accessing parts of the Kubernetes API via a client library the first stop should be the OpenAPI specification to understand how the API objects are modelled.

















API Translation


In Kubernetes an API starts out as an Alpha API (e.g. v1alpha1), the alpha designation indicates that the API is unstable and unsuitable for production use cases. Users who adopt alpha APIs should expect both that the API surface area may change between Kubernetes releases, and also that the implementation of the API itself may be unstable and even de-stabilize the entire Kubernetes cluster. Alpha APIs are therefore disabled in production Kubernetes clusters.


Once an API has matured it becomes a Beta API (e.g. v1beta1), the beta designation indicates that the API is generally stable, but may have bugs or final API surface refinements. In general beta APIs are assumed to be stable between Kubernetes releases and backwards compatability is a goal, however in special cases, beta APIs may still be incompatible between Kubernetes releases. Likewise beta APIs are intended to be stable, but bugs may still exist. Beta APIs are generally enabled in production Kubernetes clusters, but should be used carefully.


Finally an API becomes generally available (“GA”, e.g. v1). General availability indicates that the API is stable, generally available APIs come with both a guarantee of backward compatability and a deprecation guarantee. Once an API is marked as scheduled for removal, Kubernetes will retain the API for at least three releases or one year, which ever comes first. Deprecation is also fairly only unlikely, APIs are deprecated only after a superior alternative has been developed. Likewise generally available APIs are stable and suitable for all production usage.


A particular release of Kubernetes may support multiple different versions (alpha, beta and GA), in order to accomplish this, the API server has three different representations of the API at all times: The “external” representation which is the representation that comes in via an API request. The “internal” representation which is the in-memory representation of the object that is used within the API server for processing, and the “storage” representation which is recorded into the storage layer to persist the API objects. The API server has code within it that knows how to perform the various translations between all of these representations.  An API object may be submitted as a v1alpha1 version, stored as a v1 object and subsequently retrieved as a v1beta1 object, or any other arbitrary supported version. These transformations are achieved with reasonable performance using machine  generated “deep-copy” libraries which perform the appropriate translations.
























Request management


The main purpose of the API server in Kubernetes is to receive and process API calls in the form of HTTP requests. These requests are either from other components in the Kubernetes system, or they are end-user requests. In either event, they are all processed by the Kubernetes API server in the same manner.










Types of requests


There are several broad categories of requests performed to the Kubernetes API server. The simplest requests are get requests for specific resources. These requests retrieve the data associated with a particular resource, for example an HTTP GET request to the path /api/v1/namespaces/default/pods/foo retrieves the data for a Pod named “foo”.


A slightly more complicated, but still fairly straight-forward request is a “collection get”, or “list”, these are requests to list a number of different requests. For example an HTTP GET request to the path /api/v1/namespaces/default/pods retrives a collection of all pods in the default namespace. List requests can also optionally specifiy a Label query, in which case only resources matching that label query are returned.


To create a resource, a POST request is used. The body of the request is the new resource that should be created. In the case of a POST request, the path is the resource type (e.g.
/api/v1/namespaces/default/pods. To update an existing resource, a PUT request is made to the specific resource path, e.g. /api/v1/namespaces/default/pods/foo.


When the time has come to delete a request, an HTTP DELETE request to the path of the resource (e.g. /api/v1/namespaces/default/pods/foo) will delete the resource. It’s important to note that there is no confirmation in such a request, once the HTTP request is made the resource is deleted.


The content type for all of these requests is generally text-based JSON (application/json) but recent releases of Kubernetes also support ProtocolBuffer binary encoding. Generally speaking JSON is better for human-readable and debuggable traffic on the network between client and server, but it is significantly more verbose and expensive to parse. Protocol buffers are harder to instrospect using common tools like curl, but enable greater performance and throughput of API requests.


In addition to these standard requests, many requests use the WebSockets protocol to enable streaming sessions between client and server. Examples of protocols using are exec and attach, these requests are described below.

















Life of a request


To better understand what the APIServer is doing for each of these different requests, we’ll take apart and describe the processing of a single request to the API server.












Authentication


The first stage of request processing is authentication. Authentication establishes the identity associated with the request. The APIServer supports several different modes of establishing identity including: client certificates, bearer tokens and HTTP basic authentication. In general, client certificates or bearer tokens should be used for authentication, the use of HTTP basic authentication is generally discouraged.


In addition to these local methods of establishing identity, authentication is pluggable and there are several plugin implementations which use remote identity providers. These include support for the OpenID Connect (OIDC) protocol as well as Azure Active Directory. These authentication plugins are compiled into both the API Server as well as the client libraries, this means that you may need to ensure that both the command line tools and API server are roughly the same version or support the same authentication methods.


The API server also supports remote web-hook based authentication configurations where the authentication decision is delegated to an outside server via forwarding a bearer token. The external server validates the bearer token from the end-user and returns the authentication information to the API server.

















RBAC/Authorization


Once the API Server has determined the identity for a request, it moves on to authorization for that request. Every request to Kubernetes follows a traditional role-based access control (RBAC) model. In order to access a request, the identity associated with the request must have the appropriate role associated with the request. Kubernetes RBAC is a rich and complicated topic and as such, we have devoted an entire chapter to the details of how it operates. For the purposes of this summary of the API server, when processing a request the API server determines if the identity associated with the request can access the combination of the verb and the HTTP path in the request. If the identity of the request has the appropriate role it is allowed to proceed, otherwise an HTTP 403 response is returned.

















Admission Control


Once a request has been authenticated and authorized, it moves on to admission control. Authentication and RBAC determine if the request is allowed to occur, this is based on the HTTP properties of the request (headers, method and path). Admission control both determines if the request is well formed, as well as potentially applying modifications to the request before it is processed. Admission control defines a pluggable interface:


apply(request): (transformedRequest, error)


If any admission controller indicates an error, the request is rejected. If the request is accepted, the transformed request is used instead of the initial request. Admission controllers are called serially, each receiving the output of the previous admission controller.


Because admission control is such a general, pluggable mechanism, it is used for a wide variety of different functionality in the API server. For example, it is used to add default values to objects. It can also used to enforce policy, e.g. requiring that all objects have a certain label. Additionally it can be used to do things like inject an additional container into every Pod. The service mesh Istio uses this approach to inject its sidecar container transparently.


Admission controllers are quite generic, and can be added dynamically to the API server via webhook based admission control.

















Validation


Request validation occurs after admission control, although validation can also be implemented as part of Admission Control, especially for external web-hook based validation. Additionally, validation is only performed on a single object, if validation requires broader knowledge of the cluster state, it must be implemented as an Admission Controller.


Request validation ensures that a specific resource included in a requests is valid. For example it ensures that the name of a Service object conforms to the rules around DNS names, since eventually the name of a Service will be programmed into the Kubernetes service discovery DNS server. In general, validation is implemented as custom code that is defined per resource type.

















Specialized requests


In  addition to the standard RESTful requests, the API server has a number of speciallized request patterns that provide expanded functionality to clients.

/Proxy, /exec, /attach, /logs


The first important class of operations are those that open long-running connections to the API server. These requests provide streaming data rather than an immediate response.


The logs operation is the first streaming request we will describe, because it is the easiest to understand. Indeed by default logs isn’t a streaming request at all. A client makes a request to get the logs for a pod by appending /logs to the end of the path for a particular Pod (e.g.
/api/v1/namespaces/default/pods/some-pod/logs) and then specifying the container name as an HTTP query parameter and an HTTP GET request. Given a default request, the API server returns the all of the logs up to the current time as plain text and then closes the HTTP request. However, if the client requests that the logs are tailed, (by specifying the follow query parameter) then the HTTP response is kept open by the API server and new logs are written to the HTTP response as they are received from the kubelet via the API server. This connection is shown below.


[image: images/Chapter4_kubelet_logs.png]


Logs is the easiest streaming request to understand because it simply leaves the request open and streams in more data. The rest of the operations take advantage of the WebSocket protocol for bidirectional streaming data, additionally they actually multiplex data within those streams to enable an arbitrary number of bi-directional streams over HTTP. If this all sounds a little complicated, it is, but it is also a valuable part of the API server’s surface area.

Note

The API Server actually supports two different streaming protocols. It supports the SPDY protocol, as well as HTTP2/WebSockets, SPDY is being replaced by HTTP2/WebSockets
and thus we focus our attention on the WebSockets protocol.




The WebSockets protocol is beyond the scope of this book, but it is documented in a number of other places. For the purposes of understanding the API server, you can simply think of WebSockets as a protocol that transforms HTTP into a bi-directional byte-streaming protocol.


However, on top of those streams, the Kubernetes API server actually introduces an additional multi-plexed streaming protocol. The reason for this is that for many of the use cases, it is quite useful for the API server to be able to service multiple independent byte streams. Consider for example executing a command within a container. In this case there are actually three streams that need to be maintained (stdin, stderr and stdout).


The basic protocol for this streaming is as follows, every stream is assigned a number from zero to 255. This stream number is used for both input and output and conceptually models a single bi-directional byte stream.


For every frame that is sent via the WebSockets protocol, the first byte is the stream number (e.g. ‘0’) and the remainder of the frame is the data that is travelling on that stream.


[image: An example of the Kubernetes web socket multi-channel framing]


Using this protocol and web-sockets the API server can simultaneously multi-plex 256 byte streams in a single WebSockets session.


This basic protocol is used for ‘exec’ and ‘attach’ sessions, with the following channels:
   * 0 - The Stdin stream for writing to the process. Data is not read from this stream.
   * 1 - The Stdout output stream for reading stdout from the process. Data should not be written to this stream.
   * 2 - The Stderr output stream for reading stderr from the process. Data should not be written to this stream.


The /proxy endpoint is used to port-forward network traffic between the client and containers and services running inside the cluster without those endpoints being externally exposed. For streaming these TCP sessions, the protocol is slightly more complicated. In addition to multi-plexing the various streams, the first two bytes of the stream (after the stream number, so actually the second and third bytes in the Web Sockets frame) are the port number that is being
forwarded, so a single WebSockets frame for proxy looks like:


[image: An example of the data frame for web sockets based port forwarding]

















Watch operations


In addition to streaming data, the API server supports a Watch API. The
idea behind a Watch is that it “watches” a path for changes. Thus,
instead of polling at some interval for possible updates, which introduces
either extra load (due to fast polling) or extra latency (because of slow polling), using a Watch enables a user to get low-latency updates with
a single connection. When a user establishes a Watch connection to the API
server by adding the query parameter ?watch=true to some API server
request. The API server switches into watch mode, and it leaves the
connection between client and server open. Likewise, the data returned
by the API server is no longer just the API object, it is a Watch object
which contains both the type of the change (created, updated, deleted), as
well as the API object itself. In this way a client can “watch” and observe
all changes to that object, or set of objects.

















Optimistically Concurrent updates


An additional advanced operation supported by the API server is the ability to perform optimistically concurrent updates of the Kubernetes API. The idea behind optimistic concurrency is the ability to perform most operations without using locks (pessimistic concurrency) and instead detect when a concurrent write has occurred and reject the later of the two concurrent writes. A write that is rejected is not retried, it is up to the client to
detect the conflict and retry themselves.


To understand why this optimisitic concurrency and conflict detection is required, it’s important to understand the structure of a  read/update/write race condition.  The operation of many API server clients involves three operations:


Read some data from the API server
Update that data in memory
Write it back to the API server.


Now imagine what happens when two of these read/update/write patterns happen simultaneously.


Server A reads object O
Server B reads object O
Server A updates object O in memory on the client
Server B updates object O in memory on the client
Server A writes object O
Server B writes object O


At the end of this, the changes that server A has made are lost because they were overwritten by the update from Server B.


There are two options for solving this race. The first is a pessimistic lock which would prevent other reads from occurring while server A is operating on the object. The trouble with this is that it serializes all of the operations which leads to performance and throughput problems.


The other option, implemented by the Kubernetes API server is optimistic concurrency, which assumes that everything will “just work out” and only detects a problem when a conflicting write is attempted. To achieve this, every instance of an object returns both it’s data and a resource version. This resource version indicates the current iteration of the object. When a write occurs, if the resource version of the object is set, then the write is only successful if the current version matches the version of the object. If it does not, an HTTP 409 (Conflict) is returned, and the client is required to retry. To see how this fixes the read/update/write race described above, let’s take a look at the operations again:


	
Server A reads object O at version v1



	
Server B reads object O at version v1



	
Server A updates object O at version v1 in memory in the client



	
Server B updates object O at version v1 in memory in the client



	
Server A writes object O at version v1, this is successful



	
Server B writes object O at version v1, but the object is at v2, a 409 conflict is returned.






















Alternate Encodings


In addition to supporting JSON encoding of objects for requests, the API server supports two other formats for requests. The encoding of the requests are indicated by the Content-type HTTP header on the request. If this header is missing the content is assumed to be ‘application/json’ which indicates JSON encoding. The first alternate encoding is YAML, which is indicated by the ‘application/yaml’ Content-type. YAML is a text-based format that is generally considered to be more human readable than JSON. In all honesty, there is little reason to use YAML for encoding for communicating with the server, but it can be convenient in a few circumstances (e.g. manully sending files to the server via ‘curl’).


The other alternate encoding for requests and responses is the protocol buffer encoding format. Protocol Buffers are a fairly efficient binary object protocol. Using protocol buffers can result in more efficient and higher throughput requests to the API servers, indeed many of the Kubernetes internal tools use protocol buffers as their transport. The main issue with protocol buffers is that because of their binary nature, they are significantly harder to visualize/debug in their wire format. Additionally not all client libraries currently support protocol buffer requests or responses. The protocol buffer format is indicated by the application/vnd.kubernetes.protobuf content-type header.

















Common Response Codes


Because the API server is implemented as a RESTful server, all of the responses from the server are aligned with HTTP response codes. Beyond the typical 200 for OK responses and 500s for internal server errors, here are some of the common response codes and their meanings.


	202

	
Accepted, an asyncronous request to create or delete an object has been received, the result responds with a Status object until the asynchronous request has completed at which point the actual object will be returned.



	400

	
Bad Request, the server could not parse or understand the request.



	401

	
Unauthorized, a request was received without a known authentication scheme



	403

	
Forbidden, the request was received and understood, but access is forbidden.



	409

	
Conflict, the request was received, but it was a request to update an older version of the object.



	422

	
Unprocessable entity indicates that the request was parsed correctly but failed some sort of validation.

































API Server Internals


In addition to the basics of operating the HTTP restful service, the API server has a few internal services that implement parts of the Kubernetes API. Generally these sort of controll loops are run in a separate binary known as the “controller manager” described in a later chapter, but there are a few control loops that have to be run inside the API server. In each case we describe the functionality as well as the reason for it’s presence in the API server.










CRD Control Loop


Custom Resource Definitions (CRDs) are dynamic API objects that can be added to a running API server. Because the act of creating a CRD inherently creates new HTTP paths which the apiserver must know how to serve, the controller that is responsible for adding these paths is co-located inside the API server. With the addition of delegated API servers (described in a later chapter) this controller has actually been mostly abstracted out of the API server, but it currently still runs in process by default, though it can also be run out of process.


The CRD control loop operates as follows:


for crd in AllCustomResourceDefinitions:
    if !RegisteredPath(crd):
       registerPath

for path in AllRegisteredPaths:
    if !CustomResourceExists(path):
       markPathInvalid(path)
       delete custom resource data
       delete path


The creation of the custom resource path is fairly straight-forward, but the deletion of a custom resource is a little more complicated. This is because the deletion of a custom resource implies the deletion of all data associated with resources of that type.  This is so that if a CRD is deleted, and then at some later data re-added, the old data does not some how get resurected.


Thus, before the HTTP serving path can be removed, the path is first marked as invalid so that new resources can not be created, then all data associated with the CRD is deleted, and finally the path is removed.
























Debugging the API Server


Of course, understanding the implementation of the API server is great, but more often than not what you really need to be able to do is to debug what is actually going on with the API server (as well as clients that are calling into the API server). The primary way that this is achieved is via the logs that the API server writes. There are two log streams that the API server exports, the “standard” or “basic” logs, as well as more targetted “audit” logs that try to capture why and how requests were made and the API server state changed. In addition, more verbose logging can be turned on for debugging specific problems.










Basic Logs


By default, the API server logs every request that is sent to the API server. This log includes the client’s IP address, the path of the request and the code that the server returned. If an unexpected error results in a server panic, the server also catches this panic, returns a 500 and logs that error to the logs.

















Audit Logs


The audit log is intended to enable a server adminstrator to forensically recover the state of the server and the series of client interactions that resulted in the current state of the data in the Kubernetes API. For example it enables a user to answer questions like: “Why was that replica set scaled up to 100?” “Who deleted that Pod?” and so on.


Audit logs have a pluggable backend for where they are written. Generally audit logs are written to file, but it is also possible for Audit Logs to be written to a webhook. In either case, the data logged is a structured JSON object of type Event in the audit.k8s.io api group.


Auditing itself can be configured via a Policy object in the same API group. This policy allows you to specify the rules by which audit events are emitted into the audit log.

















Activating additional logs


Kubernetes uses the github.com/golang/glog levelled logging package for it’s logging. Using the --v flag on the API server you can adjust the level of logging verbosity. In general the Kubernetes project has set log verbosity level 2 ‘--v=2’ as a sane default for logging relevant, but not too spammy messages. If you are looking into specific problems, you can raise the logging level to see more (possibly spammy) messages. Because of the performance impact of excessive logging, its generally recommended not to run with a verbose log level in production. If you are looking for more targetted logging, the --vmodule flag enables increasing the log level for individual source files. This can be useful for very targetted verbose logging restricted to a small set of files.

















Debugging kubectl requests


In addition to debugging the API server via logs, it is also possible to debug interactions with the API server via the kubectl command line tool. Like the API server, the kubectl command line tool logs via the github.com/golang/glog package and supports the --v verbosity flag. Setting the verbosity to level 10 (--v=10) turns on maximally verbose logging. In this mode, kubectl will log all of the requests that it makes to the server, as well as attempting to print curl commands that you can use to replicate these requests. Note that these curl commands are sometimes incomplete.


Additionally, if you want to poke at the API server directly, the approach that we used earlier to explore API discovery works well. Running kubectl proxy creates a proxy server on localhost that automatically supplies your authentication and authorization credentials based on a local $HOME/.kube/config file. Once you run the proxy, it’s fairly straight-forward to poke at various API requests using the curl command.




















Chapter 5. Scheduler



One of the primary jobs of the Kubernetes API is to schedule containers to worker nodes in the cluster of
machines. This task is accomplished by a dedicated binary in the Kubernetes cluster, the Kubernetes scheduler.
This chapter describes how the scheduler operates, how it can be extended, and how it can even be replaced or
augmented by additional schedulers. Kubernetes can handle a wide variety of
workloads from stateless web serving, to stateful applications, big data batch
jobs or machine learning on GPUs. The key to ensuring that all of these very
different applications can operate in harmony on the same cluster lies in
the application of “job scheduling” which ensures that each container is
placed onto the worker node best suited to that container.








An overview of scheduling


When a Pod is first created, it generally doesn’t have it’s nodeName field. The nodeName indicates
the node on which the Pod should execute. The Kubernetes scheduler is constantly scanning the API server
(via a Watch request) for Pods which don’t have a nodeName these are pods that are elegible for scheduling.
The Scheduler then selects an appropriate node for the Pod and updates the Pod definition with the nodeName
that the scheduler selected. Once the nodeName is set, the Kubelet running on that node is notified about
the Pod’s existence (again via a Watch request) and it begins to actually execute that Pod on that node.

Note

If you want to skip the scheduler, you can always set the nodeName yourself on a Pod, this “direct schedules” a
Pod onto a specific node. This is, in fact, how the DaemonSet controller schedules a single Pod onto each node in the cluster. In general, however, direct scheduling should be avoided, as it tends to make your application more brittle, and your cluster less efficient. In the general use case, you should trust the scheduler to make the right decision, just as you trust the operating system to find a core to execute your program when you launch it on a single machine.



















The process of scheduling


When a pod that hasn’t been assigned to a node is discovered by the scheduler it needs to determine which node
to schedule the Pod onto. The correct node for a Pod is determined by a number of different factors, some of which are supplied by the user and some of which are calculated by the scheduler. In general the scheduler is trying to optimize a variety of different criteria to find the node that is “best” for the particular Pod.










Predicates


When making the decision about how to schedule a Pod the scheduler uses two generic concepts to make it’s decision. The first concept is a Predicate. Simply stated a Predicate indicates whether a Pod “fits” onto a particular node. Predicates are hard constraints, which if violated would lead to a Pod not operating correctly (or at all) on that node. An example of a such a constraint is the amount of memory requested by the Pod. If that memory is unavailable on the node, then the Pod can not get all of the memory that it needs and the contstraint is violated. It is false.  Another example of a predicate is a node selector label query specified by the user. In this case, the user has requested that a Pod only run on certain machines as indicated by Node labels. The predicate is false if a node does not have the required label.

















Priorities


While predicates indicate situations which are either true or false, the pod either fits or it doesn’t, there is an additional generic interface used by the scheduler to determine the preference for one node over another. These preferences are expressed as Priorities or Priority Functions. The role of a priority function is to score the relative value of scheduling a Pod onto a particular node. In contrast to predicates, the priority function
does not indicate whether or not the Pod being scheduled onto the node is viable, it is assumed that the Pod can successfully execute on the node, but instead the Predicate function attempts to judge the relative value of scheduling the Pod onto that particular node.


As an example, a priority function would weight nodes where the image has already been pulled, and thus the container would start faster, over nodes where the image is not present and would have to be pulled, delaying Pod startup.


An important priority function is the Spreading priority function. This function is responsible for prioritizing nodes where Pods that are members of the same Kubernetes Service are not present. This Spreading is used to ensure reliability since it reduces the chances that a machine failure will disable all of the containers in a particular service.


Ultimately all of the various predicate values are mixed together to achieve a final priority score for the node and this score is used to determine where the Pod is scheduled.

















High level algorithm


For every Pod that needs scheduling, the scheduling algorithm is run, at a high level the algorithm looks like this:


schedule(pod): string
    nodes := getAllHealthyNodes()
    viableNodes := []
    for node in nodes:
        for predicate in predicates:
            if predicate(node, pod):
                viableNodes.append(node)

    scoredNodes := PriorityQueue<score, Node[]>
    priorities := GetPriorityFunctions()
    for node in viableNodes:
        score = CalculateCombinedPriority(node, pod, priorities)
        scoredNodes[score].push(node)

    bestScore := scoredNodes.top().score
    selectedNodes := []
    while scoredNodes.top().score == bestScore:
      selectedNodes.append(scoredNodes.pop())

    node := selectAtRandom(selectedNodes)
    return node.Name


The actual code itself can be found at https://github.com/kubernetes/kubernetes/blob/master/pkg/scheduler/core/generic_scheduler.go#L112


The basic operation of the scheduler is as follows. First the scheduler gets the list of all currently known and healthy nodes. Then for each
predicate, the scheduler evaluates the predicate against the node and the
pod being scheduled. If the node is viable (the pod could run on it) the
node is added to the list of possible nodes for scheduling. Next
all of the priority functions are run against the combination of
pod and node. The results are pushed into a priority queue ordered by
score, with the best scoring nodes at the top of the queue. Then,
all nodes
that have the same score are popped off of the priority queue and placed
into a final list. All of these nodes are considered to be entirely
identical and thus one of them is chosen in a round-robin fashion and is
returned as the node where the Pod should be scheduled. Round robin is
used instead of random choice to ensure an even distribution
of pods amongst identical nodes.

















Conflicts


Because there is lag time between when a Pod is scheduled (time T_1)
and when the container actually executes (time T_N), the scheduling
decision may become invalid due to other actions during the time
interval between scheduling and execution.


In some cases this may mean that a slightly less ideal Node is chosen,
when a better one could have been chosen. This could be caused by
a Pod terminating after time T_1 but before time T_N or other
changes to the cluster. In general these sorts of soft-constraint
conflicts aren’t that important and normalize in the aggregate. These
conflicts are thus ignored by Kubernetes in general. And in general
scheduling decisions are only optimal for a single moment in time,
they can always become worse as time passes and the cluster changes.

Note

There is some work going on in the Kubernetes community to improve this
situation somewhat. There is a “kubernetes-descheduler” project
(https://github.com/kubernetes-incubator/descheduler) which if
run in a Kubernetes cluster scans the cluster for Pods that are
determined to be significantly sub-optimal. If such Pods are found
the descheduler, evicts the Pod from its current node and
consequently the Pod is re-scheduled by the Kubernetes scheduler as
if it had just been created.




A more significant kind of conflict occurs when some change to the
cluster violates a hard-constraint of the schedule. Imagine for example
that the scheduler decides to place a Pod P on node N. Imagine
that P requires two cores to operate, and node N has exactly
two cores of spare capacity. At time T_1 the scheduler has
determined that node N has sufficient capacity to run Pod P. However
after the scheduler makes it’s decision in code, and before
the decision is written back to the Pod, a new DaemonSet is
created. This DaemonSet creates a different Pod that runs on every
node, including node N which consumes one core of capacity. Now
Node N only has a single core free, and yet it has been asked to
run Pod P which requires two cores. This is not possible, given
the new state of node N, but the scheduling decision has already
been made.


When the Node notices that it has been asked to run a pod that no
longer passes the predicates for the Pod and Node, the Pod is
marked as failed. If the Pod has been created by a ReplicaSet,
this failed Pod doesn’t count as an active member of the ReplicaSet
and thus a new Pod will be created and scheduled onto a different
node where it fits. This failure behavior is important to understand
because it means that Kubernetes can not be relied upon to reliably
run stand-alone Pods. You should always run Pods (even singletons)
via a ReplicaSet or Deployment.
























Controlling scheduling with labels, affinity, taints and tolerations


Of course, there are times you want more fine grained control of the
scheduling decisions that Kubernetes performs. You could do this by
adding your own Predicates and Priorities, but that’s a fairly
heavy weight task. Fortunately, Kubernetes provides you with a number
of tools to customize scheduling without having to implement anything
in your own code.










Node Selectors


Remember that every object in Kubernetes has an associated set of
labels. Labels provide identifying metadata for Kubernetes objects
and label selectors are often used to dynamically identify sets of
API objects for various operations. For example, labels and label selectors are used to
identify the set of Pods which serve traffic behind a Kubernetes load
balancer.


Label selectors can also be used to identify a subset of the nodes in
a Kubernetes cluster that should be used for scheduling a particular
Pod. By default, all nodes in the cluster are potential candidates
for scheduling, but by filling in the spec.nodeSelector field in a
Pod or PodTemplate, the initial set of nodes can be reduced
to a subset.


As a concrete example, consider the task of scheduling a workload to a
machine that has high-performance storage like NVMe-backed SSD. Such
storage (at least in 2018) is very expensive and thus may not be present
in every machine. Thus, every machine that has this storage will
be given an extra label like:


kind: Node
metadata:
  - labels:
      nvme-ssd: true
 ...


To create a Pod that will always be scheduled onto a machine with an NVMe
SSD, you then set the Pod’s nodeSelector to match the label on the node:


kind: Pod
spec:
  nodeSelector:
    nvme-ssd: true
...


Kubernetes has a default Predicate that requires every Node to match the
nodeSelector label query if it is present. Thus every Pod with the
nvme-ssd label will always be scheduled onto a Node with the appropriate
hardware.


As was mentioned earlier in the section on conflicts, Node selectors are
only evaluated at the time of scheduling. If nodes are actively added and
removed, then by the time the container executes, it’s nodeSelector may
no longer match the node where it is running.

















Node Affinity


Node selectors provide a simple way to guarantee that a Pod lands on a
particular node, but it lacks flexibility. In particular they can not
represent more complex logical expressions (e.g. “Label foo is either A or B”) and they can not represent anti-affinity (“Label foo is A but Label bar is not C”). Finally node selectors are predicates, they specify a requirement, not a preference.


Starting with Kubernetes 1.2, the notion of affinity was added to
node selection via the affinity structure in the Pod spec. Affinity
is a more complicated structure to understand, but it is significantly
more flexible if you want to express more complicated scheduling policies.


Consider the example above, where a Pod should schedule onto a Node with
either label “foo” has a value of either “A” or “B”.
This is expressed as the following affinity policy:


kind: Pod
...
spec:
  affinity:
    nodeAffinity:
      requiredDuringSchedulingIgnoredDuringExecution:
        nodeSelectorTerms:
        - matchExpressions:
          # foo == A or B
          - key: foo
            operator: In
            values:
            - A
            - B
...


To show anti-affinity, consider the policy label “foo” has value “A” and label “bar” does not equal “C”. This is expressed in a similar, though slightly more complicated specification:


kind: Pod
...
spec:
  affinity:
    nodeAffinity:
      requiredDuringSchedulingIgnoredDuringExecution:
        nodeSelectorTerms:
        - matchExpressions:
          # foo == A
          - key: foo
            operator: In
            values:
            - A
          # bar != C
          - key: bar
            operator: NotIn
            values:
            - C
...

Note

These two examples include the operators In and NotIn. Kubernetes
also allows Exists which only requires that a label key be present
regardless of value as well as NotExists which requires a label be
absent. There are also Gt and Lt operators which implement
greater-than and less-than respectively. If you use the Gt or Lt
operators, then the values array is expected to consist of a single
integer, and likewise your node labels are expected to be integral.




So far, we’ve seen node affinity provide a more sophisticated way to
select nodes, but we have still only expressed a Predicate, this is due
to the requiredDuringSchedulingIgnoredDuringExecution which is a
long-winded but accurate description of the node affinity behavior, the
label expression must match when scheduling is performed, but may not
be still matching when the Pod is executing.


If you want to express a Priority for nodes instead of a requirement or
in addition to a requirement, you can use the
preferredDuringSchedulingIgnoredDuringExecution. For example, let’s
suppose given our earlier example, where we required that foo be either
“A” or “B”, let’s also express a preference for scheduling onto
nodes labeled “A”. The weight term in the preference struct allows
us to tune how significant a preference it is relative to other
priorities.


kind: Pod
...
spec:
  affinity:
    nodeAffinity:
      requiredDuringSchedulingIgnoredDuringExecution:
        nodeSelectorTerms:
        - matchExpressions:
          # foo == A or B
          - key: foo
            operator: In
            values:
            - A
            - B
      preferredDuringSchedulingIgnoredDuringExecution:
        preference:
        - weight: 1
          matchExpressions:
          # foo == A
          - key: foo
            operator: In
            values:
            - A
...


Node Affinity is currently a Beta feature. As of Kubernetes 1.4 and beyond, Pod affinity was also introduced with similar syntax (substituting “pod” for “node”). Pod affinity allows you to express a requirement or preference for scheduling alongside, or away from other Pods with particular labels.

















Taints and tolerations


Node and Pod affinity allow you to specify preferences for a Pod to schedule (or not) onto a specific set of nodes or near a specific set of Pods. However, that requires user action when creating their containers to
achieve the right scheduling behavior. Sometimes as the adminstrator of a
cluster you want to affect scheduling without requiring your users to
change their behavior.


For example, consider a heterogenous Kubernetes cluster. You may have a
mixture of hardware types, some with old 1Ghz processors and some new
3Ghz processors. In general you don’t want your users to have their
work scheduled onto the older processors unless the user explicitly opts
into the older cores. You can achieve this with node anti-affinity, since
that would require that every user explicitly add anti-affinity to
their Pods for the older machines.


It is this usecase that motivates the development of node taints. A Node
taint is exactly that. When a Taint is applied to a node, the node
is considered “tainted” and will be excluded by default from scheduling.
Any tainted node will fail a Predicate check at the time of scheduling.


However, consider a user who wants to access the 1Ghz machines. Their work
isn’t time critical and the 1Ghz machines cost less since they is far less
demand. To achieve this, the user opts into the 1Ghz machines by adding
a toleration for the particular taint. This toleration enables the
scheduling Predicate to pass, and thus allows for the Node to schedule
onto the tainted machine. It is important to note that while a toleration
for a taint enables a Pod to run on a tainted machine, it does not require that the Pod runs on the tainted machine. Indeed all of the
priorities run just as before and thus all of the machines in the cluster are available to execute on. Forcing a Pod onto a particular machine is
a use-case for node selectors or affinity as described above.
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