CpaBHeHue cepuem
USG FLEX H (vOS) n USG FLEX (ZLD)
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CpasHuTeAbHas Tabanua cepun USG FLEX H (uOS) u USG FLEX (ZLD)

CneupnduKauma moxeT 6biTb n3meHeHa 6e3 NpeaBapuTENbHOTO YBEAOMIEHUA.

Karteropusa

DYHKLUUMU

Bepcuu npoTtokona IP

USG FLEX H (uOS 1.30)

USG FLEX (ZLD 5.37)

Bepcuu npotokona IP

IPv4
IPv6

|wi-Fi

WLAN

KoHTponnep Toyek goctyna

Secure Wi-Fi (NVGRE over IPSec TyHHenun gnsa Touek goctyna)
OBHapyKeHMe YyKMX TOYEeK J0CTyna

ABTOMAaTUYECKOE U3MEHEHME MOLLHOCTM TOYEK A0CTyna
MosnumonmposaHue RTLS

BcTpoeHHas Touka Aocryna

anpenb 2025
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IpynnupoBKa Nnoptos
KoHourypaums nopTos (CKOPOCTb/aynieKc)

|BHe|.uHue uHtepdeicbl (WAN)

Cetb

CraTunyeckuit IP, DHCP, PPPoE
IGMP-npokcu

KoHdurypauua nonocbl nponyckaHus
Hactpoika MTU

CospgaHue VLAN

MpoBepKa coegnHeHnA

ARP-npokcu

N3meHeHne MAC-agpeca
KoHourypaums DHCP Option 60
Mpo3payHbii pexum (bridge-nHtepdeitcnbl)
Arperauus noptos (LAG)
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|BHyTpeHHue uHtepdeiicbl (LAN)

IGMP-npokcu

HacTpoiika MTU

CospaHune VLAN

MpoBepKa coeanHeHUs

DHCP-cepsep/peTpaHcaaTop

Onuun DHCP

Cratuueckue 3anucu IP/MAC gnis DHCP (peseps agpecos)
Mposepka cootserctsua 8 DHCP-tabauue (IP/MAC Binding)
Mpo3payHbii pexum (bridge-nHtepdeicnbl)

Arperaums noptos (LAG)
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Nopaepxka USB mogemos

\

TyHHenun

GRE

IPv6-in-IPv4

<

6to4

<

Anroputmbl 6anaHcMpoBKKM Harpysku WAN

Weight Round Robin

Least Load First

Spillover

PesepsupoBaHue WAN

DDNS
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NAT

Mpobpoc noptos

<

1:1NAT

<

CeTb Many 1:1 NAT

BafiaHCMpPOBKa Harpy3ku BUPTYasibHbIX CEPBEPOB
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PeaunpeKT-cepBUCHI

HTTP-pegupeKt

SMTP-peaupekT

< |I<

ALG

SIP ALG

AHBapb 2025

FTP ALG

\

H.323 ALG

UPnP

U3onaums L2 (Layer 2 isolation)

anpenb 2025

BanaHcuMpoBKa Harpysku ¢ DNS (DNSLB)
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NTP cepsep

\%
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u0s 1.30 2LD5.37

MonuTMKKN MapLupyTusaumm

Mapuwpytusauyma

VPN Cepsep IKEv2

Kputepuu no IP/CIDR/FQDN*, cTpaHam 1 NpoToKoam v v
Kputepun no nonb3osatenam \ \
Kputepun no kogy DSCP \ \
PacnucaHue nonntuk \ \
Mapkunposka DSCP \ \
SNAT \ \
MpoBepka coegnHeHns \ \
Monutukm gns IPSec VPN (Route-based) \% \
Monutukm ans IPsec VPN (Policy-based) \
CraTuyeckue mapLipyTbl V \
OvHamunueckas mapwpytusauusa (RIP/OSPF/BGP) i
|IPSec VPN mexay nnowaakamm
Mesh-ceTb VPN \ \
KoHueHTpaTop VPN \ \Y
PesepsuposaHue VPN \ \Y
|IPSec VPN ana knmeHToB
\ \
Cepsep L2TP over IPSec \
KoHdwurypaums knmeHTos IKEv2 \% \
SSL VPN ana knueHToB \ \Y
CosmectumocTb ¢ OpenVPN KnveHTamm \

WireGuard gna KnmeHToB

Anpenb 2025

BWM

Tun orpaHnyeHni

Kputepun no IP/CIDR/FQDN*,
CTpaHaMm, NPOTOKOAM U MPUIOKEHNAM

KpMTepMM No NONb30BaTeENAM

Kputepuu no kogy DSCP

OrpaHuyeHua ckopoctu (BWM)
PacnucaHue npasun

Mapkuposka DSCP

OrpaHuyeHue CKOpPOCTM 3arpy3ku/oTaaum

FapaHTMpOBaHHaA Noa0Ca NPOMNycKaHuA

Mpuoputesauns

Mapkuposka 802.1P

Obwwe O6wwe 1 no rpynnam
v v
v v
v v
v v
v v
v v
V \
V \
v v
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Kateropua L oymawmw

MonuTUKM ayTeHTUPUKaLUM

ZLD5.37

Monb3oBaTenbckoe cornalieHune

\

MopTan aBTOpU3aLUM

anpenb 2025

MopTan aBTOopU3aLun

Kputepumn no nHtepodeiicam

anpensb 2025

Kputepuu no IP-agpecam

anpenb 2025

AyTeHTUPUKauma
Y ® Kactomusauua noptana

anpenb 2025

CTpaHuua ana peampeKta

anpenb 2025

IP-agpec ans geayteHTUOMKaL UK

anpenb 2025

Pacnucanne ana npasun

2-daKTopHan ayTeHTUdUMKauma c Google Authenticator

MNpo3payHas asTopusaumsa AD (SSO areHT)

<I<I<|I<|I<I< | |

||10numxu 6e3onacHocTU

Kputepuu no IP/CIDR/FQDN, cTpaHam 1 NpoTOKoaM

KpMTepMM no No/ib3oBaTeNAM

PacnucaHue ana nonutuk

daiipson JlornposaHue

<I<|< <

<|I<|<|<

IKOHTponb ceccum

TavimayTt UDP ceccuii

OrpaHuuyeHue ceccuit No agpecam/xoctam

< |I<

< |I<

OrpaHuyeHne CEeCccuii Mo Nosib3oBaTeNnaAM

<

<

|Cepsm:b| 6e3onacHocTn

O6HapykeHne aHomanui Tpaduka (ADP)

Ob6HapyKeHuWe 1 NpeAoTBpaLLeHWe BTOpKeHUI (IDP)

MaTpynb NpUAOKeHWi

KoHTeHTHas ¢punbtpaums no HTTP/HTTPS/DNS

®dunbTp yrpos no DNS/URL
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®dunbTp yrpos no IP

\

CepBsucbl 6e3o0nacHoOCTU .
AHTUBMPYC (MOTOKOBBIN M IKCMPECC PEKUMbI)

V (TONIbKO 3KCNpecc pexkum)

CoBMeCTHOe 06Hapy)KeHWe 1 pearvpoBaHue

MHcnekuma SSL (TLS1.2/1.3)

McknoveHna ana cepsucos

MNecoyHunua

[eo-nonnTukm

AHanu3 ycTpoicts

<klkI|k Ik

Knactepusauusa Device HA Pro

AHBapb 2025
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Kateropusa DYHKUUMU u0S 1.30 ZLD5.37
Nebula
PasBepTbiBaHue B Nebula \% v
W TR B T R T T PYHKLUUN MOHUTOPUHTIA \% V (peKMM MOHMTOPUHIa)
YnpaBneHue nnueHsnamm \ v
KoHourypaumsa AHBapb 2025 v
SecuReporter \ v
[XoT-cnot
Moaaepskka NPUHTEPOB KBUTAHL MM v
BunnuHr v
Xot-cnot HacTpolika 6ecnnaTHoro goctyna v
Benbii cnucok (Walled Garden) v
Peknama (URL) v
IPnP v
[cepsepb ayteHTMdUKALUM
e L Active Directory (AD) % v
LDAP \ v
RADIUS \ \

|KOH¢Mrypau,uﬂ DNS

3anucu FQDN/IP v v
DNS 3anncn CNAME v v
Mepeaspecauna LOMEHHbIX 30H v v
3anucmn MX \ v
Iﬂsbmu uHTepdeiica
AHIIUACKUIA v v
®paHuy3cKui v v
Hemeukui v v
Monbcknin \ v
A3bikn .
MopTyranbckui v v
Pycckui v v
McnaHckui v v
TypeuKui \ v
Kutackui v v
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DyHKLMM uOs 1.30 21D5.37
daitNnoBbLIN MeHeaXep
Dannbl KOHPUrypaumm \ v
O6HOBIEHME NPOLUMBKM 13 061aKa \ v
JlokasibHOe 06HOBAEHWE NPOLUNBKM v v
O6HOBNEHWE NPOLUNBKM MO PAaCAUCAHUIO v v
O6cnyuBaHue

MNopaaepKa CKPUNTOB v
MarHOCTUKa
C60p AMArHOCTMKM v v
3axBaT NakeToB \ v
CeTeBble yTUANTDI v v
pyrue HacTpounkm
SNMP \ v

o OTnpaBKa yBeAOMNEHUIM HA NOYTY AHBapb 2025 v
E)XefiHEeBHblE OTYETbI HA NOYTY v \
MNopgpepkka Syslog Vv \
Beb6-KoHCO/1b v v
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