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INTRODUCTION
Keeping pace with the technology, practitioners and vendors in the 
 ,+1�&+"/�0-� "�&0�&**"+0")6�!&ƛ& 2)1ǽ��1�&0�1%"�)�/$"01� %�))"+$"�&+�
publishing our container ecosystem ebook series. Every time we narrow 
our area of focus, we’ve been opened up to yet another microcosm of 
experienced users, competing products and collaborative projects. Our 
solutions directory for the container ecosystem series has expanded with 
each book, and currently we have catalogued over 450 active products 
and projects. Calling this container technology space an ecosystem has 
�" ,*"�*,/"��+!�*,/"��  2/�1"��0��!,-1&,+�Ɲ,2/&0%"0��+!�1%"�
community makes greater strides. 

Container technology has the ability to add so much speed to the 
development and deployment process, but deciding what option to 
 %,,0"�#/,*�*�("0�&1�!&ƛ& 2)1�#,/�-,1"+1&�)��!,-1"/0�1,�$"1�01�/1"!ǽ�
Comparatively, there are relative veterans who have long been composing 
�--)& �1&,+0�4&1%� ,+1�&+"/0Ǿ�%�3"�!"�)1�4&1%�1%"�0,ƞ4�/"�!")&3"/6�
pipeline, and automated much of the orchestration around containers. 
These practitioners are thinking more about how to securely network 
containers, maintain persistent storage, and scale to full production 
environments. With this ebook series, we look to educate both 
newcomers and familiars by going beyond operational knowledge and 
into analysis of the tools and practices driving the market.

Networking is a necessary part of distributed applications, and 
networking in the data center has only become more complex. In 
introducing container networking, we take a closer look at the demands 
that are driving this change in complexity, the evolution of types of 
 ,+1�&+"/�+"14,/(0Ǿ�1%"�14,�-/&*�/6� ,+1�&+"/�+"14,/(&+$�0-" &Ɯ �1&,+0Ǿ�
1%"�/,)"�,#�0,ƞ4�/"Ȓ!"Ɯ+"!�+"14,/(&+$Ǿ�+"14,/(� ,+Ɯ$2/�1&,+��+!�
service discovery, and networking with OpenStack. 
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It was also important for us to include a solid perspective on the best 
practices and strategies around container security. Container security has 
�""+��+�"51/"*")6� ,*-"))&+$�#� 1,/�&+�1%&0�"�,,(�0"/&"0Ǿ��+!�&1ȉ0�,ƞ"+�
been cited as a barrier to entry for containers. This ebook explains how 
containers can facilitate a more secure environment by addressing 
-/� 1& "0��/,2+!�0" 2/&16�4,/(Ɲ,40ǽ��%"� ,*-,+"+10�,#�1%&0�4,/(Ɲ,4�
include topics such as image provenance, security scanning, isolation and 
least privilege, auditing and more.

�%"��,,(��)0,�"5-),/"0�%,4�!�1��01,/�$"�Ɯ10�&+1,�1%"�!6+�*& ��+!�
portable container lifecycle. We cover how to account for the temporary 
�+!�-,/1��)"�+�12/"�,#� ,+1�&+"/0�4&1%�01/�1"$&"0�02 %��0�2+&,+�Ɯ)"0601"*�
architectures, host-based persistence, multi-host storage, volume plugins 
�+!�0,ƞ4�/"Ȓ!"Ɯ+"!�01,/�$"ǽ��"�!&0 200�20"� �0"0�#,/�"� %�,#�1%"0"�
storage strategies with the intent to show some of the patterns that have 
worked for others implementing container storage.

Networking, security and storage are all topics with broad and deep 
subject matter. Each of these topics deserves a full book of its own, but 
setting the stage in this initial ebook on these topics is an important 
exercise. The container ecosystem is becoming as relevant for operations 
teams as it is for developers who are packaging their apps in new ways. 
This combined interest has created a renaissance for technologists, who 
have become the central players in the emergence of new strategic 
thinking about how developers consume infrastructure. 

There are more ways than one to skin a cat, and while we try to educate 
on the problems, strategies and products, much of this will be quickly 
outgrown. In two years’ time, many of the approaches to networking, 
security and storage that we discuss in the ebook will not be as relevant. 
But the concepts behind these topics will remain part of the conversation. 
Containers will still need to communicate with each other securely, 

http://www.thenewstack.io
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container storage and security will need policy management, third-party 
storage and databases will need to be integrated so that stateful apps can 
/2+�"ƛ" 1&3")6Ǿ��+!�0,�,+ǽ

�%&)"� /"�1&+$�1%&0�"�,,(�0"/&"0�4"�&!"+1&Ɯ"!�*�+6��!!&1&,+�)�1,-& 0�
worthy of their own book.  So be on the lookout for more publications 
from us. In the meantime, please reach out to our team any time with 
feedback, thoughts, and ideas for the future. Thanks so much for your 
interest in our ebook series. 

Thanks,

Benjamin Ball 
Technical Editor and Producer 
The New Stack 
 

http://www.thenewstack.io
mailto:ebook-feedback%40thenewstack.io?subject=Book%204%2C%20Docker%20%26%20Container%20Ecosystem%20Series
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Estes talks about the challenges of networking 
containers, the evolution of container namespaces, 
and the current state of container security, to 
4%& %�%"�,ƛ"/0���-,0&1&3"�0" 2/&16�,21),,(ǽ��%&0�

discussion extends into the plugin ecosystem for Docker, and how 
1%&0�-)2$$��)"�*,!")��"+"Ɯ10�1%"�3"+!,/0��+!�1%"&/� 201,*"/0ǽ�
Listen on SoundCloud or Listen on YouTube

Phil Estes�&0���0"+&,/�1" %+& �)�01�ƛ�&+����ȉ0��),2!��-"+��" %+,),$&"0�
1"�*Ǿ�4%& %�)"�!0����ȉ0�01/�1"$6��+!�&+3,)3"*"+1�&+�("6� ),2!�,-"+�
0,2/ "�1" %+,),$&"0ǿ��, ("/Ǿ��),2!�	,2+!/6��+!��-"+01� (ǽ��01"0�&0���

 ,/"� ,+1/&�21,/��+!�*�&+1�&+"/�,+�1%"��, ("/�"+$&+"�-/,'" 1ǽ

McGee talks about bringing together various tools 
in the open source and container ecosystems, 
including the many networking tools looking to 
address the needs of containers. IBM is focused 

on bringing these communities together by contributing to core 
technologies and building a world-class cloud platform. Listen on 
SoundCloud or Listen on YouTube

Jason McGeeǾ�����	")),4Ǿ�&0�3& "�-/"0&!"+1��+!� %&"#�1" %+& �)�,ƛ& "/Ǿ�
�),2!�	,2+!�1&,+��"/3& "0ǽ��"�&0� 2//"+1)6�/"0-,+0&�)"�#,/�1" %+& �)�
01/�1"$6��+!��/ %&1" 12/"�� /,00��))�,#������),2!Ǿ�4&1%�0-" &Ɯ �#, 20�

,+� ,/"�#,2+!�1&,+�)� ),2!�0"/3& "0Ǿ�&+ )2!&+$� ,+1�&+"/0Ǿ�*& /,0"/3& "0Ǿ�
 ,+1&+2,20�!")&3"/6��+!�,-"/�1&,+�)�3&0&�&)&16�0"/3& "0ǽ

BRIDGING OPEN SOURCE 
AND CONTAINER  
COMMUNITIES

https://soundcloud.com/thenewstackanalysts/tnsa-ebook4-ibm-phil-estes
https://youtu.be/PQx8DsWzf-U
https://youtu.be/PQx8DsWzf-U
https://soundcloud.com/thenewstackanalysts/tnsa-ebook4-ibm-phil-estes
https://soundcloud.com/thenewstackanalysts/tnsa-ebook4-ibm-jason-mcgee
https://soundcloud.com/thenewstackanalysts/tnsa-ebook4-ibm-jason-mcgee
https://youtu.be/kIleKV4iSOg
https://youtu.be/kIleKV4iSOg
https://soundcloud.com/thenewstackanalysts/tnsa-ebook4-ibm-jason-mcgee
http://tnstack.io/4mWYnZ
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THE CONTAINER 
NETWORKING 
LANDSCAPE EXPLAINED
�6�LEE CALCOTE

N
etworking is an inherent component to any distributed applica-
tion, and one of the most complicated and expansive technolo-
gies. As application developers are busily adopting container 

technologies, the time has come for network engineers to prepare for the 
unique challenges brought on by cloud-native applications.

With the popularization of containers and microservices, data center 
networking challenges have increased in complexity. The density by which 
containers are deployed on hosts (servers) presents challenges in terms of 
&+ /"�0"!�!"+0&16�,#�+"14,/(�&+1"/#� "0ǽ��-"/�1&,+�)� ,*-)"5&16�0%&ƞ"!�
from a few network interfaces on bare metal hosts, to a few network 
interfaces per virtual machine (VM) with twenty or so VMs per host, to a 
few interfaces per container with hundreds of containers per host. 

Despite this increased density, the demands and measurements of 
reliability made of conventional networking hardware are the same 
demands and expectations made of container networking. Inevitably, 
operators will compare the performance of virtual machine networking to 
1%"�-"/#,/*�+ "�,#� ,+1�&+"/�+"14,/(&+$��+!�"5-" 1�)&11)"�!&ƛ"/"+ "�ȕ�,/�

http://www.thenewstack.io
http://thenewstack.io/author/lee-calcote/
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improved performance when containers are run directly on bare metal. 
�5-" 1�1&,+0�,#�+,*&+�)� �/"��+!�#""!&+$�+""!"!�ȕ�,/��1�)"�01�,+�-�/�
4&1%�1%"&/�"5&01&+$�3&/12�)&7"!�!�1�� "+1"/�+"14,/(&+$�ȕ��/"��)0,�
mistakenly set.

This article is split into two primary areas of focus around types of 
 ,+1�&+"/�+"14,/(&+$��+!� ,+1�&+"/�+"14,/(&+$�0-" &Ɯ �1&,+0ǽ�
Networking starts with connectivity. Part one starts with the various ways 
in which container-to-container and container-to-host connectivity is 
provided.

This focuses on a breakdown of current container networking types, 
including:

• None

• Bridge

• Overlay

• Underlay

For the second half of this article, there are two container networking 
0-" &Ɯ �1&,+0�1%�1�%�3"�0"1�1%"�01�$"�#,/�%,4�1%"�3�/&,20� ,*-,+"+10�,#�
 ,+1�&+"/�+"14,/(&+$� ,*"�1,$"1%"/ǽ��%"0"�14,�0-" &Ɯ �1&,+0��/"ǿ

• Container Network Model (CNM)

• Container Network Interface (CNI)

�%"0"�0-" &Ɯ �1&,+0�-/,3&!"���*" %�+&0*�#,/�&+1"/,-"/��&)&16��+!�
"51"+0&�&)&16��0�3"+!,/0��!,-1�1%"*ǽ��"ȉ))�"5-),/"�1%"0"�0-" &Ɯ �1&,+0��0�
�+�2+!"/01�+!&+$�,#�1%"&/�1%",/6��+!�Ɲ,4�,#�,-"/�1&,+��"+"Ɯ10�,-"/�1,/0�
greatly. 

http://www.thenewstack.io
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Types of Container Networking
While many gravitate toward network overlays as a popular approach to 
addressing container networking across hosts, the functions and types of 
container networking vary greatly and are worth better understanding as 
you consider the right type for your environment. 

Some types are container engine-agnostic, and others are locked into a 
0-" &Ɯ �3"+!,/�,/�"+$&+"ǽ��,*"�#, 20�,+�0&*-)& &16Ǿ�4%&)"�,1%"/0�,+�
breadth of functionality or on being IPv6-friendly and multicast-capable. 
Which one is right for you depends on your application needs, 
performance requirements, workload placement (private or public cloud), 
etc. Let’s review the more commonly available types of container 
networking.

Antiquated Types of Container Networking 
The approach to networking has evolved as container technology 
advances. Two modes of networking have come and all but disappeared 
already. 

Links and Ambassadors
Prior to having multi-host networking support and orchestration with 
Swarm, Docker began with single-host networking, facilitating network 
connectivity via links as a mechanism for allowing containers to 
discover each other via environment variables or /etc/hosts�Ɯ)"�"+1/&"0Ǿ�
and transfer information between containers. The links capability was 
commonly combined with the ambassador pattern to facilitate linking 
containers across hosts and reduce the brittleness of hard-coded links. 
The biggest issue with this approach was that it was too static. Once a 
 ,+1�&+"/�4�0� /"�1"!��+!�1%"�"+3&/,+*"+1�3�/&��)"0�!"Ɯ+"!Ǿ�&#�1%"�
related containers or services moved to new IP addresses, then it was 
impossible to change the values of those variables.

http://www.thenewstack.io
https://docs.docker.com/engine/admin/ambassador_pattern_linking/
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Container-Mapped Networking
In this mode of networking, one container reuses (maps to) the 
networking namespace of another container. This mode of networking 
may only be invoked when running a docker container like this: 
--net:container:some_container_name_or_id.

�%&0�/2+� ,**�+!�Ɲ�$�1"))0��, ("/�1,�-21�1%&0� ,+1�&+"/ȉ0�-/, "00"0�
inside of the network stack that has already been created inside of 
another container. While sharing the same IP and MAC address and port 
+2*�"/0��0�1%"�Ɯ/01� ,+1�&+"/Ǿ�1%"�+"4� ,+1�&+"/ȉ0�-/, "00"0��/"�01&))�
 ,+Ɯ+"!�1,�&10�,4+�Ɯ)"0601"*Ǿ�-/, "00�)&01��+!�/"0,2/ "�)&*&10ǽ��/, "00"0�
on the two containers will be able to connect to each other over the 
loopback interface. 

This style of networking is useful for performing diagnostics on a running 
container and the container is missing the necessary diagnostic tools (e.g., 
curl or dig). A temporary container with the necessary diagnostics tools 
*�6��"� /"�1"!��+!��11� %"!�1,�1%"�Ɯ/01� ,+1�&+"/ȉ0�+"14,/(ǽ�

Container-mapped networking may be used to emulate pod-style 
networking, in which multiple containers share the same network 
+�*"0-� "ǽ��"+"Ɯ10Ǿ�02 %��0�0%�/&+$�), �)%,01� ,**2+& �1&,+��+!�
sharing the same IP address, are inherent to the notion that containers 
run in the same pod, which is the behavior of rkt containers.

Current Types of Container Networking
Lines of delineation of networking revolve around IP-per-container versus 
IP-per-pod models and the requirement of network address translation 
(NAT) versus no translation needed. 

None
None is straightforward in that the container receives a network stack, but 
lacks an external network interface. It does, however, receive a loopback 

http://www.thenewstack.io
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interface. Both the rkt and docker container projects provide similar 
behavior when none or null networking is used. This mode of container 
networking has a number of uses including testing containers, staging a 
container for a later network connection, and being assigned to 
containers with no need for external communication.

Bridge
A Linux bridge provides a host-internal network in which containers on the 
same host may communicate, but the IP addresses assigned to each 
container are not accessible from outside the host. Bridge networking 
leverages iptables for NAT and port-mapping, which provide single-
host networking. Bridge networking is the default Docker network type 
(i.e., docker0), where one end of a virtual network interface pair is 
connected between the bridge and the container. 

�"/"ȉ0��+�"5�*-)"�,#�1%"� /"�1&,+�Ɲ,4ǿ

1. A bridge is provisioned on the host.

2. A namespace for each container is provisioned inside that bridge.

3. Containers’ ethX are mapped to private bridge interfaces.

4. iptables with NAT are used to map between each private container 
and the host’s public interface. 

NAT is used to provide communication beyond the host. While bridged 
+"14,/(0�0,)3"�-,/1Ȓ ,+Ɲ& 1�-/,�)"*0��+!�-/,3&!"�+"14,/(�&0,)�1&,+�1,�
containers running on one host, there’s a performance cost related to 
using NAT.

Host
In this approach, a newly created container shares its network namespace 
4&1%�1%"�%,01Ǿ�-/,3&!&+$�%&$%"/�-"/#,/*�+ "�ȕ�+"�/�*"1�)�0-""!�ȕ��+!�

http://www.thenewstack.io
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")&*&+�1&+$�1%"�+""!�#,/����Ȁ�%,4"3"/Ǿ�&1�!,"0�02ƛ"/�-,/1� ,+Ɲ& 10ǽ��%&)"�
the container has access to all of the host’s network interfaces, unless 
!"-),6"!�&+�-/&3&)"$"�*,!"Ǿ�1%"� ,+1�&+"/�*�6�+,1�/" ,+Ɯ$2/"�1%"�%,01ȉ0�
network stack. 

Host networking is the default type used within Mesos. In other words, if 
the framework does not specify a network type, a new network 
namespace will not be associated with the container, but with the host 
network. Sometimes referred to as native networking, host networking is 
conceptually simple, making it easier to understand, troubleshoot and 
use. 

Overlay
Overlays use networking tunnels to deliver communication across hosts. 
This allows containers to behave as if they are on the same machine by 
tunneling network subnets from one host to the next; in essence, 
spanning one network across multiple hosts. Many tunneling technologies 
exist, such as virtual extensible local area network (VXLAN).

VXLAN has been the tunneling technology of choice for Docker libnetwork, 
whose multi-host networking entered as a native capability in the 1.9 
release. With the introduction of this capability, Docker chose to leverage 
��0%&�,/-ȉ0��"/#��0�1%"�$,00&-�-/,1, ,)Ǿ�0")" 1"!�#,/�&10�"ƛ& &"+ 6�&+�
neighbor table exchange and convergence times.

For those needing support for other tunneling technologies, Flannel may 
be the way to go. It supports udp, vxlan, host-gw, aws-vpc or gce. 
Each of the cloud provider tunnel types creates routes in the provider’s 
routing tables, just for your account or virtual private cloud (VPC). The 
support for public clouds is particularly key for overlay drivers given that 
among others, overlays best address hybrid cloud use cases and provide 
scaling and redundancy without having to open public ports.

http://www.thenewstack.io
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Multi-host networking requires additional parameters when launching the 
Docker daemon, as well as a key-value store. Some overlays rely on a 
distributed key-value store. If you’re doing container orchestration, you’ll 
already have a distributed key-value store lying around.

Overlays focus on the cross-host communication challenge. Containers on 
1%"�0�*"�%,01�1%�1��/"� ,++" 1"!�1,�14,�!&ƛ"/"+1�,3"/)�6�+"14,/(0��/"�
+,1���)"�1,� ,**2+& �1"�4&1%�"� %�,1%"/�3&��1%"�), �)��/&!$"�ȕ�1%"6��/"�
segmented from one another. 

Underlays
Underlay network drivers expose host interfaces (i.e., the physical network 
interface at eth0) directly to containers or VMs running on the host. Two 
such underlay drivers are media access control virtual local area network 
(MACvlan) and internet protocol vlan (IPvlan). The operation of and the 
behavior of MACvlan and IPvlan drivers are very familiar to network 
engineers. Both network drivers are conceptually simpler than bridge 
+"14,/(&+$Ǿ�/"*,3"�1%"�+""!�#,/�-,/1Ȓ*�--&+$��+!��/"�*,/"�"ƛ& &"+1ǽ�
Moreover, IPvlan has an L3 mode that resonates well with many network 
"+$&+""/0ǽ�
&3"+�1%"�/"01/& 1&,+0�ȕ�,/�)� (�,#� �-��&)&1&"0�ȕ�&+�*,01�-2�)& �
clouds, underlays are particularly useful when you have on-premises 
4,/(),�!0Ǿ�0" 2/&16� ,+ "/+0Ǿ�1/�ƛ& �-/&,/&1&"0�,/� ,*-)&�+ "�1,�!"�)�4&1%Ǿ�
*�(&+$�1%"*�&!"�)�#,/��/,4+Ɯ")!�20"ǽ��+01"�!�,#�+""!&+$�,+"��/&!$"�-"/�
VLAN, underlay networking allows for one VLAN per subinterface.

MACvlan
MACvlan allows creation of multiple virtual network interfaces behind the 
host’s single physical interface. Each virtual interface has unique MAC and 
IP addresses assigned, with a restriction: the IP addresses need to be in 
the same broadcast domain as the physical interface. While many 
network engineers may be more familiar with the term subinterface (not 
to be confused with a secondary interface), the parlance used to describe 

http://www.thenewstack.io
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MACvlan virtual interfaces is typically upper or lower interface. MACvlan 
networking is a way of eliminating the need for the Linux bridge, NAT and 
port-mapping, allowing you to connect directly to the physical interface.

MACvlan uses a unique MAC address per container, and this may cause 
issue with network switches that have security policies in place to prevent 
����0-,,Ɯ+$Ǿ��6��)),4&+$�,+)6�,+"������!!/"00�-"/�-%60& �)�04&1 %�
interface.

�,+1�&+"/�1/�ƛ& �&0�Ɯ)1"/"!�#/,*��"&+$���)"�1,�0-"�(�1,�1%"�2+!"/)6&+$�%,01Ǿ�
which completely isolates the host from the containers it runs. The host 
cannot reach the containers. The container is isolated from the host. This 
is useful for service providers or multi-tenant scenarios, and has more 
isolation than the bridge model.

Promiscuous mode is required for MACvlan; MACvlan has four modes of 
operation, with only the bridge mode supported in Docker 1.12. MACvlan 
bridge mode and IPvlan L2 mode are just about functionally equivalent. 
�,1%�*,!"0��)),4��/,�! �01��+!�*2)1& �01�1/�ƛ& �&+$/"00ǽ��%"0"�2+!"/)�6�
protocols were designed with on-premises use cases in mind. Your public 
cloud mileage will vary as most do not support promiscuous mode on 
their VM interfaces.

A word of caution: MACvlan bridge mode assigning a unique MAC address 
-"/� ,+1�&+"/� �+��"����)"00&+$�&+�1"/*0�,#�1/� &+$�+"14,/(�1/�ƛ& ��+!�
end-to-end visibility; however, with a typical network interface card (NIC), 
e.g., Broadcom, having a ceiling of 512 unique MAC addresses, this upper-
limit should be considered.

IPvlan
IPvlan is similar to MACvlan in that it creates new virtual network 
&+1"/#� "0��+!��00&$+0�"� %���2+&.2"�����!!/"00ǽ��%"�!&ƛ"/"+ "�&0�1%�1�1%"�
0�*"������!!/"00�&0�20"!�#,/��))�-,!0��+!� ,+1�&+"/0�,+���%,01�ȕ�1%"�

http://www.thenewstack.io


17Ĵ  NETWORKING, SECURITY & STORAGE WITH DOCKER & CONTAINERS

THE CONTAINER NETWORKING LANDSCAPE EXPLAINED

same MAC address of the physical interface. The need for this behavior is 
-/&*�/&)6�!/&3"+��6�1%"�#� 1�1%�1��� ,**,+)6� ,+Ɯ$2/"!�0" 2/&16�-,012/"�
,#�*�+6�04&1 %"0�&0�1,�0%21�!,4+�04&1 %�-,/10�4&1%�1/�ƛ& �0,2/ "!�#/,*�
more than one MAC address. 

Best run on kernels 4.2 or newer, IPvlan may operate in either L2 or L3 
modes. Like MACvlan, IPvlan L2 mode requires that IP addresses assigned 
to subinterfaces be in the same subnet as the physical interface. IPvlan L3 
mode, however, requires that container networks and IP addresses be on 
��!&ƛ"/"+1�02�+"1�1%�+�1%"�-�/"+1�-%60& �)�&+1"/#� "ǽ�

ǝǕǗǽǖ.� ,+Ɯ$2/�1&,+�,+��&+25�%,010Ǿ�4%"+� /"�1"!�20&+$�ip link, is 
ephemeral, so most operators use network startup scripts to persist 
 ,+Ɯ$2/�1&,+ǽ��&1%� ,+1�&+"/�"+$&+"0�/2++&+$�2+!"/)�6�!/&3"/0��+!�
"5-,0&+$����0�#,/�-/,$/�**�1& � ,+Ɯ$2/�1&,+�,#�����0Ǿ��21,*�1&,+�
stands to improve. For example, when new VLANs are created on a top of 
rack switch, these VLANs may be pushed into Linux hosts via the exposed 
container engine API.

MACvlan and IPvlan
When choosing between these two underlay types, consider whether or 
not you need the network to be able to see the MAC address of the 
individual container. With respect to the address resolution protocol (ARP) 
�+!��/,�! �01�1/�ƛ& Ǿ�1%"��Ǘ�*,!"0�,#��,1%�2+!"/)�6�!/&3"/0�,-"/�1"�'201�
�0���0"/3"/� ,++" 1"!�1,���04&1 %�!,"0Ǿ��6�Ɲ,,!&+$��+!�)"�/+&+$�20&+$�
802.1D packets. In IPvlan L3 mode, however, the networking stack is 
%�+!)"!�4&1%&+�1%"� ,+1�&+"/ǽ��,�*2)1& �01�,/��/,�! �01�1/�ƛ& �&0��)),4"!�
in. In this sense, IPvlan L3 mode operates as you would expect an L3 
router to behave. 

Note that upstream L3 routers need to be made aware of networks 
created using IPvlan. Network advertisement and redistribution into the 
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network still needs to be done. Today, Docker is experimenting with 
Border Gateway Protocol (BGP). While static routes can be created on top 
of the rack switch, projects like goBGP have sprouted up as a container 
ecosystem-friendly way to provide neighbor peering and route exchange 
functionality. 

Although multiple modes of networking are supported on a given host, 
MACvlan and IPvlan can’t be used on the same physical interface 
concurrently. In short, if you’re used to running trunks down to hosts, L2 
mode is for you. If scale is a primary concern, L3 has the potential for 
massive scale.

Direct Routing
For the same reasons that IPvlan L3 mode resonates with network 
engineers, they may chose to push past L2 challenges and focus on 
addressing network complexity in Layer 3 instead. This approach 
�"+"Ɯ10�#/,*�1%"�)"3"/�$&+$�,#�"5&01&+$�+"14,/(�&+#/�01/2 12/"�1,�
manage the container networking. The container networking solutions 
focused at L3 use routing protocols to provide connectivity, which are 
arguably easier to interoperate with existing data center infrastructure, 
connecting containers, VMs and bare metal servers. Moreover, L3 
+"14,/(&+$�0 �)"0��+!��ƛ,/!0�$/�+2)�/� ,+1/,)Ǿ�&+�1"/*0�,#�Ɯ)1"/&+$��+!�
&0,)�1&+$�+"14,/(�1/�ƛ& ǽ

Project Calico is one such project and uses BGP to distribute routes for 
"3"/6�+"14,/(�ȕ��0-" &Ɯ �))6�1,�1%�1�4,/(),�!�20&+$���ȡǘǗ�ȕ�4%& %��)),40�
it to seamlessly integrate with existing data center infrastructure without 
the need for overlays. Without the overhead of overlays or encapsulation, 
the result is networking with exceptional performance and scale. Routable 
IP addresses for containers expose the IP address to the rest of the world; 
hence, ports are inherently exposed to the outside world. 

http://www.thenewstack.io
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Network engineers trained and accustomed to deploying, diagnosing and 
,-"/�1&+$�+"14,/(0�20&+$�/,21&+$�-/,1, ,)0�*�6�Ɯ+!�!&/" 1�/,21&+$�"�0&"/�
to digest. However, it’s worth noting that Calico doesn’t support 
overlapping IP addresses.

Fan Networking
Fan networking is a way of gaining access to many more IP addresses, 
expanding from one assigned IP address to 250 IP addresses. This is a 
performant way of getting more IPs without the need for overlay 
networks. This style of networking is particularly useful when running 
containers in a public cloud, where a single IP address is assigned to a 
host and spinning up additional networks is prohibitive, or running 
another load-balancer instance is costly.

Point-to-Point
Point-to-point is perhaps the simplest type of networking, and the default 
networking used by CoreOS rkt. Using NAT, or IP Masquerade (IPMASQ), by 
default, it creates a virtual ethernet pair, placing one on the host and the 
other in the container pod. Point-to-point networking leverages iptables 
1,�-/,3&!"�-,/1Ȓ#,/4�/!&+$�+,1�,+)6�#,/�&+�,2+!�1/�ƛ& �1,�1%"�-,!Ǿ��21��)0,�
for internal communication between other containers in the pod over the 
loopback interface. 

Capabilities
Outside of pure connectivity, support for other networking capabilities 
and network services needs to be considered. Many modes of container 
networking either leverage NAT and port-forwarding or intentionally avoid 
their use. IP address management (IPAM), multicast, broadcast, IPv6, load-
��)�+ &+$Ǿ�0"/3& "�!&0 ,3"/6Ǿ�-,)& 6Ǿ�.2�)&16�,#�0"/3& "Ǿ��!3�+ "!�Ɯ)1"/&+$�
and performance are all additional considerations when selecting 
networking. 
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The question is whether these capabilities are supported and how 
developers and operators are empowered by them. Even if a container 
networking capability is supported by your runtime, orchestrator or plugin 
of choice, it may not be supported by your infrastructure. While some tier 
Ǘ�-2�)& � ),2!�-/,3&!"/0�,ƛ"/�02--,/1�#,/���3ǛǾ�1%"�)� (�,#�02--,/1�#,/���3Ǜ�
in top public clouds reinforces the need for other networking types, such 
as overlays and fan networking.

In terms of IPAM, to promote ease of use, most container runtime engines 
default to host-local for assigning addresses to containers, as they are 
 ,++" 1"!�1,�+"14,/(0ǽ��,01Ȓ), �)������&+3,)3"0�!"Ɯ+&+$���Ɯ5"!��), (�,#�
����!!/"00"0�1,��"�0")" 1"!ǽ��6+�*& ��,01��,+Ɯ$2/�1&,+��/,1, ,)�ț����Ȝ�
is universally supported across container networking projects. Container 
Network Model (CNM) and Container Network Interface (CNI) both have 
������2&)1Ȓ&+��+!�-)2$&+�#/�*"4,/(0�#,/�&+1"$/�1&,+�4&1%������0601"*0�ȕ���
key capability to adoption in many existing environments.

�,+1�&+"/��"14,/(&+$��-" &Ɯ �1&,+0
�%"/"��/"�14,�-/,-,0"!�01�+!�/!0�#,/� ,+Ɯ$2/&+$�+"14,/(�&+1"/#� "0�#,/�
Linux containers: The container network model (CNM) and the container 
network interface (CNI). As stated above, networking is complex and there 
are many ways to deliver functionality. Arguments can be made as to 
which one is easier to adopt than the next, or which one is less tethered to 
their benefactor’s technology.

When evaluating any technology, some important considerations are 
community adoption and support. Some perspectives have been formed 
on which model has a lower barrier to entry. Finding the right metrics to 
determine the velocity of a project is tricky. Plugin vendors also need to 
consider the relative ease by which plugins may be written for either of 
these two models. 
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Container Network Model 
The Container Network Model�ț���Ȝ�&0���0-" &Ɯ �1&,+�-/,-,0"!��6�
Docker, adopted by projects such as libnetwork, with plugins built by 
projects and companies such as Cisco Contiv, Kuryr, Open Virtual 
Networking (OVN), Project Calico, VMware and Weave.

�&�+"14,/(�&0�1%"� �+,+& �)�&*-)"*"+1�1&,+�,#�1%"�����0-" &Ɯ �1&,+ǽ�
Libnetwork provides an interface between the Docker daemon and 
network drivers. The network controller is responsible for pairing a driver 
to a network. Each driver is responsible for managing the network it owns, 
including services provided to that network like IPAM. With one driver per 
network, multiple drivers can be used concurrently with containers 
 ,++" 1"!�1,�*2)1&-)"�+"14,/(0ǽ��/&3"/0��/"�!"Ɯ+"!��0��"&+$�"&1%"/�+�1&3"�
(built-in to libnetwork or Docker supported) or remote (third-party 
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plugins). The native drivers are none, bridge, overlay and MACvlan. Remote 
!/&3"/0�*�6��/&+$��+6�+2*�"/�,#� �-��&)&1&"0ǽ��/&3"/0��/"��)0,�!"Ɯ+"!��0�
having local scope (single host) or global scope (multi-host). 

• Network Sandbox: Essentially the networking stack within a 
container, it is an isolated environment to contain a container’s 
+"14,/(� ,+Ɯ$2/�1&,+ǽ

• Endpoint: A network interface that typically comes in pairs. One end 
of the pair sits in the network sandbox, while the other sits in a 
designated network. Endpoints join exactly one network, and multiple 
endpoints can exist within a single network sandbox.

• Network:���$/,2-�,#�"+!-,&+10ǽ���+"14,/(�&0���2+&.2")6�&!"+1&Ɯ��)"�
group of endpoints that are able to communicate with each other. 
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��Ɯ+�)Ǿ�Ɲ"5&�)"�0"1�,#����� ,+01/2 10��/"�,-1&,+0��+!�)��")0�ț("6Ȓ3�)2"�
-�&/0�,#�*"1�!�1�Ȝǽ�����02--,/10�1%"�+,1&,+�,#�20"/Ȓ!"Ɯ+"!�)��")0�
ț!"Ɯ+"!�20&+$�1%"�--label�Ɲ�$ȜǾ�4%& %��/"�-�00"!��0�*"1�!�1���"14""+�
libnetwork and drivers. Labels are powerful in that the runtime may 
inform driver behavior.

Container Network Interface 
The Container Network Interface (CNI) is a container networking 
0-" &Ɯ �1&,+�-/,-,0"!��6��,/"����+!��!,-1"!��6�-/,'" 10�02 %��0�Apache 
Mesos, Cloud Foundry, Kubernetes, Kurma and rkt. There are also plugins 
created by projects such as Contiv Networking, Project Calico and Weave.

����4�0� /"�1"!��0���*&+&*�)�0-" &Ɯ �1&,+Ǿ��2&)1��),+$0&!"���+2*�"/�,#�
network vendor engineers to be a simple contract between the container 
/2+1&*"��+!�+"14,/(�-)2$&+0ǽ���
����0 %"*��!"Ɯ+"0�1%"�"5-" 1"!�&+-21�
and output from CNI network plugins.
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Multiple plugins may be run at one time with a container joining networks 
!/&3"+��6�!&ƛ"/"+1�-)2$&+0ǽ��"14,/(0��/"�!"0 /&�"!�&+� ,+Ɯ$2/�1&,+�Ɯ)"0Ǿ�
in JSON format, and instantiated as new namespaces when CNI plugins 
are invoked. CNI plugins support two commands to add and remove 
container network interfaces to and from networks. Add gets invoked by 
the container runtime when it creates a container. Delete gets invoked 
by the container runtime when it tears down a container instance.

CNI Flow
�%"� ,+1�&+"/�/2+1&*"�+""!0�1,�Ɯ/01��)), �1"���+"14,/(�+�*"0-� "�1,�1%"�
container and assign it a container ID, then pass along a number of 
-�/�*"1"/0�ț���� ,+Ɯ$Ȝ�1,�1%"�+"14,/(�!/&3"/ǽ��%"�+"14,/(�!/&3"/�1%"+�
attaches the container to a network and reports the assigned IP address 
back to the container runtime via JSON.

Mesos is the the latest project to add CNI support, and there is a Cloud 
Foundry implementation in progress. The current state of Mesos 
networking uses host networking, wherein the container shares the same 
IP address as the host. Mesos is looking to provide each container with its 
own network namespace, and consequently, its own IP address. The 
project is moving to an IP-per-container model and, in doing so, seeks to 
democratize networking such that operators have freedom to choose the 
style of networking that best suits their purpose. 

Currently, CNI primitives handle concerns with IPAM, L2 and L3, and 
expect the container runtime to handle port-mapping (L4). From a Mesos 
perspective, this minimalist approach comes with a couple caveats, one of 
1%"0"��"&+$�1%�1�1%"�����0-" &Ɯ �1&,+�!,"0�+,1�0-" &#6��+6�-,/1Ȓ*�--&+$�
rules to be used for a container; this capability may be handled by the 
container runtime. A second caveat is the fact that while operators should 
�"��)),4"!�1,� %�+$"�1%"����� ,+Ɯ$2/�1&,+Ǿ�1%"��"%�3&,/�,#� ,+1�&+"/�
,-"/�1&,+�4%"+����� ,+Ɯ$2/�1&,+�&0�*,!&Ɯ"!�&0�+,1��  ,2+1"!�#,/�&+�1%"�
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0-" &Ɯ �1&,+ǽ��"0,0�&0��!!/"00&+$�1%&0��*�&$2&16��6�"+02/&+$�1%�1Ǿ�2-,+�
/"01�/1�,#�1%"������$"+1Ǿ�1%"6�4&))� %" (-,&+1�1%"����� ,+Ɯ$�4%"+�&1�&0�
associated with the particular instance of the container.

CNM and CNI
�+�*�+6�/"0-" 10�1%"0"�14,� ,+1�&+"/�+"14,/(&+$�0-" &Ɯ �1&,+0�
democratize the selection of which type of container networking may be 
used, in that both are driver-based models, or plugin-based, for creating 
and managing network stacks for containers. Each allows multiple 
network drivers to be active and used concurrently, in that each provide a 
one-to-one mapping of network to that network’s driver. Both models 
allow containers to join one or more networks. And each allows the 
container runtime to launch the network in its own namespace, 
0"$/"$�1&+$�1%"��--)& �1&,+ȡ�20&+"00�),$& �,#� ,++" 1&+$�1%"� ,+1�&+"/�1,�
the network to the network driver.

This modular driver approach is arguably more attractive to network 
,-"/�1,/0�1%�+�1,��--)& �1&,+�!"3"),-"/0Ǿ�&+�1%�1�,-"/�1,/0��/"��ƛ,/!"!�
1%"�Ɲ"5&�&)&16�1,�0")" 1�,+"�,/�*,/"�!/&3"/0�1%�1�!")&3"/�,+�1%"&/�0-" &Ɯ �
+""!0��+!�Ɯ1�&+1,�1%"&/�"5&01&+$�*,!"�,#�,-"/�1&,+ǽ��-"/�1,/0��"�/�
responsibility for ensuring service-level agreements (SLAs) are met and 
security policies are enforced.

Both models provide separate extension points, aka plugin interfaces, for 
+"14,/(�!/&3"/0�ȕ�1,� /"�1"Ǿ� ,+Ɯ$2/"��+!� ,++" 1�+"14,/(0�ȕ��+!������
ȕ�1,� ,+Ɯ$2/"Ǿ�!&0 ,3"/Ǿ��+!�*�+�$"�����!!/"00"0ǽ��+"�"51"+0&,+�-,&+1�
per function encourages composability. 

CNM does not provide network drivers access to the container’s network 
+�*"0-� "ǽ��%"��"+"Ɯ1�%"/"�&0�1%�1�)&�+"14,/(�� 10��0����/,("/�#,/�
 ,+Ɲ& 1�/"0,)21&,+ǽ��+�"5�*-)"� ,+Ɲ& 1��"&+$�4%"+�14,�&+!"-"+!"+1�
+"14,/(�!/&3"/0�-/,3&!"�1%"�0�*"�01�1& �/,21"Ǿ�20&+$�1%"�0�*"�/,21"�-/"Ɯ5Ǿ�
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�21�-,&+1�1,�!&ƛ"/"+1�+"51Ȓ%,-�����!!/"00"0ǽ�����!,"0�-/,3&!"�!/&3"/0�4&1%�
access to the container network namespace. CNI is considering how it 
might approach arbitration�&+�02 %� ,+Ɲ& 1�/"0,)21&,+�0 "+�/&,0�&+�1%"�
future. 

CNI supports integration with third-party IPAM and can be used with any 
container runtime. CNM is designed to support the Docker runtime engine 
only. With CNI’s simplistic approach, it’s been argued that it’s 
comparatively easier to create a CNI plugin than a CNM plugin. 

These models promote modularity, composability and choice by fostering 
an ecosystem of innovation by third-party vendors who deliver advanced 
networking capabilities. The orchestration of network micro-
segmentation can become simple API calls to attach, detach and swap 
networks. Interface containers can belong to multiple networks, and each 
 ,+1�&+"/� �+�-2�)&0%�!&ƛ"/"+1�0"/3& "0�&+�!&ƛ"/"+1�+"14,/(0ǽ��%"�&!"��,#�
!&ƛ"/"+1�+"14,/(� ,+01/2 10��0�Ɯ/01Ȓ )�00� &1&7"+0�&0�/"Ɲ" 1"!�&+�1%"���&)&16�
to detach a network service from an old container and attach it to a new 
container. 

Container Networking in OpenStack
Initially focused on infrastructure automation for virtual machines, 
OpenStack has come to focus on the needs of containers. Kuryr and 
Magnum are not their only container-related projects, but certainly the 
two concerned with container networking.

Kuryr
Kuryr, a project providing container networking, currently works as a 
remote driver for libnetwork to provide networking for Docker using 
Neutron as a backend network engine. Support for CNM has been 
delivered and the roadmap for this project includes support for CNI.

http://www.thenewstack.io
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Magnum
Magnum, a project providing Containers as a Service (CaaS) and 
leveraging Heat to instantiate clusters running other container 
orchestration engines, currently uses non-Neutron networking options for 
containers.

Work is ongoing to integrate Kuryr and Magnum. The notion that 
 ,+1�&+"/0�*�6�+"01�ȕ�/" 2/0&3")6�/2+�ȕ�,1%"/� ,+1�&+"/0� /"�1"0�0,*"�
challenges for the project teams to overcome.

Networking with Intention
�+1"+1Ȓ��0"!�+"14,/(&+$�!"Ɯ+"0�1%"�+""!0�,#�+"14,/(��+!�+"14,/(�
behavior in infrastructure-agnostic terms by using policy. With the 
increased density of network interfaces, volume of IP addresses, and 
complexity of communication across containers running interdependent 
*& /,0"/3& "0Ǿ�+"14,/(&+$�01�+!0�1,��"+"Ɯ1�#/,*�-�/�!&$*0��)/"�!6�
!"Ɯ+"!��+!�)"3"/�$"!�&+�,1%"/�0601"*0ǽ��/,-"/1&"0�,#�&+1"+1Ȓ��0"!�
networking draws from the successes of established concepts, referring to 
them by the terms invariant, portable, composable, scalable.

Invariant, for example, is similar to the idempotency concept in 
 ,+Ɯ$2/�1&,+�*�+�$"*"+1�0601"*0ǽ��+1"+1Ȓ��0"!�+"14,/(&+$�/"#"/0�1,�
this as invariant, meaning the that intent doesn’t change as a result of 
&+1"+1�-,)& 6��"&+$��--)&"!�*2)1&-)"�1&*"0�,/��6�20&+$�!&ƛ"/"+1�3"+!,/�
equipment. 

Another intent-based concept is portability, a concept characterized as 
policy supporting environments with heterogenous vendor equipment or 
-,)& 6�1%�1��3,&!0��+6�3"+!,/Ȓ0-" &Ɯ �1"1%"/&+$ǽ��+1"+1Ȓ��0"!�+"14,/(&+$�
is composable when policy can concurrently leverage disparate network 
0"/3& "0�-/,3&!"!��6�!&ƛ"/"+1�3"+!,/0ȉ�".2&-*"+1�,/�0,)21&,+0ǽ�
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The scalable quality of intent-based networking is self-explanatory; it 
enables each node or host to make networking decisions in a distributed 
fashion, with each node being aware of the intent-based policy. We’ve 
0""+�1%"�-,4"/�,#� ,+01/2 10Ǿ�)&("�)��")0Ǿ�1�$0��+!�-,)& &"0Ǿ�0&$+&Ɯ �+1)6�
advance the capabilities of container networking technologies; intent-
based networking stands to carry the ball further.

Summary
We discussed a number of considerations for choosing which type of 
+"14,/(&+$�1,�20"�&+�6,2/�"+3&/,+*"+1�ȕ�.2&1"�)&(")6Ǿ�6,2ȉ))�20"���
combination. Performance is certainly one of those considerations and 
will be the subject of further research. Outside of the various types of 
+"14,/(� ,++" 1&3&16��+!�0"/3& "0Ǿ���0&$+&Ɯ �+1� ,+0&!"/�1&,+�+,1�
highlighted is understanding to what extent you need to integrate with 
incumbent systems in your environment. For example, in the case of 
on-premises workloads, you’ll have an existing IPAM solution. IPAM is 
provided by most container network vendors’ drivers, but only some have 
integration with leading IPAM providers, such as Cisco, Infoblox, 
SolarWinds, etc.

As vendors and projects continue to evolve, the networking landscape 
 ,+1&+2"0�1,�0%&ƞǽ��,*"�,ƛ"/&+$0�%�3"� ,+0,)&!�1"!�,/� ,*�&+"!Ǿ�02 %��0�
Docker’s acquisition of SocketPlane, and the transition of Flannel to Tigera 
ȕ���+"4�01�/12-�1%�1�%�0�formed around Canal. Canal is a portmanteau of 
Calico and Flannel and a combination of those two projects. CoreOS will 
provide ongoing support for Flannel as an individual project, and will be 
integrating Canal with Tectonic, their enterprise solution for Kubernetes. 
Other changes come in the form of new project releases. Docker 1.12’s 
release of networking features, including underlay and load-balancing 
support, is no small step forward for the project.

http://www.thenewstack.io
http://thenewstack.io/project-calico-flannel-join-forces-policy-secured-networking/
http://thenewstack.io/project-calico-flannel-join-forces-policy-secured-networking/
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While there’s a large number of container networking technologies and 
distinctly unique ways of approaching them, we’re fortunate in that much 
of the container ecosystem seems to have converged and built support 
around only two networking models, at least for now. Developers would 
like to eliminate manual network provisioning in containerized 
environments, and barring those who have misconceptions of their job 
insecurity, network engineers are ready for the same.

Like other resources, an intermediary step to automated provisioning is 
pre-provisioning, meaning network engineers would preallocate networks 
with assigned characteristics and services, such as IP address space, IPAM, 
routing, QoS, etc., and developers or deployment engineers would identify 
and select from a pool of available networks in which to deploy their 
applications. Pre-provisioning needs to become a thing of the past, as 
we’re all ready to move on to automated provisioning.

http://www.thenewstack.io
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UNITING TEAMS   
WITH A  
DEVOPS PERSPECTIVE

In this discussion with Ken Owens of Cisco, we talk 
about how to apply existing models of 
networking, security and storage to containerized 
environments. Owens talks about how bringing a 

DevOps mindset forward to containers reveals the strong 
foundations for security, networking and storage and how they still 
�--)6ǽ��21�1%"� %�))"+$"�&0�,ƞ"+�&+�1%"�3�/6&+$�-"/0-" 1&3"0�
involved in operating these environments, from Linux and network 
administrators to security and storage teams. It’s important to link 
up these perspectives through the components they control, while 
creating policy around resource management. The discussion 
moves on to the roles of Contiv and Mantl, and how they address 
these issues. Listen on SoundCloud or Listen on YouTube

Ken Owens�&0� %&"#�1" %+& �)�,ƛ& "/�,#��),2!��+#/�01/2 12/"��"/3& "0�
ț���Ȝ��1��&0 ,��601"*0ǽ��4"+0�&0�/"0-,+0&�)"�#,/� /"�1&+$��+!�
 ,**2+& �1&+$��,1%�1" %+& �)��+!�0 &"+1&Ɯ �3&0&,+��+!�01/�1"$6�#,/�

�����20&+"00ǽ��"��/&+$0��� ,*-"))&+$�3&"4�,#�1%"�1" %+,),$6�1/"+!0�&+�"+1"/-/&0"�
���ț"ǽ$ǽǾ�&+#/�01/2 12/"Ǿ� ,*-21&+$Ǿ�����Ǿ�3&/12�)&7�1&,+��+!� ),2!Ȝ��+!�
"3�+$")&7"0�1%"�1" %+,),$6�/,�!*�-�#,/�1%"��20&+"00ǽ��"#,/"�',&+&+$��&0 ,�&+�
ǗǕǖǙǾ��"+�0-"+1�,3"/�0"3"+�6"�/0��1���33&0��0�1%"� %&"#�0 &"+1&01Ǿ������+!�3& "�
-/"0&!"+1�,#��" 2/&16��+!��&/12�)&7�1&,+��" %+,),$&"0ǽ

http://tnstack.io/4mWXWL
https://soundcloud.com/thenewstackanalysts/tnsa-ebook4-cisco-ken-owens
https://youtu.be/l_hAAsdVz40
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THREE PERSPECTIVES 
ON NETWORK 
EXTENSIBILITY
�6�SCOTT FULTON III

A 
critical aspect of any cloud-based deployment is managing the 
networking between the various components of the workload. In 
this chapter, we’ll present perspectives on three styles of inte-

grated container networking by way of plugins. The previous section intro-
duced the Container Network Model (CNM) and the Container Network 
Interface (CNI). We’ll discuss the origin of these models, as well as a third 
area that includes the Apache Mesos ecosystem. 

Container Network Model and 
Libnetwork
Docker’s extensibility model adds capability to the daemon in the way a 
library adds capability to an operating system. It involves a code library, 
similar to Docker’s runtime, but used as a supplement. That library is 
called libnetwork, produced as a third-party project by the development 
team SocketPlane, which Docker Inc. acquired in March 2015.

Essentially, libnetwork provides a kind of plank on which developers may 
write network drivers. The binding principle of libnetwork is called the 

http://www.thenewstack.io
http://thenewstack.io/author/scott/
https://github.com/docker/libnetwork


32Ĵ  NETWORKING, SECURITY & STORAGE WITH DOCKER & CONTAINERS

THREE PERSPECTIVES ON NETWORK EXTENSIBILITY

Container Network Model (CNM), which was conceived as a container’s bill 
of rights. One of those rights is equal access to all other containers in a 
+"14,/(Ȁ�-�/1&1&,+&+$Ǿ�&0,)�1&,+Ǿ��+!�1/�ƛ& �0"$*"+1�1&,+��/"�� %&"3"!��6�
dividing network addresses. A service discovery model provides a means 
for containers to contact one another.

The intention is for libnetwork to implement and use any kind of 
networking technology to connect and discover containers. It does not 
specify one preferred methodology for any network overlay scheme. 
Project Calico is an example of an independent, open source project to 
develop a vendor-neutral network scheme for Layer 3; developers have 
recently made Project Calico’s calicoctl library an addressable component 
of a Docker plugin.

�)201"/���4�0�,+"�,#�1%"�Ɯ/01� ,*-�+&"0�1,�&*-)"*"+1���-"/0&01"+1�
container system for databases, called Flocker. It uses libnetwork, and is 
addressable using Weaveworks’ Weave Net overlay. As ClusterHQ Vice 
President of Product Mohit Bhatnagar told us: 

“I think we are at a point where customers who initially thought of 
containers for stateless services need to realize both the need and the 
potential for stateful services. And we are actually very pleasantly 
surprised about the number of customer engagements ... regarding 
stateful services.”

The critical architectural distinction for the Docker scheme concerns just 
what part is being extended. In Docker architecture, the daemon of 
Docker Engine runs on the host server where the applications are being 
01�$"!ǽ��, ("/��4�/*�/" ,+Ɯ$2/"0��, ("/��+$&+"ȉ0�3&"4�,#�1%"�+"14,/(Ǿ�
replacing it with an amalgamated view of servers running in a cluster. 
�4�/*�&0�"ƛ" 1&3")6�1%"�,/ %"01/�1,/Ǿ��21�-)2$&+0� �+�"51"+!��, ("/�
Engine at a lower layer.

http://www.thenewstack.io
https://www.projectcalico.org/
https://github.com/projectcalico/calico-containers/blob/master/docs/calicoctl.md
https://clusterhq.com/flocker/introduction/
https://www.weave.works/products/weave-net/
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Container Network Interface
Kubernetes published guidelines for implementing networked 
extensibility. It should be capable of addressing other containers’ IP 
addresses without resorting to network address translation (NAT), and 
should permit itself to be addressed the same way. Essentially, as long as 
1%"� ,*-,+"+1�&0��!!/"00��)"�4&1%���Ǿ��2�"/+"1"0�&0�Ɯ+"�4&1%�&1ǽ��+�1%�1�
context, theoretically anything could extend what you do with 
Kubernetes, but nothing had to be bound to it.

“We looked at how we were going to do networking in Kubernetes,” 
explained Google Engineering Manager Tim Hockin, “and it was pretty 
clear that there’s no way that the core system could handle every network 
20"� �0"�,21�1%"/"ǽ��3"/6�+"14,/(�&+�1%"�4,/)!�&0���0-" &�)�0+,4Ɲ�("Ȁ�
1%"6ȉ/"��))�!&ƛ"/"+1Ǿ��+!�1%"/"ȉ0�+,�4�6�1%�1�4"� �+��2&)!�1%�1�&+1,�,2/�
system. We had to externalize it, and plugins are the way we’re doing that.”

Then CoreOS produced its Container Network Interface (CNI). It’s more 
rudimentary than CNM, in that it only has two commands: create a 
 ,+1�&+"/��+!�/"*,3"��� ,+1�&+"/ǽ��,+Ɯ$2/�1&,+�Ɯ)"0�4/&11"+�&+�
����
instantiate the container’s contents and set it up with an IP address. But 
0&+ "�1%�1��!!/"00�#,)),40��2�"/+"1"0ȉ�$2&!")&+"0Ǿ�
,,$)"�!" &!"!�&1ȉ0�Ɯ+"�
with CNI. As a result, Flannel and Weave Net have been implemented as 
Kubernetes plugins using CNI.

�, (&+�� (+,4)"!$"!�1%�1�4%&)"�02 %�"51"+0&,+0�"+��)"�+"4��+!�Ɲ"5&�)"�
forms of networking into a Kubernetes environment, they also incur some 
costs. “The general Kubernetes position on overlays is, you should only 
use them if you really, really have to. They bring their own levels of 
 ,*-)"5&16��+!��!*&+&01/�1&,+��+!��/&!$&+$ǽ��"ȉ/"�Ɯ+!&+$�1%�1�*,/"��+!�
more users of Kubernetes are going directly to L3 routing, and they’re 
having a better time with that than they are with overlays.”

http://www.thenewstack.io
http://kubernetes.io/docs/user-guide/networkpolicies/
https://github.com/containernetworking/cni
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�ƞ"/�/"Ȓ"3�)2�1&+$�1%"� 2//"+1�01�1"�,#�"51"+0&�&)&16�#/�*"4,/(0Ǿ��)201"/���
concluded that which model you choose will depend, perhaps entirely, on 
how much integration you require between containers and pre-existing 
workloads.

“If your job previously ran on a VM, and your VM had an IP and could talk 
to the other VMs in your project,” explained ClusterHQ Senior Vice 
President of Engineering and Operations Sandeepan Banerjee, “you are 
-/,���)6��"11"/�,ƛ�4&1%�1%"�����*,!")��+!��2�"/+"1"0��+!��"�3"ǽȋ�
Banerjee then cited Kubernetes’ no-NAT stipulation as the key reason.

“If that is not a world that you are coming from,” he continued, “and you 
want to embrace the Docker framework as something you see as 
+" "00�/6��+!�02ƛ& &"+1�#,/�6,2�� /,00�1%"�01� (�ȕ�&+ )2!&+$��, ("/ȉ0�
+"14,/(&+$�)&�/�/6Ǿ��4�/*��0��+�,/ %"01/�1&,+�#/�*"4,/(Ǿ��+!�0,�,+�ȕ�
then the Docker proposal is powerful, with merits, with probably a lot 
more tunability overall.”

Mesosphere and Plugins from the 
Opposite End
Mesosphere has produced perhaps the most sophisticated commercial 
implementation of Mesos with ��ȡ��Ǿ��+!�%�0��2&)1�,+�1,-��+�"ƛ" 1&3"�
competitor against Kubernetes in the form of its Marathon orchestrator.

As a scheduling platform, the job of extending the reach of Mesos has 
historically been done from the opposite side of the proverbial bridge. 
Enabling scheduling for big data processes in Hadoop, job management 
processes in Jenkins, and container deployment in Docker, has all been 
done from within those respective platforms.

�21�&+�1%"�02**"/�,#�ǗǕǖǛǾ��"0,0-%"/"��"$�+�1,�1�("���!&ƛ"/"+1�01�+ "ǽ�
Mesosphere began to pave the way for properly interfaced containers to 

http://www.thenewstack.io
https://dcos.io/
https://mesosphere.github.io/marathon/
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extend this library by way of CNI. At the time of this writing, Mesosphere 
had published a document stating its intent to implement CNI support in 
1%"�+"�/�1"/*�,#�1%"���ȡ���/,�!*�-ǽ

Ȋ�"ȉ/"�&+���4,/)!�1,!�6�4%"/"�1%"/"ȉ0�"+,2$%�!&ƛ"/"+1�3"+!,/0�,21�1%"/"Ǿ�
with varying interfaces and implementations for networking and storage,” 
said Ben Hindman, founder and chief architect at Mesosphere, “that the 
means of doing plugins, I think, is a pretty important part. What I think is 
+,1�0,� )"�/�+,4Ǿ�&0�4%"1%"/�,/�+,1�1%"�-)2$&+0�1%�1�4"/"�!"Ɯ+"!��6�
Docker will become the universal plugins. And I think what you’re seeing in 
the industry already today is, that’s not the case.”

�2//"+1)6Ǿ���ȡ���20"0��+�,-"+�0,2/ "�),�!���)�+ &+$��+!�0"/3& "�
discovery system called Minuteman to connect containers to one another. 
It works by intercepting packets as they’re being exchanged from a 
 ,+1�&+"/�,+�,+"�%,01�1,�,+"�,+���!&ƛ"/"+1�%,01Ǿ��+!�/"4/&1&+$�1%"*�#,/�
the proper destination IPs. This accomplishes the cross-cloud scope that 
!&01&+$2&0%"0���ȡ���#/,*�,1%"/�&*-)"*"+1�1&,+0ǽ��)1"/+�1")6Ǿ���ȡ���
,ƛ"/0���*" %�+&0*�#,/�0"11&+$�2-���3&/12�)�"51"+0&�)"�����ț�����ȜǾ��+!�
establishing routing rules between containers in that virtual network. 
Mesosphere does not reinvent the wheel here at all; actually, it gives users 
their own choice of overlay schemes, based on performance or other 
factors.

Hindman told us he sees value in how Flannel, Weave, and other network 
overlay systems solve the problem of container networking, at a much 
higher level than piecing together a VXLAN. The fact that such an 
alternative would emerge, he said, “is just capturing the fact that we, as an 
industry, are sort of going through and experimenting with a couple of 
!&ƛ"/"+1�4�60�,#�%,4�4"�*&$%1�4�+1�1,�!,�012ƛǽ���1%&+(�1%�1�4"ȉ))�-/,���)6�
settle on a handful of things, and overlays are still going to be there. But 
there are going to be some other ways in which people link together and 

http://www.thenewstack.io
https://docs.mesosphere.com/1.7/overview/roadmap/
https://github.com/dcos/minuteman
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connect up containers that are not using pre-existing, SDN-based 
technologies.”

Integration Towards the Future
�,!�6Ǿ� ,+1�&+"/&7�1&,+�&0�+,1�,ƞ"+�#,2+!��0���)&+"�&1"*�&+�����+!�!�1��
 "+1"/��2!$"10�ȕ��&+1"$/�1&,+�&0ǽ��%"+�1%"�-",-)"�0&$+&+$�1%"� %" (0�
don’t quite understand the concepts behind the processes they are 
#2+!&+$Ǿ�&+1"$/�1&,+�,ƞ"+�-/,3&!"0�1%"*�4&1%��0�*2 %�"5-)�+�1&,+��0�1%"6�
require to invest both their faith and their capital expense. Some might 
think this is a watering down of the topic. In truth, integration is an 
elevation of the basic idea to a shared plane of discussion. Everyone 
understands the basic need to make old systems coexist, interface and 
communicate with new ones. So even though the methodologies may 
seem convoluted or impractical in a few years, the inspiration behind 
working toward a laudable goal will have made it all worth pursuing.

http://www.thenewstack.io
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AN AUTOMATED   
MODEL FOR CONTAINER  
SECURITY

In this discussion with John Morello of Twistlock, 
we talk about how containers can actually be a 
better medium for automating and securing 
applications. Containers being immutable and 

lightweight makes it easier to follow images from early in the 
development life cycle all the way to the registry and compute 
environments. Twistlock collects data from this life cycle and creates 
a predictive model for a container’s behavior. This model looks for 
inconsistent behaviors, and depending on what you want, it can set 
,ƛ��+��)"/1�,/�"3"+��), (�1%"�� 1&3&16�"+1&/")6ǽ���1"/�&+�1%"�!&0 200&,+Ǿ�
we talk about Twistlock’s focus on four distinct use cases, recent 
changes to its core features, the value of partner integration and 
more. Listen on SoundCloud or Listen on YouTube

John Morello�&0�1%"� %&"#�1" %+,),$6�,ƛ& "/�ț���Ȝ�,#��4&01), (ǽ��0�
���Ǿ��,/")),�)"�!0�1%"�4,/(�4&1%�01/�1"$& � 201,*"/0��+!�-�/1+"/0Ǿ�
�+!�!/&3"0�1%"�-/,!2 1�/,�!*�-ǽ��/&,/�1,��4&01), (Ǿ�
,%+�4�0�1%"�
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ASSESSING THE 
CURRENT STATE OF 
CONTAINER SECURITY
�6�ADRIAN MOUAT

A
ny rational organization that wishes to run mission-critical 
services on containers will at some point ask the question: “But 
is it secure? Can we really trust containers with our data and 

applications?”

�*,+$01�1" %�#,)(0Ǿ�1%&0�,ƞ"+�)"�!0�1,��� ,+1�&+"/0�3"/020�3&/12�)�
machines (VMs) debate and a discussion of the protection provided by the 
hypervisor layer in VMs. While this can be an interesting and informative 
discussion, containers versus VMs is a false dichotomy; concerned parties 
should simply run their containers inside VMs, as currently happens on 
most cloud providers. A notable exception is Triton from Joyent, which 
uses SmartOS Zones to ensure isolation of tenants. 

There is also a growing community who believe that container security 
and isolation on Linux has improved to the point that one can use bare 
metal container services not using VMs for isolation; for example, IBM has 
built a managed container service on the public Bluemix cloud service 
that is running without VM isolation between tenants.

http://www.thenewstack.io
http://thenewstack.io/author/adrian_mouat/
https://www.joyent.com/triton
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To retain the agility advantage of containers, multiple containers are run 
within each VM. Security conscious organizations may use VMs to separate 
 ,+1�&+"/0�/2++&+$��1�!&ƛ"/"+1�0" 2/&16�)"3")0Ȁ�#,/�"5�*-)"Ǿ� ,+1�&+"/0�
processing billing information may be scheduled on separate nodes to 
1%,0"�/"0"/3"!�#,/�20"/�#� &+$�4"�0&1"0ǽ��"3"/�)� ,*-�+&"0�ȕ�&+ )2!&+$�
Hyper_, Intel and VMware�ȕ��/"�4,/(&+$�,+��2&)!&+$�)&$%1+&+$Ȓ#�01�
VM-based frameworks that implement the Docker API in an attempt to 
*�//6�1%"�0-""!�,#� ,+1�&+"/�4,/(Ɲ,40��+!�%6-"/3&0,/�0" 2/&16ǽ

Once we accept that moving to containers does not imply surrendering 
1%"�"01��)&0%"!��+!�3"/&Ɯ"!�0" 2/&16�-/,3&!"!��6�%6-"/3&0,/0Ǿ�1%"�+"51�
step is to investigate the security gains that can be achieved through the 
20"�,#� ,+1�&+"/0��+!��� ,+1�&+"/Ȓ��0"!�4,/(Ɲ,4ǽ

�" 2/&16��,/(Ɲ,4
�+���16-& �)�4,/(Ɲ,4Ǿ�,+ "�1%"�!"3"),-"/�%�0� ,*-)"1"!���#"�12/"Ǿ�1%"6�
will push to the continuous integration (CI) system, which will build and 
test the images. The image will then be pushed to the registry. It is now 
ready for deployment to production, which will typically involve an 
orchestration system such as Docker’s built-in orchestration, Kubernetes, 
Mesos, etc. Some organizations may instead push to a staging 
environment before production.

In a system following security best practices, the following features and 
properties will be present:

• Image Provenance: A secure labelling system is in place that 
&!"+1&Ɯ"0�"5� 1)6��+!�&+ ,+1/,3"/1&�)6�4%"/"� ,+1�&+"/0�/2++&+$�&+�1%"�
production environment came from.

• Security Scanning: An image scanner automatically checks all 
images for known vulnerabilities.

http://www.thenewstack.io
https://hyper.sh/
https://clearlinux.org/features/clear-containers
https://github.com/vmware/vic
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• Auditing: The production environment is regularly audited to ensure 
all containers are based on up-to-date containers and both hosts and 
 ,+1�&+"/0��/"�0" 2/")6� ,+Ɯ$2/"!ǽ�

• Isolation and Least Privilege: Containers run with the minimum 
/"0,2/ "0��+!�-/&3&)"$"0�+""!"!�1,�#2+ 1&,+�"ƛ" 1&3")6ǽ��%"6��/"�+,1�
able to unduly interfere with the host or other containers.

• Runtime Threat Detection and Response: A capability that detects 
active threats against a containerized application in runtime and 
automatically responds to it.

• Access Controls: Linux security modules, such as AppArmor or 
SELinux, are used to enforce access controls.

http://www.thenewstack.io
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Image Provenance
�/$�+&7�1&,+0�+""!�1,��"� �/"#2)���,21�1%"�0,ƞ4�/"�1%"6��/"�/2++&+$Ǿ�
especially in production environments. It is essential to avoid running 
,21Ȓ,#Ȓ!�1"Ǿ�32)+"/��)"�0,ƞ4�/"Ǿ�,/�0,ƞ4�/"�1%�1�%�0��""+� ,*-/,*&0"!�
or tampered with in some way. For this reason, it is important to be able 
to identify and verify the source of any container, including who built it 
and exactly which version of the code it is running.

The gold standard for image provenance is Docker Content Trust. With 
Docker Content Trust enabled, a digital signature is added to images 
before they are pushed to the registry. When the image is pulled, Docker 
Content Trust will verify the signature, thereby ensuring the image comes 
from the correct organization and the contents of the image exactly 
match the image that was pushed. This ensures attackers did not tamper 
with the image, either in transit or when it was stored at the registry. 
�1%"/Ǿ�*,/"��!3�+ "!Ǿ��11� (0�ȕ�02 %��0�/,))�� (��11� (0��+!�#/""7"�
�11� (0�ȕ��/"��)0,�-/"3"+1"!��6��, ("/��,+1"+1��/201Ǿ�1%/,2$%�&10�
implementation of The Update Framework (TUF).

At the time of writing, Docker Content Trust is supported by Docker Hub, 
Artifactory and the Docker Trusted Registry (currently experimental). It is 
possible to setup the open source private registry with Docker Content 
Trust, but this requires also standing up a Notary server (see these 
instructions for more details).

In the absence of Docker Content Trust, it is still possible to verify image 
provenance using digests, which are cryptographic hashes of the contents 
of an image. When an image is pushed, the Docker client will return a 
string (such as sha256:45b23dee09af...6677c5cb2) that represents the 
digest of the image. This digest can then be used to pull the image. 
Whenever an image is pulled in this manner, Docker will verify the digest 

http://www.thenewstack.io
https://docs.docker.com/engine/security/trust/content_trust/
https://theupdateframework.github.io/
https://github.com/docker/notary
https://github.com/docker/notary/blob/master/docs/running_a_service.md
https://github.com/docker/notary/blob/master/docs/running_a_service.md
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matches the image. Unlike tags, a digest will always point to exactly the 
same image; any update to the image will result in the generation of a new 
digest. The problem with using digests is organizations need to set up a 
proprietary system for automatically extracting and distributing them.

�%"�-/,3"+�+ "�,#�&*�$"0�#/,*�1%&/!Ȓ-�/1&"0�ȕ�4%"1%"/�1%"6��/"�20"!�
!&/" 1)6�,/��0���0"�&*�$"0�ȕ��)0,�+""!0�1,��"�"01��)&0%"!ǽ��%"+�20&+$�
�, ("/��2�Ǿ��))�Ȋ,ƛ& &�)ȋ�&*�$"0�%�3"��""+�3"11"!��6��, ("/Ǿ�%�3"� ,+1"+1�
trust information attached and should be considered the safest Hub 
images. Discretion should be applied when using other images, but note 
that “automated builds” are linked to the source code they are built from, 
and should be considered more trustworthy than regular user images. 
Organizations should consider building images from source themselves 
rather than pulling from untrusted repositories. This situation is currently 
changing somewhat with the emergence of Docker Store, which will provide 
a trusted store for publishers along the same lines as Apple’s App Store.

Security Scanning
�" 2/&16�0 �++&+$�,#��, ("/�&*�$"0�&0���+"4�0"/3& "��"&+$�,ƛ"/"!��6�
several companies. The basic idea is simple: take a Docker image and 
 /,00Ȓ/"#"/"+ "�1%"�0,ƞ4�/"�&1� ,+1�&+0��$�&+01���)&01�,#�(+,4+�
vulnerabilities to produce a “bill of health” for the image. Based on this 
information, organizations can then take action to mitigate vulnerabilities.

�%"� 2//"+1�,ƛ"/&+$0�&+ )2!"�Atomic Scan from Red Hat, Bluemix 
Vulnerability Advisor from IBM, Clair from CoreOS, Docker Security 
Scanning from Docker Inc., Peekr from Aqua Security, and Twistlock Trust. 
They vary widely in how they work, how they are accessed and how much 
1%"6� ,01ǽ��+"� /2 &�)�!&ƛ"/"+ "�&0�1%"�4�6�&+�4%& %�1%"�0 �++"/0�&!"+1&#6�
0,ƞ4�/"�&+01�))"!�&+�&*�$"0ǽ�

http://www.thenewstack.io
https://store.docker.com
https://developerblog.redhat.com/2016/05/02/introducing-atomic-scan-container-vulnerability-detection/
https://developer.ibm.com/bluemix/2015/07/02/vulnerability-advisor/
https://developer.ibm.com/bluemix/2015/07/02/vulnerability-advisor/
https://github.com/coreos/clair
https://blog.docker.com/2016/05/docker-security-scanning/
https://blog.docker.com/2016/05/docker-security-scanning/
https://peekr.aquasec.com/
https://www.aquasec.com/
https://www.twistlock.com/trust/


43Ĵ  NETWORKING, SECURITY & STORAGE WITH DOCKER & CONTAINERS

ASSESSING THE CURRENT STATE OF CONTAINER SECURITY

Some scanners, including Clair, will just interrogate the package manager 
ț"ǽ$ǽǾ��-1�,+��"�&�+��+!���2+12Ȝ�1,�Ɯ+!�1%"�&+01�))"!�0,ƞ4�/"Ǿ��21�1%&0�
4,+ȉ1�4,/(�#,/�0,ƞ4�/"�&+01�))"!�1%/,2$%�1�/��))0Ǿ�,/�4&1%�-� (�$"�
managers the scanner doesn’t recognize. In contrast, Docker Security 
Scanning performs a binary-level analysis of images that works regardless 
of the package manager and can also identify versions of statically-linked 
libraries. Twistlock is also interesting in that it performs scanning on 
0,ƞ4�/"�&+01�))"!�1%/,2$%�1�/��))Ǿ�#"�12/"0�7"/,Ȓ!�6�#""!0�&+�1%"&/�
vulnerability scanning, and works in air-gapped environments.

It is essential to consider how security scanning can be integrated into 
your systems. Docker Security Scanning is available as an integrated part 
of Docker Cloud and Docker Datacenter, but not as a stand-alone service. 
�1%"/�-/,3&!"/0�,ƛ"/��+��--)& �1&,+�-/,$/�*�&+1"/#� "�ț���ȜǾ��)),4&+$�
&+1"$/�1&,+�&+1,�"5&01&+$����0601"*0��+!��"0-,("�4,/(Ɲ,40ǽ��,*"�
scanners can be installed on-premises, which will be important to 
,/$�+&7�1&,+0�4&1%���/".2&/"*"+1�1,�(""-��))�0,ƞ4�/"�4&1%&+�1%"&/�
boundaries.

�+ "�6,2ȉ3"�&+1"$/�1"!���0" 2/&16�0 �++&+$�0"/3& "Ǿ�6,2/�Ɯ/01�1%,2$%1�*�6�
be to have a blanket ban on running any images with vulnerabilities in 
-/,!2 1&,+ǽ��+#,/12+�1")6Ǿ�6,2��/"�)&(")6�1,�Ɯ+!�1%�1�*,01�,#�6,2/�&*�$"0�
have some vulnerabilities and this isn’t a realistic option. For example, 
��2+12�%�0�,+"�,#�1%"��"01�/" ,/!0�#,/�.2& ()6�2-!�1&+$�&*�$"0Ǿ��21�ȕ��1�
1%"�1&*"�,#�4/&1&+$�ȕ�1%"�ǖǛǽǕǙ���0"�&*�$"�0%&-0�4&1%���0&+$)"�*�',/�
vulnerability due to the version of Perl used (most other images have 
 ,+0&!"/��)6�*,/"�&002"0Ȝǽ��%"/"#,/"Ǿ�6,2��/"�)&(")6�1,�Ɯ+!�1%�1�6,2�+""!�
to investigate discovered vulnerabilities individually to ascertain whether 
or not they represent a real risk to your system. 

�%&0�0&12�1&,+� �+��"��))"3&�1"!�0&$+&Ɯ �+1)6��6�20&+$�)&$%14"&$%1�
 ,+1�&+"/0�1%�1�%�3"�2++" "00�/6�0,ƞ4�/"�01/&--"!�,21ǽ��%"�0&*-)"01�4�6�

http://www.thenewstack.io
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to do this is to use a very small base image, such as Alpine, which comes 
in at only 5MB. Another, somewhat extreme, possibility is to build a 
statically linked binary and copy it on top of the empty “scratch” image. 
That way there are no OS level vulnerabilities at all. The major 
disadvantage of this approach is that building and debugging become 
0&$+&Ɯ �+1)6�*,/"� ,*-)"5�ȕ�1%"/"�4,+ȉ1�"3"+��"���0%"))��3�&)��)"ǽ

Automated scanning is a huge move forward for security in our industry. It 
quickly surfaces potential risks and places pressure on vendors to patch 
vulnerable base images in a timely manner. By paying attention to the 
results of scans and reacting quickly, organizations can stay one step 
ahead of many would-be attackers.

Auditing
Auditing directly follows security scanning and image provenance. At any 
point in time, we would like to be able to see which images are running in 
production and which version of the code they are running. In particular, it 
is important to identify containers running out-of-date, potentially 
vulnerable images.

When working with containers, it is strongly recommended to follow what 
is sometimes called a “golden image” approach: do not patch running 
containers, but instead replace them with a new container running the 
2-!�1"!� ,!"�ȕ�blue-green deployments and rolling upgrades can be 
used to avoid downtime. With this approach, it is possible to audit large 
numbers of running containers by looking at the image they were built 
#/,*ǽ��,,)0Ǿ�02 %��0�!, ("/�!&ƛǾ� �+��"�20"!�1,�3"/&#6�1%�1� ,+1�&+"/�
Ɯ)"0601"*0�%�3"�+,1�!&3"/$"!�#/,*�1%"�2+!"/)6&+$�&*�$"ǽ�

Note that it isn’t enough to scan images before they are deployed. As new 
vulnerabilities are reported, images with a previous clean bill of health will 

http://www.thenewstack.io
http://martinfowler.com/bliki/BlueGreenDeployment.html
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become known-vulnerable. Therefore, it is important to keep scanning all 
images that are running in production. Depending on the scanning 
solution used, this doesn’t necessarily involve an in-depth rescan; 
0 �++"/0� �+�01,/"�1%"�)&01�,#�0,ƞ4�/"�#/,*�0 �++"!�&*�$"0��+!�.2& ()6�
reference this against new vulnerabilities.

It is still important to audit the hosts in a container-based system, but this 
can be made easier by running a minimal distribution, such as CoreOS, 
Red Hat Atomic or Ubuntu Snappy, which are designed to run containers 
�+!�0&*-)6� ,+1�&+�)"00�0,ƞ4�/"�1,��2!&1ǽ��+��!!&1&,+Ǿ�1,,)0Ǿ�02 %��0�
Docker Bench for SecurityǾ� �+��"�20"!�1,� %" (� ,+Ɯ$2/�1&,+0Ǿ��+!��,1%�
�.2���" 2/&16��+!��4&01), (�,ƛ"/�0,)21&,+0�1%�1��2!&1�%,010��+!�
 ,+Ɯ$2/�1&,+0ǽ

Isolation and Least Privilege
��*�',/�0" 2/&16��"+"Ɯ1�,#� ,+1�&+"/0�&0�1%"�"51/��1,,)&+$��/,2+!�&0,)�1&,+ǽ�
�,+1�&+"/0�4,/(��6� /"�1&+$���0601"*�4&1%���0"-�/�1"�3&"4�,#�1%"�4,/)!�ȕ�
0"-�/�1"�+�*"0-� "0�ȕ�4&1%�/"$�/!0�1,�1%"�Ɯ)"0601"*Ǿ�+"14,/(&+$��+!�
processes. In addition, cgroups are used to control the level of access to 
resources such as CPU and RAM. Further, the Linux kernel calls that a 
container can be controlled through Linux capabilities and seccomp. One 
of the fundamental concepts in information security is the principle of 
least privilegeǾ�Ɯ/01��/1& 2)�1"!��0ǿ�

“Every program and privileged 
user of the system should operate 
using the least amount of privilege 
necessary to complete the job.” 
ȕ�Jerome Saltzer

http://www.thenewstack.io
https://github.com/docker/docker-bench-security
https://docs.docker.com/engine/security/security/#/linux-kernel-capabilities
https://docs.docker.com/engine/security/seccomp/
https://en.wikipedia.org/wiki/Principle_of_least_privilege
https://en.wikipedia.org/wiki/Principle_of_least_privilege
https://en.wikipedia.org/wiki/Jerry_Saltzer
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With reference to containers, this means that each container should run 
4&1%�1%"�*&+&*�)�0"1�,#�-/&3&)"$"0�-,00&�)"�#,/�&10�"ƛ" 1&3"�,-"/�1&,+ǽ�
Applying this principle makes an attacker’s life much harder; even if a 
32)+"/��&)&16�&0�#,2+!�&+��� ,+1�&+"/Ǿ�&1�4&))��"�!&ƛ& 2)1�#,/�1%"��11� ("/�1,�
"ƛ" 1&3")6�"5-),&1�1%"�4"�(+"00ǽ��+!�&#��� ,+1�&+"/� �++,1��  "00���
vulnerable feature, it cannot be exploited.

A large and easy win for security is to run containers with read-only 
Ɯ)"0601"*0ǽ��+��, ("/Ǿ�1%&0�&0�� %&"3"!��6�0&*-)6�-�00&+$�1%"�ȒȒ/"�!Ȓ,+)6�
Ɲ�$�1,�!, ("/�/2+ǽ��&1%�1%&0�&+�-)� "Ǿ��+6��11� ("/�1%�1�"5-),&10���
32)+"/��&)&16�4&))�Ɯ+!�&1�*2 %�%�/!"/�1,�*�+&-2)�1"�1%"�0601"*Ȁ�1%"6�4&))��"�
2+��)"�1,�4/&1"�*�)& &,20�0 /&-10�1,�1%"�Ɯ)"0601"*�,/�1,�*,!&#6�1%"�
 ,+1"+10�,#�Ɯ)"0ǽ���+6��--)& �1&,+0�4&))�4�+1�1,�4/&1"�,21�1,�Ɯ)"Ǿ��21�1%&0�
can be accommodated by using tmpfs�,/�3,)2*"0�#,/�0-" &Ɯ �Ɯ)"0�,/�
directories.

�,+01/�&+&+$��  "00�1,�,1%"/�/"0,2/ "0� �+��)0,��"�"ƛ" 1&3"ǽ��&*&1&+$�1%"�
amount of memory available to a container will prevent attackers from 
consuming all the memory on the host and starving out other running 
services. Limiting CPU and network bandwidth can prevent attackers 
from running resource-heavy processes such as Bitcoin mining or torrent 
peers.

Perhaps the most common mistake when running containers in 
production is having containers which run as the root user. While building 
�+�&*�$"Ǿ�/,,1�-/&3&)"$"0��/"�16-& �))6�/".2&/"!�&+�,/!"/�1,�&+01�))�0,ƞ4�/"�
�+!� ,+Ɯ$2/"�1%"�&*�$"ǽ��,4"3"/Ǿ�1%"�*�&+�-/, "00�1%�1�&0�"5" 21"!�
when the container starts should not run as root. If it does, any attacker 
who compromises the process will have root-level privileges inside the 
container. Much worse, as users are not namespaced by default, should 
the attacker manage to break out of the container and onto the host, they 
might be able to get full root-level privileges on the host. 

http://www.thenewstack.io
https://docs.docker.com/engine/reference/run/#tmpfs-mount-tmpfs-filesystems
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�,�-/"3"+1�1%&0Ǿ��)4�60�"+02/"��, ("/Ɯ)"0�!" )�/"���+,+Ȓ-/&3&)"$"!�20"/�
and switch to it before executing the main process. Since Docker 1.10, 
there has been optional support for enabling user namespacing, which 
automatically maps the user in a container to a high-numbered user on 
the host. This works, but currently has several drawbacks, including 
-/,�)"*0�20&+$�/"�!Ȓ,+)6�Ɯ)"0601"*0��+!�3,)2*"0ǽ���+6�,#�1%"0"�
problems are being resolved upstream in the Linux community at 
publication time, so expect that user namespace support will become 
more viable for a larger percentage of use cases in the near future.

�&*&1&+$�1%"�("/+")� �))0��� ,+1�&+"/� �+�*�("��)0,�0&$+&Ɯ �+1)6�/"!2 "0�
the attack surface, both by constraining what an attacker can do and 
reducing exposure to vulnerabilities in the kernel code. The primary 
*" %�+&0*�#,/�)&*&1&+$�-/&3&)"$"0�&0�20&+$��&+25� �-��&)&1&"0ǽ��&+25�!"Ɯ+"0�
around 40 capabilities, which map onto sets of kernel calls. Container 
runtimes, including rkt and Docker, allow the user to select which 
privileges a container should run with. These capabilities map onto 
around 330 system calls, which means several capabilities, notably SYS_
�����Ǿ�*�-�,+1,���)�/$"�+2*�"/�,#� �))0ǽ�	,/�"3"+�Ɯ+"/� ,+1/,)�,3"/�
which kernel calls are allowed, Docker now has seccomp support for 
specifying exactly which calls can be used, and ships with a default 
seccomp policy that has already shown to be "ƛ" 1&3" at mitigating 
problems in the Linux kernel. The main problem with both approaches is 
Ɯ$2/&+$�,21�1%"�*&+&*�)�0"1�,#�("/+")� �))0�6,2/��--)& �1&,+�+""!0�1,�
*�("ǽ��&*-)6�/2++&+$�4&1%�!&ƛ"/"+1�)"3")0�,#� �-��&)&1&"0��+!� %" (&+$�#,/�
#�&)2/"0�&0�"ƛ" 1&3"��21�1&*"Ȓ ,+02*&+$Ǿ��+!�*�6�*&00�-/,�)"*0�&+�
untested parts of code. 

Potentially, existing tools can be helpful to determine your application’s 
use of syscalls without resorting to trial and error. If you are able to fully 
exercise your application’s code paths with tracing capabilities, like 

http://www.thenewstack.io
https://docs.docker.com/engine/security/seccomp/
https://docs.docker.com/engine/security/non-events/
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strace2elastic, this will provide a report of used syscalls within your 
application during the container’s runtime.

While OS-level isolation and the enforcement of least privilege is critical, 
isolation also needs to be tied to application logic. Without understanding 
of the application that is running on the host, OS-level isolation may not 
�"�&+�&10")#�"ƛ" 1&3"ǽ�

Runtime Threat Detection and Response
No matter how good a job you do with vulnerability scanning and 
container hardening, there are always unknown bugs and vulnerabilities 
that may manifest in the runtime and cause intrusions or compromises. 
�%�1�&0�4%6�&1ȉ0�&*-,/1�+1�1,�,21Ɯ1�6,2/�0601"*�4&1%�/"�)Ȓ1&*"�1%/"�1�
detection and incident response capabilities. 

Containerized applications, compared to their monolithic counterparts, 
are distinctly more minimal and immutable. This makes it possible to 
!"/&3"�����0")&+"�#,/�6,2/��--)& �1&,+�1%�1�&0�,#���%&$%"/�Ɯ!")&16�1%�+�4&1%�
traditional, monolithic applications. Using this baseline, you should be 
able to detect real-time threats, anomalies, and active compromises, with 
a lower false-positive rate than seen with traditional anomaly detection. 

Behavior baselining, where a security mechanism focuses on 
understanding an application or system’s typical behavior in order to 
identify anomalies, was one of the hottest trends at Blackhat 2016. The 
("6�1,��"%�3&,/���0")&+&+$�&0�1,��21,*�1"�ȕ��0�*2 %��0�6,2� �+�ȕ�1%"�
derivation of the baseline, the continuous monitoring, and the detection 
and response. Today, most organizations accomplish behavior baselining 
with a combination of manual labor and data science. However, due to the 
transient nature of containers, it is especially important that the whole 
process be automated. 

http://www.thenewstack.io
https://github.com/jfrazelle/strace2elastic
https://techcrunch.com/2016/08/04/the-four-cybersecurity-terms-everyone-is-talking-about-at-black-hat/
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Active response goes hand-in-hand with baselining. Active response is 
how to respond to an attack, a compromise or an anomaly as soon as it is 
!"1" 1"!ǽ��%"�/"0-,+0"� �+� ,*"�&+�*�+6�!&ƛ"/"+1�#,/*0Ǿ�02 %��0�
alerting responsible personnel, communicating with enterprise ticketing 
systems, or applying some pre-determined corrective actions to the 
system and the application. 

In the container environment, an active response could mean performing 
additional logging, applying additional isolation rules, disabling a user 
dynamically, or even actively deleting the container. Again, automation is 
("6�%"/"�ȕ��))�� 1&,+0�-"/#,/*"!�*201�+,1�&+1"/#"/"�4&1%��--)& �1&,+�),$& �
in a negative way, such as getting the system in an inconsistent state or 
interfering with non-idempotent operations. 

�,*"�,#�1%"�-/,!2 10� 2//"+1)6�,ƛ"/&+$�1%&0�)"3")�,#�/2+1&*"�1%/"�1�
detection and response include Aqua Security, Joyent Triton SmartOS and 
Twistlock.  As more mission-critical applications move to containers, 
automating runtime threat detection and response will be increasingly 
important to container security. The ability to correlate information, 
analyze indicators of compromise, and manage forensics and response 
actions, in an automated fashion, will be the only way to scale up runtime 
security for a containerized world. 

Access Controls
The Linux kernel has support for security modules that can apply policies 
prior to the execution of kernel calls. The two most common security 
modules are AppArmor and SELinux, both of which implement what is 
known as mandatory access control (MAC). MAC will check that a user or 
process has the rights to perform various actions, such as reading and 
4/&1&+$Ǿ�,+��+�,�'" 1�02 %��0���Ɯ)"Ǿ�0, ("1�,/�-/, "00ǽ��%"��  "00�-,)& 6�&0�
!"Ɯ+"!� "+1/�))6��+!� �++,1��"� %�+$"!��6�20"/0ǽ��%&0� ,+1/�010�4&1%�1%"�

http://www.thenewstack.io
https://www.aquasec.com/
https://www.joyent.com/smartos
https://www.twistlock.com/
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01�+!�/!��+&5�*,!")�,#�Ɯ)"0��+!�-"/*&00&,+0Ǿ�4%& %� �+��"� %�+$"!��6�
20"/0�4&1%�02ƛ& &"+1�-/&3&)"$"0��1��+6�1&*"Ǿ�0,*"1&*"0�(+,4+��0�
discretionary access control or DAC.

SELinux was originally developed by the National Security Agency (NSA), 
but is now largely developed by Red Hat and found in their distributions. 
�%&)"�20&+$����&+25�!,"0��!!���0&$+&Ɯ �+1�)�6"/�,#�"51/��0" 2/&16Ǿ�&1� �+��"�
0,*"4%�1�!&ƛ& 2)1�1,�20"ǽ��-,+�"+��)&+$����&+25Ǿ�1%"�Ɯ/01�1%&+$�6,2�4&))�
+,1& "�&0�1%�1�3,)2*"0�!,+ȉ1�4,/(��0�"5-" 1"!��+!�"51/��Ɲ�$0��/"�+""!"!�
to control their labels. AppArmor is similar, but less comprehensive than 
SELinux, and doesn’t have the same control over volumes. It is enabled by 
default on Debian and Ubuntu distributions. 

In both cases, it is possible to create special policies for running particular 
containers; e.g., a web server policy for running Apache or NGINX that 
allows certain network operations but disallows various other calls. 
�!"�))6Ǿ��))�&*�$"0�4,2)!�%�3"�1%"&/�,4+�0-" &�))6� /�ƞ"!�-,)& 6Ǿ��21�
creating such policies tends to be a frustrating exercise, eased slightly by 
third party utilities such as bane. In the future, we can expect to see an 
&+1"$/�1"!�0" 2/&16�-/,Ɯ)"�1%�1�1/�3")0�4&1%� ,+1�&+"/0Ǿ�0-" &#6&+$�0"11&+$0�
#,/�("/+")� �))0Ǿ����&+25ȡ�--�/*,/�-/,Ɯ)"0��+!�/"0,2/ "�/".2&/"*"+10ǽ

Further to the topic of access control, it’s important to note that anyone 
4&1%�1%"�/&$%10�1,�/2+��, ("/� ,+1�&+"/0�"ƛ" 1&3")6�%�0�/,,1�-/&3&)"$"0�,+�
1%�1�%,01�ȕ�1%"6� �+�*,2+1��+!�"!&1��+6�Ɯ)"Ǿ�,/� /"�1"�0"12&!�ț0"1�20"/����
upon execution) binaries that can be copied back to the host. In most 
situations, this is just something to be aware of, but some organizations 
4&))�4�+1�Ɯ+"/Ȓ$/�&+"!� ,+1/,)�,3"/�20"/�/&$%10ǽ��,�1%&0�"+!Ǿ�,/$�+&7�1&,+0�
may want to look at using higher-level platforms such as Docker 
��1� "+1"/��+!��-"+�%&ƞǾ�,/�1,,)&+$Ǿ�02 %��0��.2���" 2/&16��+!�
Twistlock, to add such controls.

http://www.thenewstack.io
https://docs.docker.com/engine/tutorials/dockervolumes/#volume-labels
https://github.com/jfrazelle/bane
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Conclusion
It is essential for organizations to consider security when implementing a 
 ,+1�&+"/Ȓ��0"!�4,/(Ɲ,4�,/�/2++&+$� ,+1�&+"/0�&+�-/,!2 1&,+ǽ��" 2/&16�
�ƛ" 10�1%"�"+1&/"�4,/(Ɲ,4��+!�+""!0�1,��"� ,+0&!"/"!�#/,*�1%"�01�/1ǽ�
Image provenance starts with the developers building, pulling and 
pushing images on their laptops, continues through the CI and testing 
phases, and ends with the containers running in production. 

Containers and the golden image approach enable new ways of working 
and tooling, especially around image scanning and auditing. 
�/$�+&7�1&,+0��/"��"11"/���)"�1,�(""-�1/� (�,#�1%"�0,ƞ4�/"�/2++&+$�&+�
production and can much more easily and quickly react to vulnerabilities. 
Updated base images can be tested, integrated and deployed in minutes. 
Image signing validates the authenticity of containers and ensures that 
attackers have not tampered with their contents.

�%"�#212/"�4&))��/&+$�*,/"�&*-,/1�+1�#"�12/"0Ǿ��0�3"/&Ɯ"!��+!�0&$+"!�
images become common and features, such as integrated security 
-/,Ɯ)"0Ǿ��/"��!!"!ǽ��+�1%"� ,*&+$�*,+1%0Ǿ�1%"�0" 2/&16��"+"Ɯ10��),+"�4&))�
be a strong reason for organizations to make the move to containers.

http://www.thenewstack.io
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A HISTORY OF SECURITY   
IN CONTAINER 
ADOPTION

In this discussion with Bryan Cantrill of Joyent, we 
delve into a discussion surrounding the security of 
containers at scale, how hardware visualization 
impacts container security, and the ways in which 

Joyent has contributed to the ongoing use of containers in 
production. Cantrill mentions that the security issue for them is 
especially focused on multi-tenant security with containers. You 
can remove the problems around hardware virtualization entirely 
by deploying multi-tenant environments on bare metal in Triton. 
It’s not just a matter of what’s old is new again in the security 
world, but a real and qualitative increase in the complexity and 
velocity of systems. Listen on SoundCloud or Listen on YouTube

Bryan Cantrill�&0�1%"� %&"#�1" %+& �)�,ƛ& "/��1�
,6"+1Ǿ�4%"/"�%"�
,3"/0""0�4,/)!4&!"�!"3"),-*"+1�,#�1%"��/&1,+��)�01& ��,+1�&+"/�
�"/3& "Ǿ��0�4"))��0��*�/1��Ǿ��*�/1��1��"+1"/��+!��,!"ǽ'0�

-)�1#,/*0ǽ��/&,/�1,�',&+&+$�
,6"+1Ǿ��/6�+�0"/3"!��0���!&01&+$2&0%"!�"+$&+""/��1�
�2+��& /,0601"*0Ǿ�4%"/"�%"�0-"+1�,3"/���!" �!"�4,/(&+$�,+�0601"*�0,ƞ4�/"ǽ�
�+�-�/1& 2)�/Ǿ�%"� ,Ȓ!"0&$+"!��+!�&*-)"*"+1"!���/� "Ǿ���#� &)&16�#,/�!6+�*& �
&+01/2*"+1�1&,+�,#�-/,!2 1&,+�0601"*0ǽ��/6�+��)0,� ,#,2+!"!�1%"�	&0%4,/(0�
$/,2-��1��2+Ǿ�4%"/"�%"�!"0&$+"!��+!�&*-)"*"+1"!�1%"���/� "Ȓ��0"!��+�)61& 0�
#� &)&16�#,/�1%"��2+��1,/�$"�ǜǕǕǕ�0"/&"0�,#��--)&�+ "0ǽ

http://tnstack.io/4n7Muh
https://soundcloud.com/thenewstackanalysts/tsna-ebook4-joyent-bryan-cantrill
https://youtu.be/sw8a7BW-66g
https://youtu.be/sw8a7BW-66g
https://soundcloud.com/thenewstackanalysts/tsna-ebook4-joyent-bryan-cantrill
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STORAGE
�6�JANAKIRAM MSV

A 
few years ago, when virtualization was introduced to IT adminis-
trators, there was an attempt to standardize the virtual machine 
(VM) as the unit of deployment. Each new build and version 

resulted in a new VM template. Eventually, developers and administrators 
started creating new images and provisioning VMs, which resulted in a 
phenomenon called “VM sprawl.” Each template and the provisioned VM 
,  2-&"!���#"4�$&$��61"0�,#�01,/�$"Ǿ�4%& %�)"!�1,�&+"ƛ& &"+1�01,/�$"�
management. Given the large size of VM images, organizations realized 
that it wasn’t practical to create a new VM template for each version. 

One of the goals for Docker was to avoid the pitfall illustrated by “VM 
sprawl.” The only way Docker could avoid the trap of fragmented images 
4�0�1,��!,-1���!&ƛ"/"+1�01,/�$"�*" %�+&0*�#,/�&10�&*�$"0��+!� ,+1�&+"/0ǽ�

�+,1%"/�$,�)�1%�1�4�0� /&1& �)�1,��, ("/�4�0�1%"�0"-�/�1&,+�,#�Ɯ)"0601"*0�
to create isolation between the host system and containers. This isolation 
was core to the security of containerized applications. To meet these 
requirements, Docker adopted a 2+&,+�Ɯ)"0601"*��/ %&1" 12/" for the 
images and containers.

http://www.thenewstack.io
http://thenewstack.io/author/janakiram/
https://en.wikipedia.org/wiki/Union_mount
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�+&,+�Ɯ)"0601"*0�/"-/"0"+1���),$& �)�Ɯ)"0601"*��6�$/,2-&+$�!&ƛ"/"+1�
!&/" 1,/&"0��+!�Ɯ)"0601"*0�1,$"1%"/ǽ��� %�Ɯ)"0601"*�&0�*�!"��3�&)��)"��0�
a branch, which becomes a separate layer. Docker images are based on a 
2+&,+�Ɯ)"0601"*Ǿ�4%"/"�"� %��/�+ %�/"-/"0"+10���+"4�)�6"/ǽ��1��)),40�
images to be constructed and deconstructed as needed instead of 
creating a large, monolithic image. 

�, ("/ȉ0�20"�,#�"5&01&+$��&+25�2+&,+�Ɯ)"0601"*0�&0�&!"�)�#,/�/2++&+$�
applications that can rapidly scale. Since they are self-contained, Docker 
 ,+1�&+"/0� �+��"�)�2+ %"!�,+��+6�%,01�4&1%�+,�!"-"+!"+ &"0�,/��ƛ&+&16�
1,���0-" &Ɯ �%,01ǽ��%&)"�1%&0�&0� "/1�&+)6��+��!3�+1�$"�#,/�4"�Ȓ0 �)"�
workloads, it becomes a challenge to run stateful applications that deal 
with persistent data. Workloads, such as relational databases, NoSQL 
databases, content management systems, and big data stacks, demand 
persistence and durability of data. Some workloads, like content 
management systems, also require shared data access across multiple 
application instances.  

When a Docker image is pulled from the registry, the engine downloads all 
the dependent layers to the host. When a container is launched from a 
downloaded image comprised of many layers, Docker uses the copy-on-
write� �-��&)&1&"0�,#�1%"��3�&)��)"�2+&,+�Ɯ)"0601"*�1,��!!���4/&1"��)"�
Ȋ4,/(&+$�!&/" 1,/6ȋ�ȕ�,/�1"*-,/�/6�Ɯ)"0601"*�ȕ�,+�1,-�,#�1%"�"5&01&+$�
/"�!Ȓ,+)6�)�6"/0ǽ��%"+��, ("/�Ɯ/01�01�/10��� ,+1�&+"/Ǿ�1%&0�&+&1&�)�/"�!Ȓ4/&1"�
)�6"/�&0�"*-16�2+1&)� %�+$"0��/"�*�!"�1,�1%"�Ɯ)"0601"*��6�1%"�/2++&+$�
container process. When a Docker image is created from an existing 
 ,+1�&+"/Ǿ�,+)6�1%"� %�+$"0�*�!"�ȕ�4%& %�%�3"��))��""+�Ȋ ,-&"!�2-ȋ�1,�
1%&0�4/&1"��)"�4,/(&+$�!&/" 1,/6�ȕ��/"��!!"!�&+1,�1%"�+"4�)�6"/ǽ��%&0�
approach enables reuse of images without duplication or fragmentation. 

�%"+���-/, "00��11"*-10�1,�4/&1"�1,��+�"5&01&+$�Ɯ)"Ǿ�1%"�Ɯ)"0601"*�
&*-)"*"+1&+$�1%"� ,-6Ȓ,+Ȓ4/&1"�#"�12/"� /"�1"0��� ,-6�,#�1%"�Ɯ)"�&+�1%"�

http://www.thenewstack.io
https://en.wikipedia.org/wiki/Copy-on-write
https://en.wikipedia.org/wiki/Copy-on-write
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topmost working layer. All other processes using the original image’s 
layers will continue to access the read-only, original version of the layer. 
This technique optimizes both image disk space usage and the 
performance of container start times.  

Strategies to Manage Persistent Data
Docker’s layered storage implementation is designed for portability, 
"ƛ& &"+ 6��+!�-"/#,/*�+ "ǽ��1�&0�,-1&*&7"!�#,/�01,/&+$Ǿ�/"1/&"3&+$Ǿ��+!�
1/�+0#"//&+$�&*�$"0�� /,00�!&ƛ"/"+1�"+3&/,+*"+10ǽ��%"+��� ,+1�&+"/�&0�
deleted, all of the data written to the container is deleted along with it.

As a best practice, it is recommended to isolate the data from a container 
1,�/"1�&+�1%"��"+"Ɯ10�,#��!,-1&+$� ,+1�&+"/&7�1&,+ǽ���1��*�+�$"*"+1�
should be distinctly separate from the container lifecycle. There are 
multiple strategies to add persistence to containers. We will evaluate the 
options that are available out-of-the box with Docker, followed by the 
scenarios that are enabled by the ecosystem. 

Host-Based Persistence
Host-based persistence is one of the early implementations of data 
durability in containers, which has matured to support multiple use cases. 
In this architecture, containers depend on the underlying host for 
-"/0&01"+ "��+!�01,/�$"ǽ��%&0�,-1&,+��6-�00"0�1%"�0-" &Ɯ �2+&,+�
Ɯ)"0601"*��� ("+!0�1,�"5-,0"�1%"�+�1&3"�Ɯ)"0601"*�,#�1%"�%,01ǽ���1��
stored within the directory is visible inside the container mount 
namespace. The data is persisted outside of the container, which means it 
will be available when a container is removed.

In host-based persistence, multiple containers can share one or more 
volumes. In a scenario where multiple containers are writing to a single 
shared volume, it can cause data corruption. Developers need to ensure 

http://www.thenewstack.io
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Host-Based Persistence Per Container

Source: Janakiram MSV
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that the applications are designed to write to shared data stores.

Data volumes are directly accessible from the Docker host. This means 
you can read and write to them with normal Linux tools. In most cases 
you should not do this, as it can cause data corruption if your containers 
and applications are unaware of your direct access.

There are three ways of using host-based persistence, with subtle 
!&ƛ"/"+ "0�&+�1%"�4�6�1%"6��/"�&*-)"*"+1"!ǽ�

Implicit Per-Container Storage 
�%"�Ɯ/01�*" %�+&0*�4&))� /"�1"��+�&*-)& &1�01,/�$"�0�+!�,5�#,/�1%"�
container that requested host-based persistence. The directory is created 
�6�!"#�2)1��1�ȡ3�/ȡ)&�ȡ!, ("/ȡ3,)2*"0�,+�1%"�%,01�!2/&+$�1%"� /"�1&,+�,#�
the container. When the running container is removed, the directory is 

http://www.thenewstack.io
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Host-Based Persistence Shared Among Containers

Source: Janakiram MSV
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automatically deleted on the host by the Docker Engine. The directory 
may also become unavailable if the Docker Engine crashes on the host. 
The key thing to understand is that the data stored in the sandbox is not 
available to other containers, except the one that requested it.

Explicit Shared Storage (Data Volumes)
We can choose the second technique if there is a need to share data 
across multiple containers running on the same host. In this scenario, an 
"5-)& &1�), �1&,+�,+�1%"�%,01�Ɯ)"0601"*�&0�"5-,0"!��0���*,2+1�4&1%&+�,+"�
or more containers. 

This becomes especially useful when multiple containers need read-write 
access to the same directory. For example, containers running an Apache 
web server can centrally store logs to the same directory, making it easier 
to process the logs. 

http://www.thenewstack.io
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Since the directory on the host is created outside of Docker Engine’s 
 ,+1"51Ǿ�&1�&0��3�&)��)"�"3"+��ƞ"/�/"*,3&+$�"3"/6� ,+1�&+"/�,/�"3"+�
stopping Docker Engine. Since this shared mount point is fully outside the 
control of Docker Engine’s storage backend, it is not part of the layered, 
2+&,+�Ɯ)"0601"*��--/,� %ǽ

This technique is the most popular one used by DevOps teams. Referred 
to as data volumes�&+��, ("/Ǿ�&1�,ƛ"/0�1%"�#,)),4&+$��"+"Ɯ10ǿ

• Data volumes can be shared and reused across multiple containers.

• Changes made to a data volume are made directly, bypassing the 
engine’s storage backend image layers implementation.

• Changes applied to a data volume will not be included when the image 
gets updated.

• Data volumes are available even if the container itself is deleted.

Shared Multi-Host Storage
�%&)"��,1%�1" %+&.2"0�!&0 200"!���,3"�,ƛ"/�3�/6&+$�)"3")0�,#�-"/0&01"+ "�
�+!�!2/��&)&16Ǿ�1%"/"�&0�,+"�*�',/�!/�4�� (�4&1%�1%"*�ȕ�1%"6�*�("�1%"�
containers nonportable. The data residing on the host will not move along 
with the container, which creates a tight bind between the host and 
container. 

�201,*"/0�!"-),6&+$� ,+1�&+"/&7"!�4,/(),�!0�&+�-/,!2 1&,+�,ƞ"+�/2+�
them in a clustered environment, where multiple hosts participate to 
deliver required compute, network and storage capabilities. This scenario 
demands distributed storage that is made available to all hosts, and is 
then exposed to the containers through a consistent namespace. 

�%�/"!�Ɯ)"0601"*0Ǿ�02 %��0�Ceph, GlusterFS, Network File System (NFS) 
�+!�,1%"/0Ǿ� �+��"�20"!�1,� ,+Ɯ$2/"���!&01/&�21"!�Ɯ)"0601"*�,+�"� %�%,01�

http://www.thenewstack.io
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https://www.gluster.org/
https://en.wikipedia.org/wiki/Network_File_System
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Source: Janakiram MSV
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running Docker containers. By creating a consistent naming convention 
�+!�2+&Ɯ"!�+�*"0-� "Ǿ��))�/2++&+$� ,+1�&+"/0�4&))�%�3"��  "00�1,�1%"�
underlying durable storage backend, irrespective of the host from which 
they are deployed. 

�%�/"!�*2)1&Ȓ%,01�01,/�$"�1�("0��!3�+1�$"�,#���!&01/&�21"!�Ɯ)"0601"*�
combined with the explicit storage technique. Since the mount point is 
available on all nodes, it can be leveraged to create a shared mount point 
among containers. 

Containerized workloads running on orchestration engines deployed in 
-/,!2 1&,+�"+3&/,+*"+10� �+� ,+Ɯ$2/"���!&01/&�21"!�Ɯ)"0601"*�,+���
subset of cluster nodes. These nodes will be designated for scheduling 
containers that need long-term durability and persistence. 

http://www.thenewstack.io
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Orchestration engines provide a mechanism to specify hosts during the 
0 %"!2)&+$�,#� ,+1�&+"/0ǽ��, ("/��4�/*�Ɯ)1"/0� ,*"�4&1%�container 
 ,+Ɯ$2/�1&,+�Ɯ)1"/0Ǿ�4%& %�!"Ɯ+"�1%"�+,!"0�1,�20"�4%"+� /"�1&+$��+!�
running containers. In Kubernetes, labels can be used to target a set of 
nodes when deploying pods. Kubernetes also utilizes Pet Sets, a group of 
stateful pods that have a stronger requirement for identity. 

Typical Operations Supported By Host-Based 
Persistence
Thanks to tight integration with the core container engine, host-based 
-"/0&01"+ "�&0�1%"�0&*-)"01�1,� ,+Ɯ$2/"ǽ��"3"),-*"+1�,/�,-"/�1&,+0�1"�*0�
-"/#,/*�1%"�#,)),4&+$�1�0(0�1,�"+��)"�%,01Ȓ��0"!�-"/0&01"+ "�ȕ�4"��/"�
considering explicit shared storage and shared multi-host storage 
0 "+�/&,0�#,/�1%&0�4,/(Ɲ,4ǿ�

• Create volumes:��%&0�&0�1%"�Ɯ/01�01"-�#,/�"+��)&+$�-"/0&01"+ "�&+�
containers. It results in the Docker Engine creating a designated 
3,)2*"�4%& %�-,&+10�1,�1%"�%,01�Ɯ)"0601"*ǽ

• Launching stateful containers: The persistent volumes are then 
associated with one or more containers during launch time. 

• Backing up data: Data stored in volumes can be easily backed up to 
��1�/�,/�7&-�Ɯ)"ǽ��"#"/�1,�Docker documentation for guidance on this 
process. 

• Migrating and restoring data: The backed up data can then be 
*&$/�1"!�,/�/"01,/"!�,+���!&ƛ"/"+1�%,01��6� /"�1&+$���+"4�!�1��3,)2*"�
�+!�!" ,*-/"00&+$�1%"�Ɯ)"ǽ

• Deleting volumes:���1��3,)2*"0��/"�+,1��21,*�1& �))6�!")"1"!��ƞ"/�
removing associated containers; they will need to be manually deleted 
by the operations team.

http://www.thenewstack.io
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• �,+Ɯ$2/&+$���!&01/&�21"!�Ɯ)"0601"*�ț,-1&,+�)Ȝǿ In multi-host 
0 "+�/&,0Ǿ����*�6�%�3"�1,� ,+Ɯ$2/"���0%�/"!�Ɯ)"0601"*Ǿ�0-�++&+$�
multiple physical or virtual servers.  

Top Use Cases for Using Host-based 
Persistence 
Host-based persistence may be considered for the following scenarios:

• Databases: It can be faster to write to a volume than the copy-on-
write layer. This is applicable when running relational and NoSQL 
databases.

• Host-mounting source code: In a development environment where 
source code needs to be shared between the host and containers, 
host-based persistence comes in handy. Since the container accesses 
the same version as the host, it’s easy to debug and test in a container 
"+3&/,+*"+1ǽ���"3"),-"/0�4,/(�&+�1%"&/�+,/*�)����Ǿ�"!&1&+$�Ɯ)"0�,+�
1%"&/�), �)��, ("/�%,01Ǿ��+!�1%,0"� %�+$"0��/"�/"Ɲ" 1"!�&**"!&�1")6�
inside the container.

• Master-Worker: In a scenario where data needs to be shared with 
two containers acting as master and worker, host-based persistence 
should be used. For example, the data aggregated by the master 
container is processed by a worker container. 

Volume Plugins
Although host-based persistence is a valuable addition to Docker for 
0-" &Ɯ �20"� �0"0Ǿ�&1�%�0�1%"�0&$+&Ɯ �+1�!/�4�� (�,#�)&*&1&+$�1%"�
-,/1��&)&16�,#� ,+1�&+"/0�1,���0-" &Ɯ �%,01ǽ��1��)0,�!,"0+ȉ1�1�("��!3�+1�$"�
of specialized storage backends optimized for data-intensive workloads. 
To solve these limitations, volume plugins have been added to Docker to 
extend the capabilities of containers to a variety of storage backends, 

http://www.thenewstack.io
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without forcing changes to the application design or deployment 
architecture. 

Starting with version 1.8, Docker introduced support for third-party 
volume plugins. Existing tools, including Docker command-line interface 
(CLI), Compose and Swarm, work seamlessly with plugins. Developers can 
even create custom plugins based on Docker’s 0-" &Ɯ �1&,+0��+!�
guidance. 

According to Docker, volume plugins enable engine deployments to be 
integrated with external storage systems and data volumes to persist 
beyond the lifetime of a single engine host. Customers can start with the 
default local driver that ships along with Docker, and move to a third-party 
-)2$&+�1,�*""10�0-" &Ɯ �01,/�$"�/".2&/"*"+10ǽ��,)2*"�-)2$&+0��)0,�"+��)"�
 ,+1�&+"/&7"!��--)& �1&,+0�1,�&+1"/#� "�4&1%�Ɯ)"0601"*0Ǿ�,�'" 1�01,/�$"Ǿ�
�), (�01,/�$"Ǿ��+!�0,ƞ4�/"Ȓ!"Ɯ+"!�01,/�$"ǽ

As of June 2016, Docker supports over a dozen third-party volume plugins 
for use with Azure File Storage, Google Compute Engine persistent disks, 
NetApp Storage and vSphere. In addition, projects like Rancher Convoy 
can provide access to multiple backends at the same time.

Basics of Volume Plugin Architecture
Docker ships with a default driver that supports local, host-based 
3,)2*"0ǽ��%"+��!!&1&,+�)�-)2$&+0��/"��3�&)��)"Ǿ�1%"�0�*"�4,/(Ɲ,4� �+��"�
extended to support new backends. This architecture is based on 
Docker’s philosophy of “batteries included, but replaceable.” The third-
party volume plugins are installed separately, which typically ship with 
their own command line tools to manage the lifecycle of storage volumes. 

Docker’s volume plugins can support multiple backend drivers that 
&+1"/#� "�4&1%�-,-2)�/�Ɯ)"0601"*0Ǿ��), (�01,/�$"�!"3& "0Ǿ�,�'" 1�01,/�$"�
0"/3& "0��+!�!&01/&�21"!�Ɯ)"0601"*0�01,/�$"ǽ�
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Docker Volume Plugin Architecture

Source: Janakiram MSV

Basic volume create

and delete operations.

Docker Client

Docker Daemon

9HQGRU�VSHFLȴF�YROXPH�
snapshot and copy operations

Plugin Client

Plugin Daemon

Vendor-supported 

backend drivers

Storage Backend 1

Storage Backend 2

Storage Backend 3

Storage Backend...

FIG 4:��%&/!Ȓ-�/16�3,)2*"�-)2$&+0�21&)&7"�1%"�0�*"�4,/(Ɲ,4��3�&)��)"�1,��, ("/�!/&3-
ers.

Typical Operations Supported By Volume 
Plugins
Volume plugins typically install a daemon responsible for managing the 
interaction with storage backends. A client in the form of a command-line 
&+1"/#� "�ț���Ȝ�1�)(0�1,�1%"�!�"*,+�1,�-"/#,/*�01,/�$"Ȓ0-" &Ɯ �1�0(0�,+�
the volume. The operations supported by the CLI go beyond the standard 
tasks that the Docker CLI can perform. 

The volume plugin clients enable the following tasks as part of the 
lifecycle management:

• Creating provisioned volumes: This step involves creating devices 
that can be accessed while creating a volume from a standard Docker 
CLI. 

http://www.thenewstack.io
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Flocker: Apps and Data Flocking Together 

Source: The New Stack
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• Taking snapshot of volumes: Many plugins support creating point-
in-time snapshots of volumes. These incremental snapshots only 
contain the delta of changes made since the last snapshot, thus 
maintaining a small size.

• Backing up snapshots to external sources: Optionally, volume 
plugin tools support backing up snapshots to sources such as Amazon 
S3 and Azure Storage. 

• Restoring volumes on any supported host: Plugins enable easy 
migration of data from one host to another by restoring the backups 
and snapshots. 

Flocker from ClusterHQ�&0�,+"�,#�1%"�Ɯ/01�3,)2*"�-)2$&+0�1,�&+1"$/�1"�4&1%�
Docker. The Flocker data volume, called a dataset, is portable and can be 
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used with any container within the cluster. It manages Docker containers 
and data volumes together, enabling the volumes to follow the containers 
4%"+�1%"6�*,3"��"14""+�!&ƛ"/"+1�%,010�&+�1%"� )201"/ǽ

Flocker works with mainstream orchestration engines such as Docker 
Swarm, Kubernetes and Mesos. It supports storage environments ranging 
from Amazon Elastic Block Store (EBS), GCE persistent disk, OpenStack 
Cinder, vSAN, vSphere and more. 

There are many open source volume plugins to support a variety of 
storage backends. Please refer to Docker’s plugin page for the latest list of 
available plugins. 

Top Use Cases for Volume Plugins
Volume plugins target scenarios typically used in production 
"+3&/,+*"+10ǽ��%"�#,)),4&+$�)&01�%&$%)&$%10�!&ƛ"/"+1�20"� �0"0ǿ

• Data-intensive applications: Since volume plugins have drivers for 
specialized storage backends, they can deliver the required 
performance demanded by data-intensive workloads such as big data 
processing and video transcoding.  

• Database migration: Volume plugins make it easy to move data 
across hosts in the form of snapshots, which enable migration of 
production databases from one host to another with minimum 
downtime. Through this, containers in production environments can 
be migrated to powerful hosts or virtual machines. 

• Stateful application failover: Using volume plugins with a 
supported shared storage backend like Amazon EBS, customers can 
manually failover containers to a new machine and reattach an 
existing data volume. This enables transparent failover of stateful 
applications. 

http://www.thenewstack.io
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• Reduced Mean Time Between Failures (MTBF): With volume 
plugins connected via a shared storage backend, operations teams 
can speed up cluster time-to-recovery by attaching a new database 
container to an existing data volume. This results in faster recovery of 
failed systems. 

�+�1%"�+"51�0" 1&,+Ǿ�4"�4&))�1�("��� ),0"/�),,(��1�!&ƛ"/"+1� ,+1�&+"/�01,/�$"�
choices made available by this vibrant ecosystem.

Container Storage Ecosystem
Since storage is a key building block of the container infrastructure, many 
" ,0601"*�-)�6"/0�%�3"�01�/1"!�1,�#, 20�,+��2&)!&+$� ,+1�&+"/Ȓ0-" &Ɯ �
01,/�$"�,ƛ"/&+$0ǽ�

�%"� ,+1�&+"/�01,/�$"�" ,0601"*� �+��"��/,�!)6� )�00&Ɯ"!�&+1,�0,ƞ4�/"Ȓ
!"Ɯ+"!�01,/�$"�-/,3&!"/0Ǿ�0-" &�)&7"!��--)&�+ "0�-/,3&!"/0��+!��), (�
storage providers. While there are a few dozen entities delivering storage 
solutions from the container ecosystem, we will explore some of the 
prominent players from each category.  

�,ƞ4�/"Ȓ�"Ɯ+"!��1,/�$"��/,3&!"/0
The rise of containers in enterprise has led to the creation of a new class 
of storage optimized for containerized workloads. Existing storage 
technologies, such as network-attached storage (NAS) and storage area 
network (SAN), are not designed to run containerized applications. 
�,ƞ4�/"Ȓ!"Ɯ+"!�01,/�$"���01/� 10�1%"0"�1/�!&1&,+�)�16-"0�,#�01,/�$"�1,�
expose the virtual disks to the more modern applications. 

�,+1�&+"/Ȓ!"Ɯ+"!�01,/�$"Ǿ���+"4��/""!�,#�01,/�$"Ǿ�&0���),$& �)�"3,)21&,+�,#�
0,ƞ4�/"Ȓ!"Ɯ+"!�01,/�$"Ǿ�4%& %�&0�-2/-,0"Ȓ�2&)1�1,�*�1 %�1%"�0&*-)& &16Ǿ�
-"/#,/*�+ "��+!�0-""!�,#� ,+1�&+"/0ǽ��,+1�&+"/Ȓ!"Ɯ+"!�01,/�$"�/2+0�,+�
commodity hardware, featuring a scale-out block storage, which in itself is 
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!"-),6"!��0��� ,+1�&+"/ǽ��1�-/,3&!"0�-"/Ȓ ,+1�&+"/�01,/�$"Ǿ�!&01/&�21"!�Ɯ)"�
�  "00Ǿ�2+&Ɯ"!�$),��)�+�*"0-� "Ǿ�Ɯ+"Ȓ$/�&+"!��  "00� ,+1/,)Ǿ��+!���1&$%1�
&+1"$/�1&,+�4&1%�1%"� )201"/�*�+�$"*"+1�0,ƞ4�/"ǽ���+6�-/,3&!"/0�*�("�
money by selling these services on top of commodities or bundled with a 
 ),2!�-/,3&!"/ȉ0�,ƛ"/&+$ǽ

�+"�,#�1%"�("6��!3�+1�$"0�,#�20&+$�0,ƞ4�/"Ȓ!"Ɯ+"!�01,/�$"�#,/�
containers is the ability to virtualize storage, which may be based on faster 
solid-state drives (SSD) or magnetic disks. Aggregating disparate storage 
"+��)"0����1,�21&)&7"�"5&01&+$�01,/�$"�&+3"01*"+10ǽ��,*"�Ɲ�3,/0�,#�
 ,+1�&+"/Ȓ!"Ɯ+"!�01,/�$"� �+��21,*�1& �))6�-)� "��ȡ�Ȓ&+1"+0&3"�!�1�0"10�
on faster SSDs while moving the archival data to magnetic disks. This 
delivers the right level of performance for workloads, such as online 
1/�+0� 1&,+�-/, "00&+$�ț����ȜǾ�4%& %�!"*�+!�%&$%�&+-21ȡ,21-21�
operations per second (IOPS). 

��+6� ,*-�+&"0��/"�4,/(&+$�,+�&+1"$/�1&+$�0,ƞ4�/"Ȓ!"Ɯ+"!�01,/�$"�4&1%�
containers, with many of them selling appliances or Storage as a Service. 
Portworx, Hedvig, CoreOS Torus, EMC libStorage, Joyent Manta and 
Blockbridge��))�-/,3&!"�!"3"),-"/0�4&1%��  "00�1,�1%"&/�0,ƞ4�/"�4&1%,21�
requiring them to buy something else. StorageOS, Robin Systems and 
Quobyte are examples of companies that do not provide unbundled 
�  "00�1,�1%"&/�0,ƞ4�/"ǽ

Storage Appliance Providers
The virtualization of compute, storage and networking led to the evolution 
,#�0,ƞ4�/"Ȓ!"Ɯ+"!�&+#/�01/2 12/"ǽ��"+!,/0�)&("��"))Ǿ������+!��21�+&5�
started to ship appliances that delivered datacenters in a box. These 
appliances came with bundled hypervisor, storage and networking 
 �-��&)&1&"0Ǿ��),+$�4&1%�*�+�$"*"+1�0,ƞ4�/"�1,�,/ %"01/�1"�1%"�3&/12�)�
infrastructure. 
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With containers becoming a popular choice, some startups are building 
appliances that deliver end-to-end infrastructure for containerized 
workloads. They have purpose-built converged infrastructure for 
containers that comes with network interoperability and persistent 
storage. 

�,�&+��601"*0��+!��,/14,/5��/"�14,�,#�0"3"/�)�0,ƞ4�/"Ȓ!"Ɯ+"!�01,/�$"�
-/,3&!"/0�1%�1�0"))�0,ƞ4�/"��--)&�+ "0ǽ�Diamanti is an early mover in the 
space of container-based converged infrastructure. Its appliance comes 
),�!"!�4&1%�&+!201/6Ȓ01�+!�/!�0,ƞ4�/"�ȕ��&+25Ǿ��, ("/��+!� %,& "�,#�
,/ %"01/�1&,+�"+$&+"�ȕ��21�&1ȉ0�2+&.2"��" �20"�&1�-/,3&!"0� ,+1�&+"/�
networking at the hardware level. Other companies, such as DateraǾ�,ƛ"/�
storage appliances as solutions for container use cases.

As containers become mainstream in the enterprise, we can expect to see 
the rise of converged infrastructure for containerized workloads. 
Containers solve the problem of assembling the right technology stack for 
cloud-native applications and microservices.

Object and Block Storage Providers
�"6��"+"Ɯ10�,#�/2++&+$� ,+1�&+"/0��/"�/"�)&7"!�4%"+�1%"6��/"�!"-),6"!�&+�
4"�Ȓ0 �)"�"+3&/,+*"+10ǽ��201,*"/0�)"3"/�$&+$�-2�)& � ),2!0�,ƞ"+�/")6�,+�
object storage services, such as Amazon S3, IBM Bluemix Object Storage 
and Joyent Manta, as well as block storage devices such as Elastic Block 
Storage (EBS) or Google Compute Engine (GCE) persistent disks. To enable 
easy integration with the infrastructure, these cloud providers are 
investing in storage drivers and plugins that bring persistence to 
containers. DevOps teams can host image registries in the public cloud 
backed by object storage. Block storage devices deliver performance and 
durability to workloads.

These investments in storage drivers and plugins by cloud providers are 
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primarily meant to run hosted container management services or 
�,+1�&+"/0��0����"/3& "�ț����Ȝ�,ƛ"/&+$0ǽ��" "+1)6Ǿ��1��, ("/�,+�ǗǕǖǛǾ�
Docker announced native support for AWS and Azure. This will accelerate 
the development and optimization of storage drivers for object and block 
storage.

Summary
Storage is one of the key building blocks of a viable enterprise container 
infrastructure. Though Docker made it easy to add persistence based on 
data volumes, the ecosystem is taking it to the next level. Volume plugins 
are a major step towards integrating containers with some of the latest 
innovations in the storage industry. Providers are making it possible to tap 
into the power of enterprise storage platforms.

�ƞ"/�/"3,)21&,+&7&+$�1%"�3&/12�)&7�1&,+�*�/("1Ǿ�0,ƞ4�/"Ȓ!"Ɯ+"!�01,/�$"�&0�
poised to witness a huge growth with containers. The concept of mixing 
�+!�*�1 %&+$�),4Ȓ ,01�*�$+"1& �!&0(0�4&1%��!3�+ "!�Ɲ�0%��+!�����4&))�
�"+"Ɯ1�"+1"/-/&0"0�/2++&+$� ,+1�&+"/&7"!�4,/(),�!0�&+�-/,!2 1&,+Ǿ�02 %�
as IBM FlashSystem arrays being used to power cognitive computing 
services. This combination can use existing commodity hardware to build 
storage pools consumed by cloud-native applications.

It’s only a matter of time before converged infrastructure embraces 
containers to deliver turn-key infrastructure platforms optimized to run 
complex workloads. The compute building block that relies on hypervisors 
�+!���0�&0�$/�!2�))6�0%&ƞ&+$�1,� ,+1�&+"/0ǽ��"+!,/0Ǿ�)&("��&�*�+1&Ǿ��/"�
gearing up to ride the new wave of converged infrastructure powered by 
containers.

Public cloud providers with robust storage infrastructure are getting ready 
#,/� ,+1�&+"/0ǽ���'" 1�01,/�$"Ǿ��), (�01,/�$"��+!�0%�/"!�Ɯ)"0601"*�
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services will get dedicated drivers and plugins to maintain images in 
-/&3�1"�/"$&01/&"0��+!�/2+��ȡ�Ȓ&+1"+0&3"� ,+1�&+"/&7"!�4,/(),�!0�&+�1%"�
cloud. Containers as a Service will also drive the demand for native drivers 
for public cloud storage.
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SOFTWARE-BASED   
NETWORKING AND 
SECURITY

In this discussion with Hari Krishnan and Harmeet 
Sahni of Nuage Networks, we talk about how to 
20"�0,ƞ4�/"Ȓ!"Ɯ+"!�+"14,/(&+$�ț���Ȝ�1,��!!/"00�
the networking and security needs of containers. 

SDN can help prevent infrastructure-related performance 
�,11)"+" (0Ǿ��0�4"))��0�-/,3&!"�1%"�Ɯ+"Ȓ$/�&+"!�-,)& 6�"+#,/ "*"+1�
that allows users to handle dynamic container environments. 
Nuage Network’s Virtual Services Platform (VSP) provides these 
capabilities in all types of cloud environments, featuring user intent-
#, 20"!�!"Ɯ+&1&,+Ǿ�3&/12�)�/,21&+$��+!�04&1 %&+$� ,*-,+"+10Ǿ��+!�
more. Listen on SoundCloud or Listen on YouTube

Hari Krishnan�&0�0"+&,/�!&/" 1,/�,#�-/,!2 1�*�+�$"*"+1�#,/�0" 2/&16�
�1��2�$"��"14,/(0Ǿ��+�����3"+12/"�#/,*��,(&�ǽ��/&0%+�+��/&+$0�,3"/�
ǖǝ�6"�/0�,#�"5-"/&"+ "�)"�!&+$�-/,!2 1�*�+�$"*"+1Ǿ�01/�1"$6��+!�

*�/("1&+$�#,/�+"14,/(�0" 2/&16Ǿ����Ǿ� ),2!Ǿ�3&/12�)&7�1&,+Ǿ����+"14,/(&+$��+!�
*�+�$"*"+1�0,ƞ4�/"�-/,!2 10�1,�"+1"/-/&0"��+!�0"/3& "�-/,3&!"/�*�/("10ǽ��"�
-/"3&,20)6�%")!�)"�!"/0%&-�/,)"0��1��&0 ,Ǿ���4�/"Ǿ�	ǚ��"14,/(0��+!��,*&+2*ǽ

Harmeet Sahni,�!&/" 1,/�,#�-/,!2 1�*�+�$"*"+1��1��2�$"�
�"14,/(0Ǿ�)"�!0�-/,!2 1�*�+�$"*"+1��+!�-/,!2 1�01/�1"$6�#,/�
 ,+1�&+"/�+"14,/(&+$Ǿ�%6�/&!� ),2!��+!�&+1"$/�1&,+0�4&1%��--)& �1&,+�

!")&3"/6�-�/1+"/0ǽ���/*""1��/&+$0�,3"/�ǖǚ�6"�/0�,#�"5-"/&"+ "�)"�!&+$�-/,!2 1�
*�+�$"*"+1Ǿ�01/�1"$6��+!�!"3"),-*"+1�,#����Ǿ� ),2!��--)& �1&,+�!")&3"/6Ǿ�
�+�)61& 0��+!�+"14,/(�&+#/�01/2 12/"�0,ƞ4�/"�-/,!2 10�1,�"+1"/-/&0"��+!�
0"/3& "�-/,3&!"/� 201,*"/0ǽ��"�-/"3&,20)6�%")!�)"�!"/0%&-�/,)"0��1��&3"/�"!�
�" %+,),$6��+!�
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IDENTIFYING  
AND SOLVING ISSUES 
IN CONTAINERIZED 
PRODUCTION 
ENVIRONMENTS
�6�VIVEK JUNEJA

S
o you have an application that is composed around containers. 
You have lightweight base images, a centralized container 
registry, and integration with the deployment and continuous 

&+1"$/�1&,+�ț��Ȝ�-&-")&+"�ȕ�"3"/61%&+$�+""!"!�1,�$"1� ,+1�&+"/0�4,/(&+$��1�
full scale on your hardware. For running a multitier application, you spent 
time on using a service discovery mechanism for your application 
containers. You have a logging mechanism that pulls out the information 
from each container and ships them to a server to be indexed. Using a 
monitoring tool that is well suited for this era when machines are dispos-
able, you see an aggregate of your monitoring data, giving you a view of 
the data grouped around container roles. Everything falls nicely into place. 

You’re ready to take this to the next level by connecting your pipeline to 
production. The production environment is where the containers will see 
the most entropy. Rolling containers into production requires that you 
spend your time building a canary release system to implement a rolling 
upgrade process. Every change travels neatly from the development 
environment to your production environment, shutting down one 
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container at a time and replacing them with a brand new version of your 
code. This is what usually comes to mind when we talk about adopting 
containers at a high level.

However, to the true practitioner, this is the tip of the iceberg. Doing 
everything mentioned earlier still does not guarantee a perfect 
environment for your containers. There’s still potential to have your plans 
!"/�&)"!Ǿ��+!�4,/0"Ǿ� /"�1"� ,+!&1&,+0�1%�1�*�6�0%�("�6,2/� ,+Ɯ!"+ "�&+�
containers. We’ll explore these issues around container networking, 
storage and security.

Container Networking
Containers do not live in isolation; they need to connect with other 
services. Containers need to be discoverable and available for connection 
1,�,1%"/�0"/3& "0ǽ��//"0-" 1&3"�,#�1%"&/�), �1&,+�&+���$&3"+�Ɲ""1�,#�*� %&+"0Ǿ�
the goal is to reliably and quickly reach out to a destination container. 
�"14,/(&+$�&+�1%"� ,+1�&+"/�/"�)*�&0�,ƞ"+�&+1"/14&+"!�4&1%�0"/3& "�
discovery. While networks change across development, testing and 
production environments, service discovery remains consistent across 
environments. This means that the service discovery mechanism must 
remain common across the varied networks where containers are 
deployed. 

If you have just started using containers in production, there are some key 
questions that need answering to help stabilize your approach:

• �,4�!,�6,2�0")" 1�1%"�/&$%1�+"14,/(� ,+Ɯ$2/�1&,+�#,/���$&3"+�
scenario? Should you use a bridge, overlay, underlay or another 
networking approach?

• How does service discovery integrate with the various container 
+"14,/(� ,+Ɯ$2/�1&,+0Ȅ
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• How do you monitor a container network and identify bottlenecks 
with its performance?

• How do you visualize a network topology running across multiple 
hosts?

• How do you secure container networks?

• How do you isolate networks when running containers belonging to 
varied tenants on the same physical or virtual hosts?

We will address each of these concerns before moving on to other 
misunderstood aspects of containers in production.

�"14,/(��,+Ɯ$2/�1&,+
It is recommended to have the containers use the host network, instead of 
a bridged network, if the services running in the container need to be 
exposed to outside users. This is primarily because the bridged network 
causes latency due to the virtual Ethernet (vEth) network connection. 
�%"+� ,+1�&+"/0�20"�1%"�%,01�+"14,/(Ǿ�-,/1�+2*�"/� ,+Ɲ& 10� ,2)!��"���
cause of concern. To resolve that, the application service in the container 
&0� ,+Ɯ$2/"!�1,�/2+�,+���!6+�*& �-,/1�-/,3&!"!��1�/2+1&*"Ǿ�/�1%"/�1%�+���
default port. For example, when running a Tomcat container for a Java 
application, the server and Apache JServ Protocol (AJP) port numbers 
could be supplied at runtime using the operating system (OS) environment 
variables. 

docker run -d -e SERVER_HTTP_PORT=8080 -e SERVER_

AJP_PORT=8005 tomcat:8 

The environment (ENV) variables SERVER_HTTP_PORT and SERVER_
AJP_PORT��/"�20"!��0�/"#"/"+ "0Ǿ�0&+ "�1%"��,* �1�&*�$"�&0�*,!&Ɯ"!�1,�
/2+�1%"��,* �1�0"/3"/�,+�1%"�!"Ɯ+"!�0"/3"/�-,/10ǽ��%&0�4&))�-/"3"+1�1%"�
containers from binding to a consistent port on the host, and will allow 
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multiple instances of containers running the same image, at the same 
time, on the same host. 

The host network also prevents the constant change of iptables, which is 
common with the bridge network. You would not want to do that change 
in a production environment where iptables could be used for Ɯ/"4�))�
 ,+Ɯ$2/�1&,+. The bridged network is commonly used in development 
and testing environments to allow multiple concurrent containers of the 
same kind to run on a set of shared hosts. Port mappings are the way to 
allow the bridged containers to be accessed from end users. 

�,+1�&+"/�,/ %"01/�1&,+�-)�1#,/*0Ǿ�)&("��2�"/+"1"0Ǿ��)0,�,ƛ"/���-,!�
model for container networks that share the same IP address. This is 
useful for grouping application services in containers that usually work 
together. 

Docker features overlay networks that enable easy creation of multi-host 
networks with per-container internet protocol (IP) support. Other 
solutions, like Calico, Flannel and Weave, can integrate with Docker as a 
network plugin. This space is rapidly developing, so the advice is to test 
1%"�-"/#,/*�+ "��+!�/")&��&)&16�,#�1%"0"�1" %+,),$&"0�Ɯ/01��"#,/"��!,-1&+$�
them into production. 

Service Discovery and Container Networking
Service discovery is usually an infrastructure concern; it allows 
applications deployed as containers to transparently access each other 
via means like domain name system (DNS). If the containers are deployed 
on the host network in production, then a proxy must exist that is able to 
route incoming requests to the containers. Previously, a service discovery 
solution based on Consul and Registrator was an easy setup mechanism 
for discoverable containers. 

This has evolved, thanks to the introduction of overlay networks and an 
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array of third-party plugins like Calico and Weave. Implementation 
requires use of a key-value store to coordinate network updates across 
hosts. In some solutions, DNS is used as the basis of the service discovery. 
�,4"3"/Ǿ�����%�0�&10�,4+�-&1#�))0Ǿ��0�), �)� � %&+$�*�6��ƛ" 1�1%"�
discovery process in cases where containers are frequently changing or 
moving across hosts. Other solutions include services, like HAProxy or 
�/�"Ɯ(Ǿ�1%�1� �+�4,/(��0���/"3"/0"�-/,56�4&1%�!&ƛ"/"+1�,/ %"01/�1&,+�
backends. 

��-,/1Ȓ��0"!�0"/3& "�!&0 ,3"/6�&0�,ƞ"+�%�/!�1,�20"Ǿ��21�4&))�4,/(�#,/�0*�))Ȓ
scale clusters with minimal applications. Managing the lifecycle of ports 
4%&)"�20&+$�-/,56� ,+Ɯ$2/�1&,+0�#,/�!&0 ,3"/6� ,2)!�0-&/�)�,21�,#� ,+1/,)�
�+!�&0�!&ƛ& 2)1�1,�!"�2$ǽ��#�6,2� %,,0"�1,�&+1"$/�1"���+"14,/(�*,!"�1%�1�
allows IP per-container, use a service discovery mechanism that is 
integrated into the network provider. This reduces the number of moving 
-�/10�&+�1%"�0,)21&,+��+!�0&*-)&Ɯ"0�/")�1&,+0��"14""+�+"14,/(&+$��+!�
service discovery. 

Monitoring and Visualizing Container Networks
When dealing with containers in production, it is important to understand 
how they interact with each other. This is vital to help diagnose issues and 
�))"3&�1"�1%"� %�+ "�,#�*&0 ,+Ɯ$2/�1&,+ǽ��%�+(#2))6Ǿ�1%"� ,+1�&+"/�
ecosystem actively supports this requirement. For instance, Weave Scope 
provides an overview of a containerized application’s interconnections 
across a given set of hosts. 

This is crucial to understanding how containers communicate between 
each other and with other uncontained services. Container-native 
monitoring tools, like SysdigǾ�,ƛ"/���3&"4�,#�/"�)Ȓ1&*"�1/�ƛ& �*,3"*"+1�
across container instances. When the container count increases and 
&+!&3&!2�)� ,+1�&+"/�*,+&1,/&+$��" ,*"0�!&ƛ& 2)1Ǿ�1%"6� �+��"�$/,2-"!�
together. 
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Monitoring and performance management in container networks is the 
-/&*�/6�1,-& �,#�1%"�+"51��+!�Ɯ+�)��,,(�&+��%"��, ("/��+!��,+1�&+"/�
Ecosystem series, Monitoring & Management with Docker and Containers. 
We’ll go more in-depth on this topic then, as the monitoring space itself is 
complicated and extremely important for showing the value of containers 
in production.

Isolating Networks
�%"+�/2++&+$�*2)1&-)"�0"/3& "0��"),+$&+$�1,�!&ƛ"/"+1�1"+�+10�,+�0%�/"!�
infrastructure, isolation needs to be created to protect the network 
connection between related containers. Docker addresses this need with 
20"/Ȓ!"Ɯ+"!�+"14,/(0ǽ��%&0�*"�+0�1%�1� ,+1�&+"/0�,+�1%"�0�*"�1"+�+1�
are connected by a network that is separate from other tenants. Docker 
also provides overlay networks that span across multiple hosts. There 
could be any number of overlay networks, with each ideally being used for 
a related container. 

Container Storage
Containers have become an essential component of the continuous 
delivery (CD) story for most organizations. Moreover, containers are the 
best packaging means for microservices. Running containers in a 
-/,!2 1&,+�"+3&/,+*"+1�"+1�&)0�-2))&+$�,21�)�6"/0�,#�Ɯ)"0601"*� %�+$"0�
�+!�-&)&+$�1%"*Ǿ�,+"�,3"/�1%"�,1%"/Ǿ�&+1,�1%"� ,+1�&+"/�ȕ���-�11"/+�
commonly used in Docker’s popular container runtime. 

Some adoptees have their applications bundled as containers, but still 
rely on local container storage or some form of host-mounted volume. 
While this works on a small scale, this practice quickly runs out of steam 
as it scales across tens, hundreds or thousands of hosts. Most container 
advocates recommend steering away from ephemeral container storage 
and towards moving state outside of the container. 

http://www.thenewstack.io


78Ĵ  NETWORKING, SECURITY & STORAGE WITH DOCKER & CONTAINERS

IDENTIFYING AND SOLVING ISSUES IN CONTAINERIZED PRODUCTION ENV...

Lightweight kernels have emerged over the last few years, purpose-built 
for the demands of applications. This rise is due to the fact that a 
lightweight container image contributes to a faster deployment, which 
then leads to rapid feedback loops for developers. Teams running 
 ,+1�&+"/0�&+�-/,!2 1&,+�"+3&/,+*"+10�,ƞ"+�Ɯ+!�1%"*0")3"0�!,&+$�
general housekeeping, which entails getting rid of old container volumes 
from continuous deployments of new image versions. Regular clean-up 
activity ensures the hosts never run out of storage space and optimizes 
1%"�Ɯ)"0601"*�!/&3"/0ǽ�

Similar to networking, we want to go over some key questions that need 
answering before adopting storage for containers:

• �,4�!,�6,2�0")" 1�1%"�/&$%1�Ɯ)"0601"*�!/&3"/�#,/���!"-),6*"+1� �0"Ȅ

• How do you select the right persistent storage backend for containers?

• How do you reduce the size of the container images?

• �,4�!,�6,2�/"1&/"�,)!� ,+1�&+"/0�1,�(""-�1%"�Ɯ)"0601"*�2+!"/� ,+1/,)Ȅ

Addressing the Filesystem Drivers
Many drivers are available for use with Docker. Advanced multi-layered 
2+&Ɯ �1&,+�Ɯ)"0601"*�țAUFS) is very common; it is stable and has had 
02  "00�&+�!"-),6*"+10ǽ���	��*,2+10��/"�3"/6�#�01Ǿ��+!�#,/�0*�))�Ɯ)"�0&7"0�
&1�,ƛ"/0�+�1&3"�/"�!��+!�4/&1"�0-""!0ǽ��,4"3"/Ǿ�&1� �+� �20"�)�1"+ 6�4&1%�
)�/$"�4/&1"�,-"/�1&,+0Ǿ�-/&*�/&)6��" �20"�,#�&10�!"0&$+ǽ�	,/�)�/$"�Ɯ)"0Ǿ�&1�&0�
better to use a data volume from Docker. 

OverlayFS�&0���/")�1&3")6�+"4�!/&3"/Ǿ��+!�,ƛ"/0�#�01"/�/"�!��+!�4/&1"�0-""!0�
compared to AUFS; however, it is important to have this tested for a 
certain period of time before moving to production, primarily due to its 
+"4�"5&01"+ "�&+�1%"��&+25�("/+")ǽ��, ("/�,ƛ"/0��3"/)�6	���0���!/&3"/Ǿ��+!�
the container runtime rkt also uses it in the new Linux kernels. 
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If you choose to use Device Mapper, and are running multiple containers 
on a host, it is preferred to use real block devices for data and metadata.

Persistent Storage for Containers
The ideal case for a containerized application is to have its state managed 
completely outside the realms of its execution; this means the container is 
leveraging an external data source for all of its state requirements. 
However, you can run stateful services as containers. In that case, you 
could either choose between having a container-managed volume or 
mounting a directory from the host to the containers. You could also use a 
Docker volume plugin, like Flocker, thus allowing the containers to access 
shared storage. Utilizing plugins makes it much easier for containers to use 
multiple hosts while still accessing a persistent block storage. 

It is also possible to build data-only containers. However, that practice is 
now discouraged for production environments because named volumes 
provide better volume management as well as the ability to use other 
drivers for volume storage. Data-only containers can create problems 
when identifying the right data container to use, which becomes 
problematic if you have multiple data containers in your production 
environment. 

�+"�,#�1%"�&002"0�4&1%�%,01Ȓ*�+�$"!�3,)2*"0�&0�-"/*&00&,+� ,+Ɲ& 1ǽ�
��3&+$�Ɯ)"0�,+�1%"�%,01�4&1%�!&ƛ"/"+1�,4+"/0%&-�-/&3&)"$"0� �+� /"�1"�
issues when containerized applications access them. Then you need to 
 %�+$"�1%"�,4+"/0%&-�,#�1%"�%,01Ȓ*�+�$"!�Ɯ)"0�1,�*�1 %�1%"�,-"/�1&+$�
user inside the container. This could be painful to manage if the shared 
%,01�3,)2*"�&0� %�+$"!��6��!!&+$�+"4�Ɯ)"0�#/,*���!&ƛ"/"+1�0,2/ "ǽ�

���"11"/�-/� 1& "�&0�1,� %" (�%,4�,ƞ"+�1%"�-"/0&01"+1�!�1��01,/"� %�+$"0�
outside the context of the containerized application. If the persistent store 
&0�-2/")6�*�+�$"!��6�1%"� ,+1�&+"/Ǿ�*"�+&+$��))�Ɯ)"0��/"� /"�1"!��+!�
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changed by the containerized application, then it’s prudent to use named 
volumes. If the change to the persistent data store is also made outside 
the container, then it’s better to use a data volume that uses host-
*,2+1"!�01,/�$"ǽ��+�1%&0� �0"Ǿ� ,+Ɲ& 1&+$�Ɯ)"�-"/*&00&,+0� ,2)!�-,0"�
 %�))"+$"0ǽ��%"/"#,/"Ǿ�&1�&0�/".2&/"!�1,� %�+$"�1%"�Ɯ)"�-"/*&00&,+0��"#,/"�
the application inside the container accesses them. 

Size of Container Images
The general rule of thumb is to keep the container image size as minimal 
as possible. This helps to reduce the amount of data the container host 
has to fetch when pulling the image from the repository. One way to 
alleviate the problem of overgrown and bloated container images is to 
avoid installing unnecessary packages, especially through the package 
manager built inside the container. For container runtimes that use copy-
,+Ȓ4/&1"�ț���Ȝ�*" %�+&0*0Ǿ�1%&0�!&0 &-)&+"�&+� /"�1&+$��, ("/Ɯ)"0��)0,�
%")-0� /"�1"��)&$%14"&$%1�&*�$"0ǽ��3,&!�2++" "00�/6�)�6"/0�ȕ�1%&0�
&+ /"�0"0�1%"� ,+1�&+"/�&*�$"�0&7"�ȕ��6� ,*�&+&+$�/2+� ,**�+!0�&+1,�
one line, and making them available as one layer when building container 
images. 

When using lightweight base images like Alpine for Docker, you need to 
make sure they comply with apk package manager, which may have 
!&ƛ"/"+1�-� (�$"�+�*"0�#/,*�1%"�,+"0��3�&)��)"�1%/,2$%�-,-2)�/�
package managers like Apt. 

Retiring Old Container Images, Volumes and 
Instances
One common issue when deploying containers is running out of disk 
0-� "�4%&)"�/2++&+$�!&ƛ"/"+1� ,+1�&+"/0��+!�1%"&/��00, &�1"!�3,)2*"0ǽ�
Most host housekeeping mechanisms need to watch out for old container 
images that have been around for a while and do not need to be on the 
host. If your continuous delivery pipeline has been active, putting out tens 
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or hundreds of changes a day in production, it is likely the old images are 
piling up. Deleting the unused container images is one tactic available 
through container runtime tooling. A container runtime like Docker 
prevents deletion of container volumes when deleting the container 
instances. 

�,4"3"/Ǿ�&1�&0�,ƞ"+�1%"� )"�+2-�-/, "00�1%�1� /"�1"0�1%"�*,01� ,+#20&,+ǽ�
Data containers behave like ordinary containers and can be mistakenly 
Ɲ�$$"!�#,/�!")"1&,+�4%&)"�-"/#,/*&+$� )"�+&+$�� 1&3&1&"0ǽ��,3&+$�1,�+�*"!�
volume containers prevents mix-up with the ordinary application 
containers. As for the actual named volumes, the removal of the container 
4&))�+,1��ƛ" 1�1%"�+�*"!�3,)2*"0Ǿ��+!�1%20�1%"�+�*"!�3,)2*"0� �+��"�
reused across the lifecycle of multiple containers. 

Container Security
�%"+� ,+1�&+"/0�Ɯ/01�01�/1"!��" ,*&+$�-,-2)�/Ǿ�,+"�,#�1%"�*�&+� ,+ "/+0�
was whether containers were secure. This concern became more 
prominent when considering whether to use containers on a shared host 
running varied tenants. With the granular permission models now 
available in container runtimes, and with the isolated user, network and 
process namespaces, the state of container security has greatly stabilized. 
There are still some areas of debate and concern, however. Allowing 
containers to use secrets like credentials or access keys is still in 
contention. 

Security concerns also impact the way container storage and networks 
are implemented. Vulnerability scans and signed container images are 
becoming well-known practices amongst developers. Container 
marketplaces like Docker’s Hub and Store, have already implemented 
0,*"�,#�1%"0"�-/� 1& "0Ǿ�4%& %��"+"Ɯ1�20"/0�4%,�*�6�%�3"�)&*&1"!�,/�+,�
understanding of these problems. 
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Here are some key questions that need to be answered when considering 
the security of container deployments in production environments:

• How do you propagate critical security patches to container images in 
the production environment?

• How do you validate container images obtained from external 
sources?

• �,4�!,�6,2�"+��)"�3"/&Ɯ �1&,+�,#�1%"� ,+1�&+"/�&*�$"0��"#,/"�
deploying them in production?

• How do you allow containers to have access to secure keys and 
credentials without exposing them to the host or other colocated 
containers?

• How do you prevent a compromised container from disturbing the 
host or other colocated containers?

• How do you test for secure container deployments?

Integrating Security Patch to Container Base 
Images
Containerized applications are composed of a base image and the 
�--)& �1&,+�)"3")� %�+$"0Ǿ�4%& %��/"�1%"+���("!�&+1,�1%"�Ɯ+�)�&*�$"�#,/�
deployment. Usually, the base image is the one that remains less prone to 
changes, while the application changes are constantly baked in through 
continuous integration. When security changes are proposed in the form 
of patches to the operating environment, the change is passed on to the 
base image. 

The base image is rebuilt with the planned change, and is then used as a 
new base image to rebuild the application containers. It is important to 
have a consistent image across all environments. A change in the base 
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image is like any other change and is passed to the production 
environment using the continuous delivery pipeline. 

Trusted Container Images and Deployment 
Docker introduced Content Trust from version 1.8 onwards. It uses the 
developer or publisher’s private key to sign the image before pushing the 
image to the registry. When fetching the same image, the public key of the 
!"3"),-"/�&0�20"!�#,/�3"/&Ɯ �1&,+ǽ��%&0�*" %�+&0*� �+��"�&+1"$/�1"!�&+�1%"�
 ,+1&+2,20�&+1"$/�1&,+��+!�!"-),6*"+1�-&-")&+"ǽ��, ("/��)0,�,ƛ"/0��+�
enterprise-grade image storage solution called Docker Trusted Registry. 
/(1��)0,�,ƛ"/0�1/201"!��2&)!0��+!�!"-),6*"+1Ǿ��+!� �+��"� ,+Ɯ$2/"!�1,�
obtain the keys either from the local store or a remote metadata store. 

Access Secrets from Containers
Secrets include any information that you would not want to leak out to 
unauthorized agents, but are required by the container to access external 
resources. Common ways to inject these secrets has been to use 
environment variables or to bundle them in a build manifest. 

�,1%��--/,� %"0�%�3"�&+%"/"+1�Ɲ�40�1%�1� �+�"5-,0"�1%"�0" /"10�1,�
unauthorized agents. Deploying containers on AWS that need secret keys 
can take advantage of the identity and access management (IAM) roles 
instead of passing keys insecurely. The EJSON library from Shopify allows 
you to encrypt secret information, which can be committed to the source 
code repository. Keywhiz from Square and Vault from HashiCorp also act 
as key-value stores.

Separating Compromised Containers
A compromised container can potentially disarm the container host. One 
way to address this is to enable SELinux and SVirt. SVirt works with Docker 
to disallow container processes from getting access to the host system. A 
detailed account has been shared by Project Atomic. 
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CoreOS has also integrated SVirt with the rkt runtime; it is available by 
default whenever a new container is run. This is especially critical if the 
developer uses an untrusted container image from the public web without 
&+0-" 1&,+ǽ��)1"/+�1&3")6Ǿ�#,/��, ("/Ǿ�1%"�Ɲ�$�ȒȒ �-Ȓ!/,-��)),40�
permissions to be revoked from a given container. 

Secure Container Deployments
The Docker Bench program  provides an automated tool that checks 
against all the best practices as advocated in the Center for Internet 
Security (CIS) Benchmark v1.11 report. This will help identify hotspots in 
your infrastructure that need attention before putting services into 
production. Another important step is to have a secure container host. 
The Docker security deployment guidelines is a good resource to 
strengthen your Docker container runtime environment.  

Summary
�2  "00#2))6��!,-1&+$� ,+1�&+"/0�&0���!&ƛ& 2)1�1�0(�#,/�*�+6ǽ��!,-1&+$�1%"�
use of containers in production environments is not possible without 
giving an enormous amount of consideration to container networking, 
storage and security. As more organizations practice this art, new patterns 
and practices will emerge, making container deployments the de facto for 
any applications built in the future. The goal is to rethink how security, 
storage and networking will evolve when container count increases in 
production, running not just tens or hundreds of nodes, but thousands at 
a time.
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BUILDING THE   
FOUNDATION OF 
SECURE CONTAINERS

In this discussion with Nathan McCauley of Docker, 
4"�1�)(���,21�1%"�!&ƛ"/"+1�4�60�1%�1�20"/0�%�3"�
come to think about Docker security over the 
years. McCauley explained that many early 

security concerns stemmed from users not being familiar with the 
technology at play. Docker has addressed these concerns in the 
base platform over the years, aided by a movement in the DevOps 
community towards embracing container technology and how it 
can help them achieve their security goals. The discussion also 
covers Docker 1.12’s native Swarm orchestration mode, and some 
additional security features like cryptographic node identity.  
Listen on SoundCloud or Listen on YouTube

Nathan McCauley�&0�!&/" 1,/�,#�0" 2/&16��1��, ("/ǽ��&0�&+1"/"010��/"�
 /6-1,$/�-%6Ǿ�!&01/&�21"!�1/201��+!�0601"*0�0" 2/&16ǽ��"#,/"��, ("/�
%"�4,/("!��1��.2�/"��+!��/5�+��" %+,),$&"0ǽ

http://tnstack.io/4nagzW
https://soundcloud.com/thenewstackanalysts/tnsa-ebook4-docker-nathan-mccauley
https://youtu.be/j5XJ1Vsu1O0
https://youtu.be/j5XJ1Vsu1O0
https://soundcloud.com/thenewstackanalysts/tnsa-ebook4-docker-nathan-mccauley
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Avi Vantage Platform (Avi Networks) Overlays and Virtual Networking Tools

A software-based application delivery solution that integrates with container-based environments to provide 

G\QDPLFDOO\�FRQȴJXUHG�ORDG�EDODQFLQJ��VHUYLFH�GLVFRYHU\��DSSOLFDWLRQ�PDSSLQJ��DQG�DXWR�VFDOLQJ�FDSDELOLWLHV��ΖW�
DOVR�SURYLGHV�PRQLWRULQJ�DW�WKH�VHUYLFH�IDEULF�OHYHO�

Aviatrix (Aviatrix)   

6HFXUHO\�FRQQHFWV�FRQWDLQHU�JURXSV�DQG�HQIRUFLQJ�SROLFLHV�DFURVV�GLVWULEXWHG�K\EULG�DQG�SXEOLF�FORXGV�

Big Cloud Fabric (Big Switch Networks)   

$�GDWD�FHQWHU�IDEULF�EXLOW�XVLQJ�RSHQ�QHWZRUNLQJ�VZLWFKHV�DQG�6'1�FRQWUROOHU�WHFKQRORJ\��ΖW�HQDEOHV�FRQWDLQHU�
QHWZRUNLQJ�ZLWK�'&�26��'RFNHU�DQG�.XEHUQHWHV�

Bluemix Virtual Private Network (VPN) (IBM)   

3URYLGHV�D�VHFXUH�Ζ3�OD\HU�FRQQHFWLYLW\�EHWZHHQ�\RXU�on-premises data center and \RXU�%OXHPL[�FORXG��An 

Ζ3VHF�FRPSDWLEOH�931�JDWHZD\�LV�UHTXLUHG�LQ�\RXU�RQ�SUHPLVHV�GDWD�FHQWHU�

Open Source Canal (Tigera) Overlays and Virtual Networking Tools

$�FRPPXQLW\�GULYHQ�LQLWLDWLYH�WKDW�LQWHJUDWHV�WKH�&DOLFR�DQG�ȵDQQHO�QHWZRUNLQJ�SURMHFWV��$SSO\LQJ�&DOLFRȇV�
LQGXVWU\�OHDGLQJ�QHWZRUN�SROLF\�HQIRUFHPHQW�FDSDELOLWLHV�WR�ȵDQQHOȇV�EURDG�UDQJH�RI�FRQQHFWLYLW\�RSWLRQV��
&DQDO�UHSUHVHQWV�WKH�EHVW�RI�EUHHG�SROLF\�EDVHG�QHWZRUNLQJ�VROXWLRQ�IRU�FORXG�QDWLYH�DSSOLFDWLRQV�

Open Source Cisco Application Centric Infrastructure (Cisco) Overlays and Virtual Networking Tools

$&Ζ�LV�XVHG�ZLWKLQ�1H[XV�VZLWFKHV��ΖW�XVHV�D�VRIWZDUH�GHȴQHG�QHWZRUNLQJ�SROLF\�PRGHO�DFURVV�QHWZRUNV��
VHUYHUV��VWRUDJH��VHFXULW\�DQG�VHUYLFHV�

Open Source Container Network Interface (CNI) (N/A)

&1Ζ�LV�D�SURMHFW�WR�KHOS�FRQȴJXUH�QHWZRUN�LQWHUIDFHV�IRU�/LQX[�DSSOLFDWLRQ�FRQWDLQHUV��ΖW�KHOSV�VHW�XS�QHWZRUN�
FRQQHFWLYLW\�RI�FRQWDLQHUV�DQG�UHPRYH�DOORFDWHG�UHVRXUFHV�ZKHQ�WKH�FRQWDLQHU�LV�GHOHWHG�

Open Source Contiv Network (Cisco)

&RQWLY�1HWZRUNȇV�1HWSOXJLQ�SURYLGHV�FRQWDLQHU�QHWZRUNLQJ�IRU�YDULRXV�XVH�FDVHV��LQFOXGLQJ�.XEHUQHWHV��ΖW�LV�
SDUW�RI�3URMHFW�&RQWLY��DQ�RSHQ�VRXUFH�SURMHFW�GHȴQLQJ�LQIUDVWUXFWXUH�RSHUDWLRQDO�SROLFLHV�IRU�container-based 

DSSOLFDWLRQ�GHSOR\PHQW�

Diamanti (Diamanti)   

http://www.thenewstack.io
https://www.avinetworks.com/products/
http://aviatrix.com/product-overview/
http://www.bigswitch.com/products/big-cloud-fabrictm/big-cloud-fabric
https://console.ng.bluemix.net/catalog/services/virtual-private-network-vpn/
https://www.tigera.io/
http://www.cisco.com/c/en/us/solutions/data-center-virtualization/application-centric-infrastructure/index.html
https://github.com/containernetworking/cni
https://github.com/contiv/netplugin
https://diamanti.com/products/
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A purpose-built container infrastructure that addresses the challenges of deploying containers to production 

ZKLOH�OHWWLQJ�XVHUV�NHHS�WKHLU�H[LVWLQJ�LQIUDVWUXFWXUH��7KH\�GR�VZLWFKLQJ�QDWLYH�RQ�EDUH�PHWDO��SOXJJLQJ�LQWR�D�
&38�EXV�

Open Source Flannel (CoreOS) Overlays and Virtual Networking Tools

$Q�HWFG�EDFNHG�QHWZRUN�IDEULF�IRU�KRVWLQJ�FRQWDLQHUV��)ODQQHO�LV�D�YLUWXDO�QHWZRUN�WKDW�JLYHV�D�VXEQHW�WR�HDFK�
KRVW�IRU�XVH�ZLWK�FRQWDLQHU�UXQWLPHV�

Joyent Triton (Joyent)

$�FRQWDLQHUV�DV�D�VHUYLFH�R΍HULQJ��7ULWRQ�FRPHV�ZLWK�&RQWDLQHU3LORW��DataCenter and SmartOS functionality 

EXLOW�LQ�

Open Source Joyent Triton DataCenter (Joyent)

$Q�RSHQ�VRXUFH�FORXG�PDQDJHPHQW�SODWIRUP��RSWLPL]HG�WR�GHOLYHU�QH[W�JHQHUDWLRQ��FRQWDLQHU�EDVHG��VHUYLFH�
RULHQWHG�LQIUDVWUXFWXUH�DFURVV�RQH�RU�PRUH�GDWD�FHQWHUV��Triton DataCenter converges container orchestration 

DQG�FORXG�RUFKHVWUDWLRQ�LQWR�D�VLPSOH�WR�GHSOR\�DQG�PDQDJH�VROXWLRQ��ΖW�SURYLGHV�XVHU�GHȴQHG�QHWZRUNLQJ��
ZKLFK�PDNHV�LW�HDV\�WR�FUHDWH�SULYDWH�OD\HU���DQG�OD\HU���QHWZRUNV��)XUWKHUPRUH��LW�KDV�LQWHJUDWHG�'16�DQG�
LQWHJUDWHG�SHU�LQVWDQFH�ȴUHZDOOV�

Open Source Joyent Triton SmartOS (Joyent)

A lightweight container hypervisor that delivers LQGXVWULDO�JUDGH�VHFXULW\��QHWZRUNLQJ��VWRUDJH�DQG�SHUIRUPDQFH�
WR�FRQWDLQHUV��7ULWRQ�6PDUW26�KDV�EXLOW�LQ�VWRUDJH�DQG�QHWZRUNLQJ�FDSDELOLWLHV�

Open Source Kuryr (OpenStack Foundation) Overlays and Virtual Networking Tools

$�'RFNHU�QHWZRUN�SOXJLQ�WKDW�XVHV�2SHQ6WDFN�1HXWURQ�WR�SURYLGH�QHWZRUNLQJ�VHUYLFHV�WR�'RFNHU�FRQWDLQHUV��ΖW�
SURYLGHV�FRQWDLQHUL]HG�LPDJHV�IRU�WKH�FRPPRQ�1HXWURQ�SOXJLQV�

Open Source libnetwork (Docker) Overlays and Virtual Networking Tools

libnetwork provides a 'RFNHU�QDWLYH�*R�LPSOHPHQWDWLRQ�IRU�FRQQHFWLQJ�FRQWDLQHUV��ΖW�LV�EDVHG�RQ�WKH�&RQWDLQHU�
1HWZRUN�0RGHO��&10���DV�RSSRVHG�WR�WKH�&RQWDLQHU�1HWZRUN�ΖQWHUIDFH��&1Ζ��PRGHO�

Nuage Networks VSP (Virtualized Services Platform) 
(Nokia)

Overlays and Virtual Networking Tools

3URYLGHV�VRIWZDUH�GHȴQHG�QHWZRUNLQJ�FDSDELOLWLHV�IRU�FORXGV�RI�DOO�VL]HV��ΖW�LV�LPSOHPHQWHG�DV�D�QRQ�GLVUXSWLYH�
overlay for DOO�H[LVWLQJ�YLUWXDOL]HG�DQG�QRQ�YLUWXDOL]HG�VHUYHU�DQG�QHWZRUN�UHVRXUFHV��ΖW�SURYLGHV�VXSSRUW�IRU�
'RFNHU�FRQWDLQHUV�DQG�ZRUNV�ZLWK�2SHQ6WDFN�LQIUDVWUXFWXUH�

Open Source OpenContrail (Juniper Networks)   

$Q�$SDFKH�����OLFHQVHG�SURMHFW�WKDW�LV�EXLOW�XVLQJ�VWDQGDUGV�EDVHG�SURWRFROV�DQG�SURYLGHV�DOO�WKH�QHFHVVDU\�
FRPSRQHQWV�IRU�QHWZRUN�YLUWXDOL]DWLRQ��6'1�FRQWUROOHU��YLUWXDO�URXWHU��DQDO\WLFV�HQJLQH��DQG�SXEOLVKHG�
QRUWKERXQG�$3ΖV��ΖW�KDV�DQ�H[WHQVLYH�5(67�$3Ζ�WR�FRQȴJXUH�DQG�JDWKHU�RSHUDWLRQDO�DQG�DQDO\WLFV�GDWD�IURP�WKH�
V\VWHP�

PLUMgrid Open Networking Suite (PLUMgrid) Overlays and Virtual Networking Tools

+HOSV�HQWHUSULVHV�DQG�VHUYLFH�SURYLGHUV�RSHUDWLRQDOL]H�WKHLU�2SHQ6WDFN�FORXGȇV�YLUWXDO�QHWZRUN�DQG�6'1�
GHSOR\PHQWV��3/80JULG�216�VXSSRUWV�3URMHFW�.XU\U�

http://www.thenewstack.io
https://github.com/coreos/flannel
https://www.joyent.com/triton
https://www.joyent.com/datacenter
https://www.joyent.com/smartos
https://github.com/openstack/kuryr
https://github.com/docker/libnetwork
http://www.nuagenetworks.net/products/virtualized-services-platform/
http://www.opencontrail.org/
http://www.plumgrid.com/
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Open Source Project Calico (Tigera) Overlays and Virtual Networking Tools

3URYLGHV�D�VFDODEOH�QHWZRUNLQJ�VROXWLRQ�IRU�FRQQHFWLQJ�GDWD�FHQWHU�ZRUNORDGV��FRQWDLQHUV��90V�RU�EDUH�
PHWDO���ΖW�XVHV�D�/D\HU���DSSURDFK��&DOLFR�FDQ�EH�GHSOR\HG�ZLWKRXW�HQFDSVXODWLRQ�RU�RYHUOD\V�WR�SURYLGH�KLJK�
SHUIRUPDQFH�DW�PDVVLYH�VFDOHV�

Open Source Project Skyhook (Aviatrix)   

ΖW�HQDEOHV�SROLF\�EDVHG�QHWZRUNLQJ�RI�FRQWDLQHU�JURXSV��3URMHFW�6N\KRRN�LV�SDUW�RI�$YLDWUL[
V�HQG�WR�HQG�
HQFU\SWHG�FORXG�QHWZRUNLQJ�DQG�PDQDJHPHQW�VRIWZDUH�VROXWLRQ�

Robin Systems (Robin Systems)   

$�FRQWDLQHU�EDVHG��DSSOLFDWLRQ�DZDUH�FRPSXWH�DQG�VWRUDJH�SODWIRUP�WKDW�DEVWUDFWV�WKH�XQGHUO\LQJ�RSHUDWLQJ�
SODWIRUP�IURP�DSSOLFDWLRQV�E\�PDNLQJ�WKH�VHUYHUV��90V��DQG�VWRUDJH�ERXQGDULHV�LQYLVLEOH��5RELQ�6\VWHPV�LV�
EXLOW�XVLQJ�FRPPRGLW\�KDUGZDUH�

Open Source Romana (N/A) Overlays and Virtual Networking Tools

$�QHWZRUN�DQG�VHFXULW\�DXWRPDWLRQ�VROXWLRQ�IRU�FORXG�QDWLYH�DSSOLFDWLRQV��5RPDQD�DXWRPDWHV�WKH�FUHDWLRQ�RI�
LVRODWHG�FORXG�QDWLYH�QHWZRUNV�DQG�VHFXUHV�DSSOLFDWLRQV�ZLWK�D�GLVWULEXWHG�ȴUHZDOO�WKDW�DSSOLHV�DFFHVV�FRQWURO�
SROLFLHV�FRQVLVWHQWO\�DFURVV�DOO�HQGSRLQWV�DQG�VHUYLFHV��ZKHUHYHU�WKH\�UXQ�

Open Source VPNKit (Docker) Overlays and Virtual Networking Tools

A set of tools and services IRU�KHOSLQJ�+\SHU.LW�90V�LQWHURSHUDWH�ZLWK�KRVW�931�FRQȴJXUDWLRQV�

Weave Net (Weaveworks) Overlays and Virtual Networking Tools

&RQQHFWV�FRQWDLQHUV�LQWR�D�WUDQVSDUHQW��G\QDPLF�DQG�UHVLOLHQW�PHVK��:HDYH�1HW�FUHDWHV�D�YLUWXDO�QHWZRUN�WKDW�
FRQQHFWV�'RFNHU�FRQWDLQHUV�DFURVV�PXOWLSOH�KRVWV�DQG�HQDEOHV�WKHLU�DXWRPDWLF�GLVFRYHU\�

http://www.thenewstack.io
https://www.projectcalico.org/
http://aviatrix.com/skyhook/
http://robinsystems.com/
http://romana.io/
https://github.com/docker/vpnkit
http://weave.works/net/
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Amazon EC2 Container Registry (ECR) (Amazon Web 
Services)

5HJLVWU\�UHODWHG

$�IXOO\�PDQDJHG�FRQWDLQHU�UHJLVWU\�WR�VWRUH��PDQDJH�DQG�GHSOR\�'RFNHU�FRQWDLQHU�LPDJHV��ΖW�LV�LQFOXGHG�LQ�
$PD]RQ�(&��&RQWDLQHU�6HUYLFH��(&6��DQG�LQWHJUDWHV�ZLWK�$:6�ΖGHQWLW\�DQG�$FFHVV�0DQDJHPHQW��Ζ$0��

Open Source Anchore (Anchore) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

$�VHW�RI�WRROV�WR�SURYLGH�YLVLELOLW\��WUDQVSDUHQF\�DQG�FRQWURO�WR�\RXU�FRQWDLQHU�HQYLURQPHQW��ΖW�FRQVLVWV�RI�WZR�
SDUWV��D�ZHE�VHUYLFH�KRVWHG�E\�$QFKRUH��DQG�D�VHW�RI�RSHQ�VRXUFH�FRPPDQG�OLQH�TXHU\�WRROV��7KH�KRVWHG�
VHUYLFH�VHOHFWV�DQG�DQDO\]HV�SRSXODU�FRQWDLQHU�LPDJHV�IURP�'RFNHU�+XE�DQG�RWKHU�VRXUFHV��DQG�SURYLGHV�WKLV�
PHWDGDWD�DV�D�VHUYLFH�WR�WKH�RQ�SUHPLVHV�FRPPDQG�OLQH�WRROV�

Apcera Platform (Apcera) Policy/Compliance Management

$SFHUD�PDQDJHV�DFFHVV�WR�FRPSXWH�UHVRXUFHV�DFURVV�D�FOXVWHU�RI�VHUYHUV��%\�IRFXVLQJ�RQ�PDQDJLQJ�SROLFLHV�
DFURVV�PXOWLSOH�HQYLURQPHQWV��LW�DLPV�WR�VHFXUH�ZRUNORDGV�DQG�FRQWDLQHUV�LQ�HQWHUSULVH�SURGXFWLRQ�
HQYLURQPHQWV�

Aqua Container Security Platform (Aqua Security 
Software)

9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

3URYLGHV�D�VFDODEOH�VHFXULW\�VROXWLRQ�WKDW�SURWHFWV�FRQWDLQHUL]HG�DSSOLFDWLRQV�DJDLQVW�LQWHUQDO�DQG�H[WHUQDO�
WKUHDWV�

Aqua Peekr (Aqua Security Software) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

)UHH�VFDQQHU�RI�FRQWDLQHU�LPDJHV�DFURVV�GL΍HUHQW�W\SHV�RI�UHJLVWULHV�

Open Source Atomic Registry (Red Hat) 5HJLVWU\�UHODWHG

$Q�RSHQ�VRXUFH�HQWHUSULVH�UHJLVWU\�EDVHG�RQ�WKH�2ULJLQ�DQG�&RFNSLW�SURMHFWV��HQKDQFLQJ�WKH�'RFNHU�UHJLVWU\�
OLEUDU\�

Open Source Atomic Scan (Red Hat) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

7KH�DWRPLF�VFDQ�IXQFWLRQ�FDQ�EH�XVHG�LQVWHDG�RI�2SHQ6&$3��ZKLFK�LV�3URMHFW�$WRPLF
V�GHIDXOW�YXOQHUDELOLW\�
VFDQQHU�

Aviatrix (Aviatrix) Policy/Compliance Management

6HFXUHO\�FRQQHFWV�FRQWDLQHU�JURXSV�DQG�HQIRUFLQJ�SROLFLHV�DFURVV�GLVWULEXWHG�K\EULG�DQG�SXEOLF�FORXGV�

http://www.thenewstack.io
https://aws.amazon.com/ecr/
http://anchore.com/
https://www.apcera.com
https://www.aquasec.com/products/aqua-container-security-platform/
https://www.aquasec.com/products/aqua-peekr/
http://www.projectatomic.io/registry/
https://github.com/projectatomic/
http://aviatrix.com/product-overview/
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BanyanOps (BanyanOps) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

7KH�FRPSDQ\�KDV�\HW�WR�ODXQFK�LWV�SURGXFW��ZKLFK�ZLOO�IRFXV�RQ�DQDO\]LQJ�LPDJHV��%DQ\DQ2SV�ZDQWV�WR�
DFFHOHUDWH�Ζ7�RSHUDWLRQV�ZLWK�FRQWDLQHUV�

Bluemix (IBM) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

%OXHPL[�LV�Ζ%0ȇV�GLJLWDO�DSSOLFDWLRQ�SODWIRUP��SURYLGLQJ�DOO�\RX�QHHG�WR�GHYHORS��GHSOR\��PDQDJH�DQG�UXQ�
FORXG�DSSOLFDWLRQV��%OXHPL[�VWRUDJH�VHUYLFHV�DUH�EXLOW�RQ�2SHQ6WDFN�6ZLIW�DQG�DOORZ�IRU�PDQDJHPHQW�RI�REMHFWV�
DQG�EORFN�YROXPHV�WKURXJK�WKH�2SHQ6WDFN�$3Ζ��7KH�%OXHPL[�931�DQG�6HFXUH�*DWHZD\�VHUYLFHV�DUH�MXVW�WZR�
R΍HULQJV�WKDW�HQDEOH�FRQWDLQHU�QHWZRUNLQJ��Select your prefered managed platform for your applications from 

&RQWDLQHUV��9LUWXDO�0DFKLQHV�DQG�&ORXG�)RXQGU\�IRU�LQVWDQW�UXQ�WLPHV��)UHHGRP�WR�GHYHORS�PLFURVHUYLFHV�
EDVHG�DSSOLFDWLRQV�ZLWKLQ�D�SODWIRUP�RU�ZLWK�PLFURVHUYLFHV�GHSOR\HG�DFURVV�PXOWLSOH�SODWIRUPV��XVLQJ�%OXHPL[�
VHUYLFHV�IRU�GHSOR\PHQW��RSHUDWLRQV��ORJJLQJ�DQG�PRQLWRULQJ�

Open Source Canal (Tigera) Policy/Compliance Management

$�FRPPXQLW\�GULYHQ�LQLWLDWLYH�WKDW�LQWHJUDWHV�WKH�&DOLFR�DQG�ȵDQQHO�QHWZRUNLQJ�SURMHFWV��$SSO\LQJ�&DOLFRȇV�
LQGXVWU\�OHDGLQJ�QHWZRUN�SROLF\�HQIRUFHPHQW�FDSDELOLWLHV�WR�ȵDQQHOȇV�EURDG�UDQJH�RI�FRQQHFWLYLW\�RSWLRQV��
&DQDO�UHSUHVHQWV�WKH�EHVW�RI�EUHHG�SROLF\�EDVHG�QHWZRUNLQJ�VROXWLRQ�IRU�FORXG�QDWLYH�DSSOLFDWLRQV�

Open Source Cisco Application Centric Infrastructure (Cisco) Policy/Compliance Management

$&Ζ�LV�XVHG�ZLWKLQ�1H[XV�VZLWFKHV��ΖW�XVHV�D�VRIWZDUH�GHȴQHG�QHWZRUNLQJ�SROLF\�PRGHO�DFURVV�QHWZRUNV��
VHUYHUV��VWRUDJH��VHFXULW\�DQG�VHUYLFHV�

Open Source Clair (CoreOS) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

A container vulnerability analysis service providing static analysis of vulnerabilities in appc and Docker 

FRQWDLQHUV�

CloudPassage Halo (CloudPassage) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

3URYLGHV�LQVWDQW�YLVLELOLW\�DQG�FRQWLQXRXV�SURWHFWLRQ�IRU�VHUYHUV�LQ�DQ\�FRPELQDWLRQ�RI�GDWD�FHQWHUV��SULYDWH�
FORXGV�DQG�SXEOLF�FORXGV�

Conjur (Conjur)

$�VLQJOH�VRXUFH�RI�VHFUHWV�PDQDJHPHQW�DQG�RUFKHVWUDWLRQ�VR�\RX�FDQ�HDVLO\�VWRUH��IHWFK��XSGDWH��DQG�GLVWULEXWH�
VHFUHWV�WR�\RXU�HQWLUH�LQIUDVWUXFWXUH��ΖQ�DGGLWLRQ��&RQMXUȇV�'\QDPLF�7UDɝF�$XWKRUL]DWLRQ�LV�EXLOW�RQ�WKH�DELOLW\�
WR�DVVLJQ�LGHQWLW\�DQG�DSSO\�UROH�EDVHG�SROLFLHV�WR�PDFKLQHV�DQG�SURFHVVHV��2QFH�HQUROOHG�DQG�DVVLJQHG�DQ�
LGHQWLW\��PDFKLQHV�FDQ�EH�PDQDJHG�DV�SDUW�RI�D�JURXS��RU�D�OD\HU�RI�KRVWV��LQFOXGLQJ�FRQWDLQHUV�

Open Source Docker Bench for Security (Docker)

The Docker Bench for Security is a script WKDW�FKHFNV�IRU�GR]HQV�RI�FRPPRQ�EHVW�SUDFWLFHV�around deploying 

Docker containers LQ�SURGXFWLRQ�

Docker Cloud (Docker) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

$�6DD6�VHUYLFH�IRU�GHSOR\LQJ�DQG�PDQDJLQJ�'RFNHUL]HG�DSSOLFDWLRQV��Docker Cloud includes Docker Security 

6FDQQLQJ��which reviews images in private repositories to verify that they are free from known security 

YXOQHUDELOLWLHV�RU�H[SRVXUHV��DQG�UHSRUW�WKH�UHVXOWV�RI�WKH�VFDQ�IRU�HDFK�LPDJH�WDJ��'RFNHU�7UXVWHG�5HJLVWU\�LV�
LQFOXGHG�LQ�WKH�VXEVFULSWLRQ�

http://www.thenewstack.io
http://www.banyanops.com/
http://www.ibm.com/cloud-computing/bluemix/
https://www.tigera.io/
http://www.cisco.com/c/en/us/solutions/data-center-virtualization/application-centric-infrastructure/index.html
https://github.com/coreos/clair
https://www.cloudpassage.com/
https://www.conjur.net/
https://dockerbench.com/
https://cloud.docker.com/
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Docker Datacenter (Docker) 5HJLVWU\�UHODWHG

Provides on-premises container management and deployment services to enterprises with a production-ready 

platform supported by Docker and KRVWHG�ORFDOO\�EHKLQG�WKH�ȴUHZDOO��'RFNHU�7UXVWHG�5HJLVWU\�LV�LQFOXGHG�LQ�WKH�
VXEVFULSWLRQ�

Open Source Docker Distribution (Docker) 5HJLVWU\�UHODWHG

$�WRROVHW�WR�SDFN��VKLS��VWRUH�DQG�GHOLYHU�FRQWHQW��ΖW�VXSHUVHGHV�WKH�GRFNHU�GRFNHU�UHJLVWU\�SURMHFW��ΖWV�PDLQ�
FRPSRQHQW�LV�WKH�'RFNHU�5HJLVWU\�����LPSOHPHQWDWLRQ�IRU�VWRULQJ�DQG�GLVWULEXWLQJ�'RFNHU�LPDJHV�

Open Source Docker Engine (Docker)

$�OLJKWZHLJKW�UXQWLPH�DQG�WRROLQJ�WKDW�EXLOGV�DQG�UXQV�\RXU�'RFNHU�FRQWDLQHUV��&6�'RFNHU�(QJLQH�LV�WKH�
FRPPHUFLDOO\�VXSSRUWHG�YHUVLRQ��Docker Content Trust is a feature that makes it possible to verify the publisher 

RI�'RFNHU�LPDJHV�

Docker Store (Docker) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

$�SODFH�WR�ȴQG�WUXVWHG�FRPPHUFLDO�DQG�IUHH�VRIWZDUH�GLVWULEXWHG�DV�'RFNHU�LPDJHV��$OO�'RFNHU�RɝFLDO�LPDJHV�
and Docker Store-curated content JRHV�WKURXJK�'RFNHU�6HFXULW\�6FDQQLQJ�

Docker Trusted Registry (Docker) 5HJLVWU\�UHODWHG

Allows users to store and manage Docker images on premises or LQ�D�YLUWXDO�SULYDWH�FORXG�

Open Source Dockyard (N/A) 5HJLVWU\�UHODWHG

$Q�LPDJH�KXE�IRU�'RFNHU��UNW�RU�RWKHU�FRQWDLQHU�HQJLQHV�

Enterprise Registry (CoreOS) 5HJLVWU\�UHODWHG

3URYLGHV�D�VHFXUH�UHJLVWU\�RQ�DQ�HQWHUSULVH
V�RZQ�LQIUDVWUXFWXUH�

FlawCheck Private Registry (FlawCheck) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

$�FORXG�KRVWHG�FRQWDLQHU�UHJLVWU\�WKDW�KRVWV�'RFNHU�FRQWDLQHUV��ΖW�VFDQV�FRQWDLQHUV�IRU�YXOQHUDELOLWLHV�DQG�
PDOZDUH�

FlawCheck Private Registry Enterprise (FlawCheck) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

$Q�RQ�SUHPLVH�FRQWDLQHU�UHJLVWU\�WKDW�KRVWV�'RFNHU�FRQWDLQHUV��ΖW�VFDQV�FRQWDLQHUV�IRU�YXOQHUDELOLWLHV�DQG�
PDOZDUH�

Google Container Registry (Google) 5HJLVWU\�UHODWHG

3URYLGHV�VHFXUH��SULYDWH�'RFNHU�LPDJH�VWRUDJH�RQ�*RRJOH�&ORXG�3ODWIRUP�

Open Source Harbor (VMware) 5HJLVWU\�UHODWHG

$Q�HQWHUSULVH�FODVV�UHJLVWU\�VHUYHU��ΖW�H[WHQGV�WKH�RSHQ�VRXUFH�'RFNHU�5HJLVWU\�VHUYHU�E\�DGGLQJ�PRUH�
IXQFWLRQDOLWLHV�XVXDOO\�UHTXLUHG�E\�DQ�HQWHUSULVH��+DUERU�LV�GHVLJQHG�WR�EH�GHSOR\HG�LQ�WKH�SULYDWH�
HQYLURQPHQW�RI�DQ�RUJDQL]DWLRQ�

Illumio Adaptive Security Platform (ASP) (Illumio)

http://www.thenewstack.io
https://www.docker.com/enterprise
https://github.com/docker/distribution
https://github.com/docker/docker
https://docs.docker.com/docker-store/
https://www.docker.com/docker-trusted-registry
https://github.com/containerops/dockyard
https://coreos.com/products/enterprise-registry/
https://www.flawcheck.com/products/flawcheck-private-registry
https://www.flawcheck.com/products/flawcheck-private-registry-enterprise
https://cloud.google.com/container-registry/
https://github.com/vmware/harbor
https://www.illumio.com
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ASP is a distributed software platform designed to continuously protect communications within and 

DFURVV�WLHUV�RI�DSSOLFDWLRQV��ZKHUHYHU�WKH\�DUH�UXQQLQJ��ΖW�FUHDWHV�VHFXUH�DQG�JUDQXODU�VHJPHQWDWLRQ�WR�
FRPSDUWPHQWDOL]H�ZRUNORDGV�DQG�DSSOLFDWLRQV��UHGXFLQJ�WKH�DWWDFN�VXUIDFH�H[SRVHG�WR�F\EHU�YXOQHUDELOLWLHV��
ΖW�VXSSRUWV�DOO�PRGHUQ�VHUYHU�FRPSXWLQJ�IRUPDWV��:LQGRZV�/LQX[��YLUWXDO�PDFKLQHV��FRQWDLQHUV��DQG�DOO�
FRPSXWLQJ�HQYLURQPHQWV��GDWD�FHQWHU��SULYDWH�DQG�SXEOLF�FORXG��

Open Source Joyent Triton SmartOS (Joyent)

A lightweight container hypervisor that delivers LQGXVWULDO�JUDGH�VHFXULW\��QHWZRUNLQJ��VWRUDJH�DQG�SHUIRUPDQFH�
WR�FRQWDLQHUV��7ULWRQ�6PDUW26�KDV�EXLOW�LQ�VWRUDJH�DQG�QHWZRUNLQJ�FDSDELOLWLHV�

Open Source Joyent Triton DataCenter (Joyent)

$Q�RSHQ�VRXUFH�FORXG�PDQDJHPHQW�SODWIRUP��RSWLPL]HG�WR�GHOLYHU�QH[W�JHQHUDWLRQ��FRQWDLQHU�EDVHG��VHUYLFH�
RULHQWHG�LQIUDVWUXFWXUH�DFURVV�RQH�RU�PRUH�GDWD�FHQWHUV��Triton DataCenter converges container orchestration 

DQG�FORXG�RUFKHVWUDWLRQ�LQWR�D�VLPSOH�WR�GHSOR\�DQG�PDQDJH�VROXWLRQ��ΖW�SURYLGHV�XVHU�GHȴQHG�QHWZRUNLQJ��
ZKLFK�PDNHV�LW�HDV\�WR�FUHDWH�SULYDWH�OD\HU���DQG�OD\HU���QHWZRUNV��)XUWKHUPRUH��LW�KDV�LQWHJUDWHG�'16�DQG�
LQWHJUDWHG�SHU�LQVWDQFH�ȴUHZDOOV�

Open Source Notary (Docker) 5HJLVWU\�UHODWHG

7KH�1RWDU\�SURMHFW�LV�FRPSULVHG�RI�D�VHUYHU�DQG�D�FOLHQW�IRU�UXQQLQJ�DQG�LQWHUDFWLQJ�ZLWK�WUXVWHG�FROOHFWLRQV��
3XEOLVKHUV�FDQ�VLJQ�WKHLU�FRQWHQW�RɞLQH�XVLQJ�KLJKO\�VHFXUH�NH\V�

Open Source OpenSCAP (Red Hat) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

The OpenSCAP Base is both a library and a command line tool which can be used to parse and evaluate each 

FRPSRQHQW�RI�WKH�6&$3��6HFXULW\�&RQWHQW�$XWRPDWLRQ�3URWRFRO��VWDQGDUG�IRU�GHVFULELQJ�V\VWHP�FRQȴJXUDWLRQV�
DQG�VHFXULW\�PDQDJHPHQW�SROLFLHV��2SHQ6&$3�DOVR�LQFOXGHV�D�*8Ζ�DQG�WRRO�DOORZLQJ�XVHUV�WR�SHUIRUP�
FRQȴJXUDWLRQ�DQG�YXOQHUDELOLW\�VFDQV�RQ�D�VLQJOH�V\VWHP�

Polyverse (Polyverse)

8VHV�PLOOLRQV�RI�LQGLYLGXDOO\�SURWHFWHG�FRQWDLQHUV�WR�KHOS�SUHYHQW�ODUJH�VFDOH�GDWD�EUHDFKHV�

Open Source Portus (SUSE) 5HJLVWU\�UHODWHG

$FWV�ERWK�DV�DQ�DXWKRUL]DWLRQ�VHUYHU�DQG�XVHU�LQWHUIDFH�IRU�'RFNHU�UHJLVWU\�9��

Private Image Registry Service (IBM) 5HJLVWU\�UHODWHG

Ζ%0�&RQWDLQHUV�RQ�%OXHPL[�SURYLGH�D�SULYDWH�'RFNHU�LPDJH�UHJLVWU\�VHUYLFH�IRU�KRVWLQJ�SULYDWH�LPDJHV��The 

private registry supports group access policies to DOORZ�WHDPV�WR�VKDUH�SULYDWH�LPDJHV�

Open Source Project Calico (Tigera) Policy/Compliance Management

3URYLGHV�D�VFDODEOH�QHWZRUNLQJ�VROXWLRQ�IRU�FRQQHFWLQJ�GDWD�FHQWHU�ZRUNORDGV��FRQWDLQHUV��90V�RU�EDUH�
PHWDO���ΖW�XVHV�D�/D\HU���DSSURDFK��&DOLFR�FDQ�EH�GHSOR\HG�ZLWKRXW�HQFDSVXODWLRQ�RU�RYHUOD\V�WR�SURYLGH�KLJK�
SHUIRUPDQFH�DW�PDVVLYH�VFDOHV�

Open Source Project Skyhook (Aviatrix) Policy/Compliance Management

ΖW�HQDEOHV�SROLF\�EDVHG�QHWZRUNLQJ�RI�FRQWDLQHU�JURXSV��3URMHFW�6N\KRRN�LV�SDUW�RI�$YLDWUL[
V�HQG�WR�HQG�
HQFU\SWHG�FORXG�QHWZRUNLQJ�DQG�PDQDJHPHQW�VRIWZDUH�VROXWLRQ�

http://www.thenewstack.io
https://www.joyent.com/smartos
https://www.joyent.com/datacenter
https://github.com/docker/notary
https://www.open-scap.org
https://polyverse.io/
http://port.us.org/
https://www.ng.bluemix.net/docs/containers/container_images_adding_ov.html#container_images_ibm
https://www.projectcalico.org/
http://aviatrix.com/skyhook/
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Quay Enterprise (CoreOS) 5HJLVWU\�UHODWHG

3URYLGHV�FORXG�EDVHG��VHFXUH�KRVWLQJ�IRU�SULYDWH�'RFNHU�UHSRVLWRULHV�

Quay.io (CoreOS) 5HJLVWU\�UHODWHG

$�VHFXUH�LPDJH�UHJLVWU\�UXQ�RQ�\RXU�RZQ�VHUYHUV�

Open Source Registrator (Glider Labs) 5HJLVWU\�UHODWHG

5HJLVWUDWRU�DXWRPDWLFDOO\�UHJLVWHUV�DQG�GHUHJLVWHUV�VHUYLFHV�IRU�DQ\�'RFNHU�FRQWDLQHU��ΖW�VXSSRUWV�SOXJJDEOH�
VHUYLFH�UHJLVWULHV�OLNH�&RQVXO�DQG�HWFG�

Twistlock Runtime (Twistlock) Policy/Compliance Management

(QIRUFHV�UXQWLPH�SROLFLHV��SHUIRUPV�DFFHVV�FRQWURO��detects compromises and SURWHFWV�\RXU�FRQWDLQHUL]HG�
DSSOLFDWLRQ�IURP�DFWLYH�WKUHDWV�

Twistlock Trust (Twistlock) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

Scans images and registries to GHWHFW�YXOQHUDELOLWLHV�LQ�WKH�FRGH�DV�ZHOO�DV�FRQȴJXUDWLRQ�HUURUV��ΖW�JLYHV�VHFXULW\�
WHDPV�D�FHQWUDOL]HG�ORFDWLRQ�WR�FRQȴJXUH�DQG�PRQLWRU�VHFXULW\�UXOHV�DFURVV�PXOWLSOH�FRQWDLQHU�FOXVWHUV�

Vulnerability Advisor (IBM) 9XOQHUDELOLW\�6FDQQHU�RU�ΖPDJH�$QDO\VLV

9XOQHUDELOLW\�$GYLVRU�VFDQV�HDFK�OD\HU�LQ�HYHU\�'RFNHU�LPDJH�LQ�WKH�XVHUȇV�SULYDWH�KRVWHG�UHJLVWU\�IRU�the latest 

NQRZQ�YXOQHUDELOLWLHV�DQG�SROLF\�VHWWLQJV��providing insight to the security posture before instantiating a live 

FRQWDLQHU��7KH�DGPLQLVWUDWRU�FDQ�VHW�GHSOR\PHQW�SROLF\�EDVHG�RQ�DQ�LPDJHȇV�VHFXULW\�FRPSOLDQFH�

http://www.thenewstack.io
http://quay.io/
http://quay.io/
https://github.com/gliderlabs/registrator
https://www.twistlock.com/runtime/
https://www.twistlock.com/trust/
https://developer.ibm.com/bluemix/2015/07/02/vulnerability-advisor/
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Acropolis (Nutanix) +DUGZDUH�RU�&ORXG�2΍HULQJ

6FDOH�RXW�GDWD�IDEULF�IRU�VWRUDJH��FRPSXWH�DQG�YLUWXDOL]DWLRQ��$FURSROLV�&RQWDLQHU�6HUYLFHV��$&6��SURYLGHV�WKH�
DELOLW\�WR�HDVLO\�GHSOR\�DQG�PDQDJH�FRQWDLQHUL]HG�DSSOLFDWLRQV�RQ�WKH�1XWDQL[�SODWIRUP��ΖW�LQFOXGHV�WZR�FRUH�
FDSDELOLWLHV��SHUVLVWHQW�FRQWDLQHU�YROXPHV�DQG�WKH�1XWDQL[�'RFNHU�PDFKLQH�GULYHU��$FURSROLV�FDQ�EH�SXUFKDVHG�
DV�KDUGZDUH�RU�OLFHQVHG�DV�VRIWZDUH�

Bluemix (IBM)

%OXHPL[�LV�Ζ%0
V�GLJLWDO�DSSOLFDWLRQ�SODWIRUP��SURYLGLQJ�DOO�\RX�QHHG�WR�GHYHORS��GHSOR\��PDQDJH�DQG�UXQ�
FORXG�DSSOLFDWLRQV��%OXHPL[�VWRUDJH�VHUYLFHV�DUH�EXLOW�RQ�2SHQ6WDFN�6ZLIW�DQG�DOORZ�IRU�PDQDJHPHQW�RI�REMHFWV�
DQG�EORFN�YROXPHV�WKURXJK�WKH�2SHQ6WDFN�$3Ζ��7KH�%OXHPL[�931�DQG�6HFXUH�*DWHZD\�VHUYLFHV�DUH�MXVW�WZR�
R΍HULQJV�WKDW�HQDEOH�FRQWDLQHU�QHWZRUNLQJ��Select your prefered managed platform for your applications from 

&RQWDLQHUV��9LUWXDO�0DFKLQHV�DQG�&ORXG�)RXQGU\�IRU�LQVWDQW�UXQ�WLPHV��)UHHGRP�WR�GHYHORS�PLFURVHUYLFHV�
EDVHG�DSSOLFDWLRQV�ZLWKLQ�D�SODWIRUP�RU�ZLWK�PLFURVHUYLFHV�GHSOR\HG�DFURVV�PXOWLSOH�SODWIRUPV��XVLQJ�%OXHPL[�
VHUYLFHV�IRU�GHSOR\PHQW��RSHUDWLRQV��ORJJLQJ�DQG�PRQLWRULQJ�

Bluemix Object Storage (IBM) +DUGZDUH�RU�&ORXG�2΍HULQJ

7KH�Ζ%0�%OXHPL[�2EMHFW�6WRUDJH�VHUYLFH�SURYLGHV�DFFHVV�WR�D�IXOO\�SURYLVLRQHG�6ZLIW�2EMHFW�6WRUDJH�DFFRXQW�to 

PDQDJH�\RXU�GDWD��6ZLIW�SURYLGHV�D�IXOO\�GLVWULEXWHG��$3Ζ�DFFHVVLEOH�VWRUDJH�SODWIRUP�

Open Source Ceph (Red Hat)

$�GLVWULEXWHG�REMHFW�VWRUH�DQG�ȴOH�V\VWHP�GHVLJQHG�WR�SURYLGH�H[FHOOHQW�SHUIRUPDQFH��UHOLDELOLW\�DQG�VFDODELOLW\�

ClusterHQ Volume Hub (ClusterHQ) Management or Data Volume

$�IUHH�WRRO�IRU�FUHDWLQJ��YLHZLQJ�DQG�PRQLWRULQJ�)ORFNHU�FOXVWHUV�

Open Source Contiv Storage (Cisco)

9LD�&HSK��SROLF\�EDFNHG�FOXVWHUHG�VWRUDJH�IRU�'RFNHU��ΖW�LV�SDUW�RI�3URMHFW�&RQWLY��DQ�RSHQ�VRXUFH�SURMHFW�
GHȴQLQJ�LQIUDVWUXFWXUH�RSHUDWLRQDO�SROLFLHV�IRU�FRQWDLQHU�EDVHG�DSSOLFDWLRQ�GHSOR\PHQW�

Open Source Convoy (Rancher Labs) Management or Data Volume

$�'RFNHU�YROXPH�SOXJLQ��PDQDJLQJ�SHUVLVWHQW�FRQWDLQHU�YROXPHV�

Open Source Crate (Crate.io)

8VHV�64/�V\QWD[�IRU�GLVWULEXWHG�TXHULHV�DFURVV�D�FOXVWHU��&UDWH�LV�PDVWHUOHVV�DQG�LWV��VKDUHG�QRWKLQJ�
DUFKLWHFWXUH��PHDQV�WKDW�DOO�QRGHV�DUH�HTXDO�

http://www.thenewstack.io
http://www.nutanix.com/products/acropolis/
http://www.ibm.com/cloud-computing/bluemix/
https://console.ng.bluemix.net/catalog/services/object-storage/
http://ceph.com/
https://clusterhq.com/volumehub/
https://github.com/contiv/volplugin
https://github.com/rancher/convoy
https://crate.io/
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Datera Elastic Data Fabric (Datera) +DUGZDUH�RU�&ORXG�2΍HULQJ

6FDOH�RXW�VWRUDJH�VRIWZDUH�WKDW�WXUQV�VWDQGDUG��FRPPRGLW\�KDUGZDUH�LQWR�D�5(67IXO�$3Ζ�GULYHQ��SROLF\�EDVHG�
VWRUDJH�IDEULF�IRU�ODUJH�VFDOH�FORXGV�

Diamanti (Diamanti) +DUGZDUH�RU�&ORXG�2΍HULQJ

A purpose-built container infrastructure that addresses the challenges of deploying containers to production 

ZKLOH�OHWWLQJ�XVHUV�NHHS�WKHLU�H[LVWLQJ�LQIUDVWUXFWXUH��7KH\�GR�VZLWFKLQJ�QDWLYH�RQ�EDUH�PHWDO��SOXJJLQJ�LQWR�D�
&38�EXV�

Open Source dvol (ClusterHQ) Management or Data Volume

9HUVLRQ�FRQWURO�IRU�GHYHORSPHQW�GDWDEDVHV�ZLWKLQ�'RFNHU�

Open Source Flocker (ClusterHQ) Management or Data Volume

$�GDWD�YROXPH�PDQDJHU�IRU�'RFNHUL]HG�DSSOLFDWLRQV�

Hedvig Distributed Storage Platform (Hedvig) +DUGZDUH�RU�&ORXG�2΍HULQJ

$�VLQJOH�XQLȴHG�VROXWLRQ�WKDW�OHWV�\RX�WDLORU�D�PRGHUQ��KLJK�SHUIRUPDQFH��HODVWLF�VWRUDJH�V\VWHP�EXLOW�ZLWK�ORZ�
FRVW�FRPPRGLW\�KDUGZDUH�WR�VXSSRUW�DQ\�DSSOLFDWLRQ��K\SHUYLVRU��FRQWDLQHU�RU�FORXG�

IBM Cloud Object Storage (IBM) +DUGZDUH�RU�&ORXG�2΍HULQJ

Ζ%0�ERXJKW�&OHYHUVDIH�LQ�ODWH�������ΖW�FDQ�EH�GHSOR\HG�DV�D�'RFNHU�FRQWDLQHU�

Joyent Triton (Joyent) +DUGZDUH�RU�&ORXG�2΍HULQJ

$�FRQWDLQHUV�DV�D�VHUYLFH�R΍HULQJ��7ULWRQ�FRPHV�ZLWK�&RQWDLQHU3LORW��DataCenter and SmartOS functionality 

EXLOW�LQ�

Open Source Joyent Triton SmartOS (Joyent)

A lightweight container hypervisor that delivers LQGXVWULDO�JUDGH�VHFXULW\��QHWZRUNLQJ��VWRUDJH�DQG�SHUIRUPDQFH�
WR�FRQWDLQHUV��7ULWRQ�6PDUW26�KDV�EXLOW�LQ�VWRUDJH�DQG�QHWZRUNLQJ�FDSDELOLWLHV�

Open Source Kubernetes (Cloud Native Computing Foundation)

.XEHUQHWHV�LV�DQ�RSHQ�VRXUFH�'RFNHU�RUFKHVWUDWLRQ�WRRO��*RRJOH�LQLWLDOO\�GHYHORSHG�.XEHUQHWHV�WR�KHOS�
PDQDJH�LWV�RZQ�/;&�FRQWDLQHUV��6WDWHIXO�VXSSRUW�LV�GRQH�WKURXJK�D�QHZ�REMHFW�FDOOHG�3HW�6HW��ΖQ�DGGLWLRQ��WKHUH�
DUH�PDQ\�QHWZRUNLQJ�DQG�GDWD�YROXPH�SOXJ�LQV�DYDLODEOH�

Open Source libstorage (EMC)

$�SRUWDEOH�DQG�UHPRWH�VWRUDJH�SOXJLQ�IUDPHZRUN��ΖW�SURYLGHV�D�YHQGRU�DJQRVWLF�VWRUDJH�RUFKHVWUDWLRQ�PRGHO��
$3Ζ��DQG�UHIHUHQFH�FOLHQW�DQG�VHUYHU�LPSOHPHQWDWLRQV�

Open Source Manta (Joyent) +DUGZDUH�RU�&ORXG�2΍HULQJ

-R\HQW�R΍HUV�0DQWD�YLD�D�FORXG�VHUYLFH�DQG�ZLWK�D�OLFHQVHG�DQG�VXSSRUWHG�HQWHUSULVH�YHUVLRQ��Manta is an 

+773�EDVHG�REMHFW�VWRUH�WKDW�XVHV�26�FRQWDLQHUV�WR�DOORZ�UXQQLQJ�DUELWUDU\�FRPSXWH�RQ�GDWD�DW�UHVW��Manta 

)XQFWLRQV�HQDEOH�VHUYHUOHVV�FRPSXWLQJ��H[HFXWLQJ�FRGH��RQ�GHPDQG��RQ�0DQWD�2EMHFWV�ZLWKRXW�KDYLQJ�WR�PRYH�
\RXU�GDWD�LQWR�D�VHSDUDWH�FRPSXWLQJ�HQYLURQPHQW�

http://www.thenewstack.io
http://datera.io/solutions-containers
https://diamanti.com/products/
https://clusterhq.com/dvol/
https://clusterhq.com/flocker/introduction/
http://www.hedviginc.com/product
https://www.cleversafe.com/
https://www.joyent.com/triton
https://www.joyent.com/smartos
https://github.com/GoogleCloudPlatform/kubernetes
https://github.com/emccode/libstorage
https://www.joyent.com/manta
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Open Source Pachyderm (Pachyderm)

(QDEOHV�VWRUDJH�DQG�DQDO\VLV�RI�ODUJH�GDWD�VHWV�XVLQJ�FRQWDLQHUV��3DFK\GHUP�FRQVLVWV�RI�D�ȴOH�V\VWHP�DQG�
SLSHOLQH��7KH�ȴOH�V\VWHP�DOORZV�YHUVLRQ�FRQWURO�RI�GDWD�VHWV�DQG�WKH�SLSHOLQH�LV�D�SURFHVVLQJ�HQJLQH�IRU�WKH�
YHUVLRQHG�GDWD�

Open Source Polly (EMC) Management or Data Volume

9ROXPH�VFKHGXOLQJ�IRU�FRQWDLQHU�VFKHGXOHUV�

Open Source Portworx PX-Developer (Portworx)

'HSOR\LQJ�WKH�3;�'HYHORSHU�FRQWDLQHU�RQ�D�VHUYHU�ZLWK�'RFNHU�(QJLQH�WXUQV�WKDW�VHUYHU�LQWR�D�VFDOH�RXW�VWRUDJH�
QRGH��6WRUDJH�UXQV�FRQYHUJHG�ZLWK�FRPSXWH�DQG�JLYHV�EDUH�PHWDO�GULYH�SHUIRUPDQFH�

Portworx PX-Enterprise (Portworx) +DUGZDUH�RU�&ORXG�2΍HULQJ

3;�(QWHUSULVH�LV�VFDOH�RXW�VWRUDJH�WKDW�GHSOR\V�DV�D�FRQWDLQHU��$V�RSSRVHG�WR�3RUWZRU[
V�GHYHORSHU�R΍HULQJ��LW�
LV�VROG�DV�DQ�DSSOLDQFH�

Quobyte (Quobyte)

$�IDXOW�WROHUDQW�DQG�VFDODEOH�ȴOH�V\VWHP��ΖW�LV�VRIWZDUH�GHȴQHG�VWRUDJH�VRIWZDUH�WKDW�WXUQV�VWDQGDUG�VHUYHU�
KDUGZDUH�LQWR�D�GDWD�FHQWHU�ȴOH�V\VWHP��ΖW�GUDZV�RQ�ZRUN�GRQH�IRU�WKH�RSHQ�VRXUFH�GLVWULEXWHG�ȴOH�V\VWHP�
;WUHHP)6�

Open Source REX-Ray (EMC)

$Q�DEVWUDFWLRQ�OD\HU�EHWZHHQ�VWRUDJH�HQGSRLQWV�DQG�FRQWDLQHU�SODWIRUPV��7KH�DGPLQLVWUDWLRQ�DQG�RUFKHVWUDWLRQ�
RI�YDULRXV�VWRUDJH�SODWIRUPV�FDQ�DOO�EH�SHUIRUPHG�XVLQJ�WKH�VDPH�VHW�RI�FRPPDQGV�

Robin Systems (Robin Systems) +DUGZDUH�RU�&ORXG�2΍HULQJ

$�FRQWDLQHU�EDVHG��DSSOLFDWLRQ�DZDUH�FRPSXWH�DQG�VWRUDJH�SODWIRUP�WKDW�DEVWUDFWV�WKH�XQGHUO\LQJ�RSHUDWLQJ�
SODWIRUP�IURP�DSSOLFDWLRQV�E\�PDNLQJ�WKH�VHUYHUV��90V��DQG�VWRUDJH�ERXQGDULHV�LQYLVLEOH��5RELQ�6\VWHPV�LV�
EXLOW�XVLQJ�FRPPRGLW\�KDUGZDUH�

StorageOS (StorageOS)

6WDWHIXO��GXUDEOH��KLJKO\�DYDLODEOH��VRIWZDUH�RQO\��HQWHUSULVH�UHDG\�SHUVLVWHQW�FRQWDLQHU�VWRUDJH��6WRUDJH26�
provides enterprise storage array functionality delivered via software on a pay-as-you-go basis

Open Source Torus (CoreOS) Management or Data Volume

'LVWULEXWHG�VWRUDJH�FRRUGLQDWHG�WKURXJK�HWFG��ΖW�VKLSV�ZLWK�D�VLPSOH�EORFN�GHYLFH�YROXPH�SOXJLQ��EXW�LV�
H[WHQVLEOH�WR�PRUH�

http://www.thenewstack.io
https://github.com/pachyderm/pachyderm
https://github.com/emccode/polly
http://portworx.com/products/
http://portworx.com/products/
http://www.quobyte.com/product
http://rexray.readthedocs.org/en/stable/
http://robinsystems.com/
http://storageos.com/
https://github.com/coreos/torus
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