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Challenges in the 5G & Cloud Era

5G Transport Network
High complexity Introduced by 5G & Cloud architectures — 29 EdgeDC
South-North traffic —— Full-direction traffic Service ‘G = 2 CoreDC
: . . . «p> = VEPC
Static connectivity —p Dynamic connectivity Py ;4* = > e
$ Dy .
Manual configuration = Automatic provisioning & 0 o= ﬁ"
— 2ms 10ms

Distributed DC architecture
Need to manage a lot of SLAs

Transport as a “Production System” towards Vertical

Limited tenant types  =—p All vertical industries Industries
A connectivity service = Diversified SLAs ' (A» N “ PublicCloud
. [ 4
Need to move from reactive O&M to proactive O&M & -
OPEX = 3X CAPEX, and 70% Major Issues due to Manual Mistakes £ - qiseescindlindiesierd

Low Network Utilization but Congestion always occurs
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Evolution Towards Full Autonomic Networks

rs:\((( i

World Class Standards I

- -

Manual
Control

Automatic: automation of
service distribution, network
deployment and maintenance,
through the integration of
network management and
control. Human controlled.
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Adaptive

Data =s) [nformation

Adaptive: intelligent
analysis, real-time acquisition
of network data, perception of
network status, generate
optimization strategies to
enable closed-loop operation.

ms) Knowledge =) Wisdom

Autonomous: Introduction of
artificial intelligence to realize self-*
features, based on a robust knowledge
representation. Includes context-aware
situation awareness as part of a
comprehensive cognition framework,
and uses policy-based management to
enable adaptive and extensible service
offerings that respond to changing
business goals, user needs, and
environmental constraints.
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Evolution Towards Full Autonomic Networks

Self-Operating:
+ Self-remediating
+ Self-diagnosing

Intent Driven: + Naturally vendor agnostic

+ Intent-Driven + High-res. pertinent telemetry !
+ Closed-Loop + Resource and Device management
+ Continuously validated  + Programmable & extensible

Open-loop:
+ Self-built open-loop config tools
+ Basic central store for conf. & telemetry

Basic:
+ Basic telemetry (SNMP, Syslog)
+ Some semi-auto PERL & expert scripts

Manual:
+Change Manually

Analysis Decision

Tell me what
has happened

Tell me why it has
happened

Tell me what will happen

Tell me what measures need to be taken

Self-healing, The system solves the problem by itself

5 stages towards autonomy

Similar to the automotive industry, the evolution towards a self-operating network will happen in

phases, through a process of continuous improvement.
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Autonomous Driving Networks

Cloud
Platform 4 — C19ud E?’
intelligence

HD Map/Model training/ Al training platform/Full lifecycle
Simulation/Data storage APP/
Network-wide data lake

Local -‘Q'- @ @ @ @

A

Jui intelligence
Control System 4 %A Analytic System

AINPU/CPU/Controller O—0 Collection/ Fault detection Translate/Verify/ Decide Awareness/Detection
MCU Awareness/ Perception Managers/Controllers Perception/Recommendation

. Sensor I Edge Netconf/ YANG @ ’ Telemetry

: intelligence

GPS/IMU/MM wave/Radar/Infra/Cameras/V 2x ASICNPU/Smart NP/Edge computing
Autonomous Driving Vehicle Autonomous Driving Networks
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IDN: Intent-Driven Networks

DN

Intent-Driven Network

Business Logic/Policy ]

== Intent

Digital Twin \/

Intent A
( Engine Q)‘- - New O&M

Traditional O&M s o1
. (Aut‘)fn,aﬁon {ci})c- - « User-centric
* Network-centric Engine
Network(fc;haEngine * Closed-loop
* Fragmented Intent-driven 2 Predictive
automation maintenance e Predictive
* Reactive Real-time awareness T~

e Al/Automation

kill-d d <
S ependent @ ((Aé)) % ﬁ' &

Network Infrastructure
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Proactive Traffic Optimization

As Is To Be

Local congestion coexists with whole Al-based Optimization & Steer Traffic by SR
network low utilization

Low 30%

BW Utilization On Average \

Network(l;)}a Engine

BW Utilization

o * 2
] Time @ @
Burst

Traffic Prediction . Anticipation models O

Packet Loss ; ‘ based-onbig-data to avoid mistakes |
Rl Congestion SR Policy

20%. 10ms Packet Loss

=S, e <= I
...... “____..-..------....-..-.....) —
20.0/....'0 ::
9 2002'.,

: Minutes
% Manual ISR BT @ @ ie:rlel

tiom Error Prone ‘ Automatic Traffic Adjustment in real time
/ Automation
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Al and Optimization under the hood...

Network mgmt and control v m Al to predict future conditions and missing
Resource f h - information (e.g. quality, traffic, and faults)
Catalog prediction = Online optimization of the network based on
: future / estimated conditions.
~_ Quality
SLA — Online Network Online leamning prediction

m Goals:

and inference

Optimisation

v

N\_ Fault

Resource / prediction

utilization
Future conditions

S ! ! J
Known conditions { i i m predicted with Al

A
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6 Optimization Challenges for Network Automation

of optimization problems
to stabilize the system
as a problem input
to update optimization policies
from model-based algorithms

by distributing the intelligence

L]
HUAWEI



of optimization problems

Sequential discovery of problem inputs as user requests arrive and depart,
congestions and failures happen

Limited time to solve the problem =» possibly not enough time to converge to the

optimal point.

New
demands

ds ”

>

Network controller

| 1

Network updates
(traffic, failures, ...)

==

(fornew and

Routing configuration
existing demands)

Need for fast convergence & iterative algorithms

=\
e demands new
w
demands
demands

cost from the engine — optimal cost

Routing optimality over time
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to stabilize the system

TE Optimization

based on *

Traffic profiles - VPN2 Performance models
° i F ted " N
Use traffic forecasts n e « Anticipate delay and packet loss variations
i i variations . ]
and traffic profiles to And Key Quality Indicators
anticipate traffic Nominal traffic _ _
variations such as Quality of Experience (QoE)
Stable TE
Compute the optimal TE Compute a single TE Traffic profile
policy at all times sl el Yo (content provider, stream
/ characteristics) Key Quality Indicators
(stall probability, average video bit
rate, video bitrate variations)
I ﬁ
Scare rleigurations SLA prediction —
d, model
/ S, I

Network conditions
(Link utilization, QoS measurements)

.,
.
.
L98 o
.......

Need to find the right trade-off between stability and performance % nuawel



Sources of uncertainty

as a problem input

e Optimization & Control Methods
Predictions errors

N— 4

History Predictive . . A . . g q

(big data) model * Robust optimization (model uncertainty with min / max intervals )
A

» Stochastic optimization (model uncertainty with scenarios)

o)
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o
~
o
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Online

* R = robust minimum
for decision variables

Predrctlve
model Predicted data
(Small)

Current state
(Small)

Optimization

But also failures, traffic anomalies...

Current state
(Small data)

(Ax)
of objective
function (2Af)

Search for feasible configurations

» with the lowest variation

» with the variation bounded in an
area

Step-by-step
optimization with
imperfect predictions
(robust model predictive
control)

/k[/

Figure 1 — A robust solution vs. an optimal solution.

Need to properly deal with uncertainty to avoid optimizing over the worst case % Huawe



to update optimization policies

Closing the loop...

 Measurements on the goodness
of past policies can help
converging to the optimal policy

(Deep) Reinforcement Learning

* Proven performance in many
application domains

Reinforcement Learning (Actor-critic model)
« Suffers from instabilities if not well Spikes in flow delivery time

during stable routing conditions

tuned (exploitation vs exploration Good use )
case for the £ . B0 L
trade-off) Digital Twin % AQFE with Route Memagpy (L=7)
* Needs a large number of | P
P i oine :
i - with other g RN . cuba auy
Iteratlons to Converge (State optimization = 10000 20000 30000 40000 50000 60000 70000 80000

tools Simulator Time

explosion...)
Load balancing with Q-learning

Close the loop but master instabilities and convergence % HuAwel



from model-based algorithms

Self-adaptive and intelligent routing using
distributed agents

« Smarter than IGP
 More scalable than SDN

Need to go beyond legacy but a non need
to start from scratch

« PCE / SDN optimization algorithms can be
used
* In control policies

* To exhaustively explore system states in a
simulator (Digital Twin)

« SDN controllers can work in background

» As a Critic to provide feedback

* To organize communications between
agents to speedup convergence

e " Multicommodity Flow Algorithm

ochastic Generation <

Large realistic Toplogies Thousands of TMs and DMs Or Maxflow of min cost
ILP/MILP...

Reward function
e.g. minimize delay, load balacing

|
!
Network Training on random TMs and DMs |
fiogetodtee | Feedback/Initialize/Drive/Side information
|
[
[
i

Network Management Plan

Action

DRL Agent Routing configurations

Il Neural Net (MLP, RNN/LSTM, SOM,...) I
Network SDN
Analytics Controller

Rewa d

from observed KPIs Routing confg urations
(e.g. delay)

. Network

——1
State, TM, DM, Traffic Load Environment

(Simulated, Emulated, Real) ’\
‘ Local Agen
| Monitoring | '"“""'°°"

PCE legacy algorithms can help Deep Reinforcement Learning

PCE algorithms can boost the convergence of online learning algorithms % nuawel



by distributing the intelligence

> Controller / Twin

. ) *Acts as critic for collective
Multi-Agent Systems (MAS) for Collaborative _ action with distributed
- . . agents to ensure stabilit
and Distributed Learning g y

» MAS-enabled switches:

~
/7 N
4 \
’ N
’ N

Composed of multiple interacting intelligent g . *Make a local decision based
on his current policy
agents. *Collect feedback locally,
. from neighbors or from the
Solve problems that are too difficult for an controller
individual agent or a monolithic system *Update their policy and
decide about exploration-

. exploitation
Successful Application Domains
Robotic, traffic control, sensor networks, industrial automation, etc.
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Thank you
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