How to use DHCP Auto Image on DES-1210-28ME
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	1.0
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[Topology]
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	Note: 

DES-1210-28ME support DHCP Auto Image function at firmware 6-06-R024B(Single Image) , 10-00-R024B (Dual Image), so please make sure your DUT upgraded to the latest firmware version.


[Scenario]
The DHCP automatic image function is used to automatically download FW Image and upgrade the different fw version image into DUT. In the current scenario, the DUT’s fw version will be 10-00-R024B and the fw image in TFTP Server is the previous version of image (DES-1210-28-B3-10-00-R023B.hex) which rename as fw.hex for testing. The followings are the configuration for the dhcp server and tftp server.
[Configuration]
· DHCP Server : HaneWin DHCP Server
The configuration of HaneWin server as below
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	· DHCP Server IP is set as 

10.90.90.10

· Assigned IP Range 

10.90.90.100~150
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	· Server name

10.90.90.45

· File

config.cfg (place the config file)

· Select option 66/67 for file name and file
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	· Option150 server IP:
10.90.90.45

· Option 125

Dlink enterprise id (171) : 0x00 0x00 0x00 0xAB
Suboption Length : 0x08
Suboption code:0x01

File length: 0x06
fw.hex : 0x66 0x77 0x2E 0x68 0x65 0x78
Note:

1. The format of option 125 is

enterpriseId (4) + suboption length(1) + suboption code(1) + length of file name (1)+ filename

2. If suboption code is 1, the machine will execute auto image. On the contrary, the machine will pass the feature after rebooting.
The standard format of option 125 can be reference to rfc3925.


· TFTP Server : Cisco TFTP Server
· Put the fw image file “fw.hex” in the location of TFTP Server Upload/Download Directory, the file name should as same as the configuration of DHCP Server.
[Testing]

· DES-1210-28ME 

Step.1 Set the DHCP auto image to enabled

	DES-1210-28/ME:5# enable autoimage 

Command: enable autoimage

Success.


Step.2 Check the status of autoimage
	DES-1210-28/ME:5# show autoimage 

Command: show autoimage

Autoimage State: Enabled


Step.3 Save the setting 

	DES-1210-28/ME:5# save

Command: save

Building configuration ...

[OK]  


Step.4 Reboot switch
Step.5 After rebooting, DUT will start the process of dhcp auto image. 
* Notice:
Switch records three options from DHCP ACK packet, the first one is option 150, the second one is option 66 , the last one is option 54.The option format that switch recognize is option 150 and option 54 need to be binary ,option 66 is string.

The order of tftp server that switch connects are option 150 , option 66, option 54.
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	Process of Auto Image


· DHCP Process : 
The dhcp packets of DHCP process as shown below.
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· TFTP : 
The tftp packets since downloading the fw.hex as shown below

[image: image7.jpg]10)]
Fle Edit View Go Capture Analyze Statistis Telephony Took Intemals Help

codms BBEXT Aer0TLEE QRQQAN FDH X B

Capturing from IS4 2 [Wireshark 1.10.1 (SVH Rey 50926 from /trunk-

v i & e
s T T —

45955 152.022547000  10.90.90.100 10.90.90.45 TETR 60 Acknow! edgement, Block: 22893




When DUT downloads the fw,hex completely, the TFTP Server will show “successful.”
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· Upgrade FW Image

When the FW image is upgraded completely, the console will show the complete message and DUT reboot automatically.
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After rebooting, the fw version in banner will change.
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