TLB @MX

OTUCT O TCCTUPOBAHHNU

Bepcus v0.1 (12.12.2018)

CoaeprkaHue

CITMCOK COKPALLLEHMM ..evvieeeireeeeetreeeeetateeeeasaeeeessseeesasssseeasssaessassaseesassesasanssaseanssasesanssaeeaasssseeanssasesanssaneeannssnessnnsens 2
KPATKOE OMMCAHME DYHKLMOHAM@ ceeeeiuviieeeiurieeeesteteesassreessasteeesssssseessassseessssssessssssssssssssseesssssessssnssesessssssesssssseessnnsseeeen 2
Ol Y T Tol T I o Tx [ Y (o] < H PRSP OTRRRO 3
J Lol T=Tol e T2 o [0 YT ] PP PP OO PP 3
b Y=Y [T 1o 10 I olo 2 P SRPR 4
KOHDUIYPALMA IMIX ceiiiieiiiieeee ettt te e e e e e e ettt e e e e e e e e sttt e e eeeee e e s nsseteaeeeeeeaasssteaeeaeeessaassseanaeaeesanansssannaeasessanasnsnnnaeaseen 4
Lo R I TP TUPPRPRRTRRRIN 8
TECT 2. TLB + QBAPMA HA COPBEPAX teeererrrrrrrrrrreretetetetetetetetetetetetttteteeteteteetteeetetetttttt................—............—.—.—.———————.—.——.. 17
TEET 3. TLB 4 NAT ettt e et e e s e b et e e s e b b et e e s bb et e e s sba e e e s sba e e e snbaeeesannbeeesanraeee s 19
L0 oY1 OO P PP OPPRO 21



CNUCOK COKpaLLEeHNM

TLB = Traffic Load Balancer

CG-NAT = Carrier-Grade NAT

dNAT = destination NAT (rpaucmsuus IP agpeca HasHauenus, u, Bo3mokHo, TCP/UDP mopra
Ha3HAYCHHSI)

SNAT =source NAT (tpaucisuus IP agpeca ucrounuka, u, Bo3moxuo, TCP/UDP nopra ncrtounuka)

BP = iXia Breaking Point

KpaTkoe onuncaHue pyHKLUMOHaNa

Oynknuonan TLB peasmsyer OamaHcHpoBKY Tpaduka MEXIy cepBepaMH, C HCIIOIb30BaHUEM
MEXaHHU3MOB KOHTpoJIsi pabotocrnocobHocTH cepsuca (health-check) na yposusix L3-L7. OnHoBpemenHo ¢
OanaHCcHPOBKOH Tpaduka Mexay cepBepamu, MoxkeT BoIIOIHATECT ANAT (1, coorBercTBeHHO, SNAT 1151
obpatHoro Tpaduka ot cepBepoB). [Tomnepxkusarorcst VRF, a taxoke IPV4/IPV6 Tpaduk.

OyaknuoHan Tpedyer mapmpytu3aropa cepun MX ¢ nunelinbiMu kaptamu MPC u cepBucHoit
kaproir MS-MPC (umu cepsucaoro moayns MS-MIC).

Caenyromue mpoObl MOT'YT OBITH UCIIONIB30BaHbI 11 BeimoaHeHus health-check:

matvey@mx480-12# set services network-monitoring profile TEST ?

> custom Custom probe options
failure-retries Probe failure retries (1..255)
> http HTTP probe options
icmp ICMP probe options
probe-interval Probe interval (1..180 seconds)
recovery-retries Probe recovery retries (1..255)
> ssl-hello SSL hello probe options
> tcp TCP probe options

Baxnasa ocobenHoctb 1. banancuposky u NAT Beinosnnser PFE nunelinoil kapTel. CepBUCHBIN
IpoLeCCOp HYyXKEH TOJbKO st BbimoiHeHus: health-check, T.e. TpaH3uTHbBI TpaduK CepBUCHBIM
IIpoLEeCCOPOM He 0OpadaThIBaeTCs.

Ba:knasi ocodeHHocTh 2. TLB siBnsiercs Stateless ¢pyukimonanoM u paboTaet mo-nakeTHo.

Ba:xknasi ocoGenHocTb 3. CnecTBHEM  NPEABIIYIIMX  OCOOEHHOCTEH SIBISIETCSI  BBICOKAsI
IPOM3BOIUTEIBHOCTD peleHus (Onm3kas k line-rate).

Basknas ocoGeHHocTb 4. CepBepa He 00s3aTebHO JOJDKHBL ObITh directly connected k MX, onun
MOTYT OBITH JOCTYITHBI uepe3 Layer3 ceTh (Hampumep, HAXOIUTHCS 3a (ailepBOIIIOM).
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Omynsinuio /17 xnueHTtoB u 16-u cepBepoB BhImonHsAeT Tpaduk-renepatop iXia Breaking Point.
Knuents! ornpasisitor HTTP GET 3anpoc Ha agpec 5.5.5.5. INomyuuB 3anpoc, MX Beimonnsier ANAT
(ampec 5.5.5.5 Tpancnupyercst B onuH u3 16-u agpecos 10.132.0.2 — 10.132.0.17) u oTnpasisieT ero Ha
BeIOpanHkbIid cepep. Cepsep orBedaer kiaueHTy (HTTP 200 OK + smynupyemsblii KOHTEHT) B 00paTHOM
HanpasneHuu. [lonyuuB obpatueiil Tpapuk, MX Beimmonnser SNAT B agpec 5.5.5.5 u Mapuipytuzupyer
“HaBepx”’ B CTOPOHY KJIMEHTA.

Takum o0Opa3oM, KIMEHTHI 00IIAIOTCs ¢ cepBepoM 5.5.5.5 U HEe TTOI03PEBAOT, YTO 3a ATHUM aJPECOM
CKpbIBaeTcs 1enas gpadpuka.



Keneso n copt

matvey@mx480-12# run show chassis hardware
Hardware inventory:

Item Version Part number Serial number Description
Chassis IN124E874AFB MX480
Midplane REV @4  750-047862 ACRD7314 Enhanced MX480 Midplane
FPM Board REV 02 710-017254  CABX4221 Front Panel Display
PEM © Rev 10  740-029970 QCS1433UOWL PS 1.4-2.52kW; 90-264V AC in
PEM 1 Rev 10 740-029970  QCS1328UQ7P PS 1.4-2.52kW; 90-264V AC in
Routing Engine @ REV 05 740-031116 9009089087 RE-S-1800x4
Routing Engine 1 REV 10 740-031116 9009211417 RE-S-1800x4
CB o REV 15 7560-031391 CAAR4348 Enhanced MX SCB
CB 1 REV 16 750-031391 CAAW4360 Enhanced MX SCB
FPC © REV 22 750-054564  CADC5724 MPC5E 3D 2CGE+4XGE
CPU REV 11 711-045719 CADG2970 RMPC PMB
PIC © BUILTIN BUILTIN 2X10GE SFPP OTN
PIC 1 BUILTIN BUILTIN 1X100GE CFP2 OTN
Xcvr © REV 01 740-049775 USHOLS8C 100GBASE-LR4-D
PIC 2 BUILTIN BUILTIN 2X10GE SFPP OTN
PIC 3 BUILTIN BUILTIN 1X100GE CFP2 OTN
FPC 1 REV 06 750-038491 Z51855 MPCE Type 2 3D
CPU REV 03 711-038484 ZR7376 MPCE PMB 2G
FPC 2 REV 13 750-038768 CACG6984 MS -MPC
CPU BUILTIN BUILTIN MS-MPC-PMB
PIC © BUILTIN BUILTIN MS-MPC-PIC
PIC 1 BUILTIN BUILTIN MS-MPC-PIC
PIC 2 BUILTIN BUILTIN MS-MPC-PIC
PIC 3 BUILTIN BUILTIN MS-MPC-PIC
Fan Tray Enhanced Left Fan Tray

matvey@mx480-12# run show version

Hostname: mx480-12

Model: mx480

Junos: 17.3R3-S1.5

JUNOS OS Kernel 64-bit [20180725.146b4b3_builder_stable_10]

KoHourypauma MX

3amyck HYKHOTO IpoI1iecca:

matvey@mx480-12# show system processes
sdk-service enable; Il cnietmuunas st TLB Hactpoiika

AKTHBaIMs HY)KHOTO MakeTa Ha cepBucHoM unTepdeiice (NPU) ms-2/0/0:

matvey@mx480-12# show chassis
fpc 2 {
pic 0 {
adaptive-services {
service-package {
extension-provider {
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package jservices-traffic-dird;

}

matvey@mx480-12# run show system processes extensive | match dird
5147 root 1 20 @ 748M 25028K select 2 8:40 0.00% traffic-dird

WnTepdeiicor:

matvey@mx480-12# show interfaces
et-0/1/0 {
description "-- QFX5200-4";
vlan-tagging;
mtu 9000;
gigether-options {
no-flow-control;

}
unit 131 {
description "-- clients";
vlan-id 131;
family inet {
address 10.131.0.1/16;
}
}
unit 132 {
description "-- servers";
vlan-id 132;
family inet {
address 10.132.0.1/24;
}
}
}
ms-2/0/0 {
description "-- service interface TLB";
unit 0 {
ip-address-owner service-plane;
family inet {
address 10.132.0.252/32;
}
}
}

VRF mist cepBepos:

matvey@mx480-12# show routing-instances
SERVERS {
instance-type virtual-router;
interface et-0/1/0.132;
interface ms-2/0/0.0;

Il moacets “HUHTEpHET/KIUCHTHI”

Il moaceTs “cepBepnl”

Il ciettuurunas st TLB HacTtpoiika

Il anpec mns health-check



}
s health-check Beioupaem nposepky nporokosa TCP mopt 80:

matvey@mx480-12# show services network-monitoring
profile TCP-80 {

tcp {
port 80;
}
probe-interval 1; Il xaXayr0 CeKyHIy
failure-retries 2; /] konuyecTBO MPOO, YTOOBI yMEPETh
recovery-retries 2; // Konr4ecTBO MPOO, YTOOBI 0KUTH
}
Kondurypamus TLB:

matvey@mx480-12# show services traffic-load-balance

instance TLB-INSTANCE-1 {
interface ms-2/0/0.0; Il ccpuika Ha cepBUCHBIN HHTEpdeiic
client-interface et-0/1/0.131;
server-interface et-0/1/0.132;

client-vrf default; Il xuentsr B GRT (inet.0)
server-vrf SERVERS; // cepBepa B otnensHOM VRF
group G1 { // rpynmna cepBepoB (16 mTyK)

real-services [ S002 S003 S004 SOO5 SOO6 SOO7 SOO8 SOO9 SO10 SO11
S012 SO13 Se14 SO15 Sel6 So17 ];

health-check-interface-subunit 0;

network-monitoring-profile TCP-80; // ccpuika Ha mpoduis health-check

}

real-service S002 { Il xOHKpeTHBIN cepBep
address 10.132.0.2;

}

real-service 5003 {
address 10.132.0.3;

}

real-service S004 {
address 10.132.0.4;

¥
real-service S005 { /] xOHKpeTHBII cepBep

address 10.132.0.5;

inactive: admin-down; /] MoeT OBITH BBIBEJICH U3 TTyJIa
¥

real-service S006 {
address 10.132.0.6;
inactive: admin-down;

¥

real-service S007 {
address 10.132.0.7;

¥

real-service S008 {
address 10.132.0.8;

}



real-service S009 {
address 10.132.0.

}

real-service S010 {
address 10.132.0.

}

real-service S011 {
address 10.132.0.

}

real-service S012 {
address 10.132.0.

}

real-service S013 {
address 10.132.0.

}

real-service S014 {
address 10.132.0.

}

real-service S015 {
address 10.132.0.

}

real-service S016 {
address 10.132.0.

}

real-service S017 {
address 10.132.0.

}

real-service S201 {
address 10.132.0.
}
virtual-service V1 {
mode translated;
address 5.5.5.5;
service HTTP {
virtual-port

server-listening-port

protocol tcp;

}
group G1;

load-balance-method {

hash {
hash-key

source-ip;

}

10;

11;

12;

13;

14;

15;

16;

17;

201;

80;

{

Il pexxum TLB + dNAT
// myommanbi [P anpec cepuca

// myOIUYHBIN TOPT cepBUCa
80; // peanbHBII MMOPT HA CepBEpax

// Tpymina peabHBIX CEPBEPOB IS JAHHOTO CEPBHCA
// MeTOJl BEIYMCIICHUS Xd111a 0ATaHCUPOBKH, B IAHHOM
// cnydae — o source IP agpecy kiueHToOB



Tect 1. TLB

B sToMm Tecte mpoBepsieM paboTocrocoOHOCTh pyHKITMOHANIA. B HCXOAHOM COCTOSIHUU CIIeHapHil Ha
BP ne 3amymien, Bce cepsepa B cocrosiaun DOWN:

matvey@mx480-12# run clear services traffic-load-balance statistics

matvey@mx480-12# run show services traffic-load-balance statistics

Traffic load balance instance name : TLB-INSTANCE-1

Multi services interface name : ms-2/0/0

Interface state : UP

Interface type : Multi services

Route hold timer : 180

Traffic load balance virtual svc name : V1

IP address : 5.5.5.5

Virtual service mode : Translate mode

Routing instance name : default

Traffic load balance group name : Gl

Health check interface subunit : 0

Protocol : tep

Port number : 80

Server Listening Port Number : 80

Demux Nexthop index 711

Nexthop index : 934

Down time : 01:02:20

Total packet sent count : 0

Total byte sent count : 0

Total packet received count : 0

Total byte received count : 0

Real service Address Sts Packet Sent Byte Sent Packet Recv Byte Recv
S002 10.132.0.2 DOWN © 0 0 0
S003 10.132.0.3 DOWN © 0 0 0
See4 10.132.0.4 DOWN © 0 0 0
S005 10.132.0.5 DOWN © 0 0 0
See6 10.132.0.6 DOWN © 0 0 0
S007 10.132.0.7 DOWN © 0 0 0
See8 10.132.0.8 DOWN © 0 0 0
S009 10.132.0.9 DOWN © 0 0 0
Sel1e 10.132.0.10 DOWN © 0 0 0
So11 10.132.0.11 DOWN © 0 0 0
Se12 10.132.0.12 DOWN © 0 0 0
Se13 10.132.0.13 DOWN © 0 0 0
S014 10.132.0.14 DOWN © 0 0 0
Se15 10.132.0.15 DOWN © 0 0 0
S016 10.132.0.16 DOWN © 0 0 0
Se17 10.132.0.17 DOWN © 0 0 0

[Tocne 3amycka cuenapus Ha BP:

matvey@mx480-12#
*** messages ***



Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [S©02] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [SO10] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [S@03] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [SO@11] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [S004] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [S@12] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [SO05] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [SO13] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [S@06] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [S@14] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [S@07] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [SO15] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [S008] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [SO16] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [SO09] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:
Real server event :TLB instance [TLB-INSTANCE-1]
service [SO17] oper state [UP]

Dec 12 15:22:06 mx480-12 traffic-dird[5147]:

Route Demux add request :for family [IPv4] XLBNH

matvey@mx480-12# run show route 5.5.5.5
9

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [Gl] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [Gl] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [G1l] real

%DAEMON-5-TDIR_SERVER _EVENT:
real-service group [Gl] real

%DAEMON-5-TDIR_SERVER_EVENT:
real-service group [Gl] real

%DAEMON-5-TDIR_ROUTE_EVENT:
[5.5.5.5.711]



inet.@: 10 destinations, 10 routes (9 active, © holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

5.5.5.5/32 *[Static/1] ©00:00:00, metric 1
to private composite next hop index 711

[Tocmotpum Ha “private composite next hop index 711” 6onee moapoGHO:
matvey@mx480-12> start shell pfe network fpco
RMPC platform (1200Mhz QorIQ P2020 processor, 3584MB memory, 512KB flash)

RMPCO(mx480-12 vty)# show nhdb id 711 detail

ID Type Interface Next Hop Addr Protocol Encap
MTU Flags PFE internal Flags
711 Compst - - IPv4 -

© 0OX0000VVVVVVVVRVVY xRV
BFD Session Id: ©

Composite NH:

Function: VIP load balance demux to different LBNH based on ip/ip6
protocol and port

Hardware Index: ©Ox©

Composite flag: Ox0

Composite pfe flag: ©Oxe

Lower-level NH Ids: 934 /I hext-hop cnenyromiero (HU3KOro) ypoBHsI

Derived NH Ids:

- opq __________
IPProto Port

6 80

[pfe-0]: 0x42eb83clc3c00021
IP protocol demux/EnumCheck: ©x38300780ce880808
L4 Port demux/EnumCheck:
IP protocol[proto: 6]: ©x322c0780cc480810
Port -> NHId
80-> 934

Routing-table id: ©
RMPCO(mx480-12 vty)# show nhdb id 934 detail

ID Type Interface Next Hop Addr Protocol Encap
MTU Flags PFE internal Flags
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934 Compst - - IPv4
0 0Ox0000000000000000 ©Ox00VVVVVVLVLVO

BFD Session Id: ©

Composite NH:
Function: VIP based load balancing to real servers
Hardware Index: ©x©
Composite flag: ©0xo
Composite pfe flag: ©Oxe
Lower-level NH Ids:
Derived NH Ids:
Extended selector descriptor (PFEQ) : 0x14efc000000100
Distribution Table:PFE@

opq_vip_port : 80

opq_rip_port : 80

opq_vip_vrf : 0

opg_rip_vrf 1 6

opq_rip_count : 16

Virtual Server IP : 5.5.5.5

Real Server IP List
[ @] 10.132.0.2 [cntr: 65537 status:0x01]
[ 1] 10.132.0.3 [cntr: 65538 status:0x01]
[ 2] 10.132.0.4 [cntr: 65539 status:0x01]
[ 3] 10.132.0.5 [cntr: 65540 status:0x01]
[ 4] 10.132.0.6 [cntr: 65541 status:0x01]
[ 5] 10.132.0.7 [cntr: 65542 status:0x01]
[ 6] 10.132.0.8 [cntr: 65543 status:0x01]
[ 7] 10.132.0.9 [cntr: 65544 status:0x01]
[ 8] 10.132.0.10 [cntr: 65545 status:0x01]
[ 9] 10.132.0.11 [cntr: 65546 status:0x01]
[10] 10.132.0.12 [cntr: 65547 status:0x01]
[11] 10.132.0.13 [cntr: 65548 status:0x01]
[12] 10.132.0.14 [cntr: 65549 status:0x01]
[13] 10.132.0.15 [cntr: 65550 status:0x01]
[14] 10.132.0.16 [cntr: 65551 status:0x01]
[15] 10.132.0.17 [cntr: 65552 status:0x01]

RMPCO(mx480-12 vty)# exit

matvey@mx480-12# run show services traffic-load-balance statistics

Traffic load balance instance name : TLB-INSTANCE-1
Multi services interface name : ms-2/0/0
Interface state : UP

Interface type : Multi services
Route hold timer . 180

Traffic load balance virtual svc name : V1

IP address : 5.5.5.5
Virtual service mode : Translate mode
Routing instance name : default

11



Traffic load balance group name
Health check interface subunit

Protocol
Port number
Server Listening Port Number

Demux Nexthop index

Nexthop index

Up time

Total packet sent count

Total byte sent count

Total packet received count

Total byte received count

Real service Address
Recv Byte Recv

S002 10.132.0.2 UP 72936
See3 10.132.0.3 Up 72213
S04 10.132.0.4 UP 77594
S005 10.132.0.5 Up 78814
S006 10.132.0.6 UP 72702
See7 10.132.0.7 UP 73982
S008 10.132.0.8 UP 77202
S009 10.132.0.9 Up 77767
S010 10.132.0.10 UP 73531
Se11 10.132.0.11 UP 76497
S012 10.132.0.12 UP 76173
Se13 10.132.0.13 UP 75640
S014 10.132.0.14 Uup 73873
Se15 10.132.0.15 UP 74365
S016 10.132.0.16 UpP 71957
Se17 10.132.0.17 UP 72585

Gl

0

tcp

80

80

711

934

00:01:21

1197831

72570900

38949868
: 57259752465

Sts Packet Sent Byte Sent

4418892 2372013
4374440 2344461
4701976 2528312
4776624 2572555
4404058 2360551
4481386 2400839
4678646 2518634
4710982 2525536
4453900 2385024
4635116 2490415
4615930 2482452
4582698 2459355
4475394 2400712
4505444 2418518
4358394 2333173
4397020 2357318

matvey@mx480-12# run show interfaces et-0/1/0 | match rate

Input rate
Output rate
FEC Corrected Errors Rate

FEC Uncorrected Errors Rate

12

: 7343566816 bps (640833 pps)
: 7343556752 bps (640669 pps)

%
0

Packet

3487054314
3446379060
3717227870
3782540900
3469955557
3529062783
3703221091
3712584073
3505736066
3661246290
3649897628
3615494237
3529055655
3555486430
3429524247
3465286264



13



ﬂ

Application Transaction Rate

TCP SSLITLS IPsec

Attempted: 599
Successful: 601
Failed: N/A

Application

26%

Superflow LiveAppSim Client  Attacks GTP

TCP Client Connection Rate

Attempted: 598
Established: 599
Closed: 600

Resources

TCP Server Connection Rate

Established: 613
Closed: 600

Bandwidth

Tx (Mbps): 7,695
Rx (Mbps): 7,692

Application Transactions

Attempted: 83,953
Successful: 83,946
Failed: NfA
Aborted: N/A

Cumulative Client TCP Connections

Attempted: 98,005
Established: 83,951
Closed (FIN): 83,945
Close (RST): N/A

Cumulative Server TCP Connections
Established: 86,543
Closed (FIN): 83,945
Close (RST): N/A

Frame Rate

Tx (Fps): 652,100
Rx (Fps): 651,800

Concurrent Flows

Superflows:
TCP Flows:
UDP Flows:
SCTP Flows:

Average TCP Time

Syn/Ack (ms): 150.091
1st Byte (ms): 126.919
Close (ms): 0.068

Duration (ms): 7.82

Ethernet MAC Errors: NfA

Cumulative Frames

Tx: 91,419,876
Rx: 91,295,214
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[TocMoTpuMm Ha namMmbl Tpaduka MEXIY KIMEHTaMH U cepBepamu, uayiiero yepes MX.

Tpaduk, yxomsumii ¢ “xknuentckoro” nmopra BP:

M Slot5PortDHostnpS-0Dirtx 1544545418010, peap - x
File Edit View Go Copture Anclyze Statistics Telephony Wireless Tools Help
Am i@ BEQRe==f o5 aqan
(W] apply a display fiter ... < =3 ~| Expression..  +
No. Time Source Destination Protocol Length Info  S—
7 0.001639 10.131.48.208 5.5.5.5 TCP 7416911 » 80 [ACK] Seq=1 Ack=393163 Win=65535 TSval=2716996802 TSecr=2716995966
8 0.001863 10.131.48.208 5655500 TCP 7416911 » 88 [ACK] Seq=1 Ack=458698 Win=65535 TSval=2716998593 TSecr=2716997951
9 0.002130 10.131.48.208 5.5.5.5 TCP 7416911 » 80 [ACK] Seq=1 Ack=524217 Win=65535 TSval=2717000728 TSecr=2716999856
10 0.002413 10.131.48.208 5.5.5.5 TCP 7416911 » 80 [ACK] Seq=1 Ack=589744 Win=65535 TSval=2717002998 TSecr=2717001925
11 0.002673 10.131.48.208 5EGRIGE5! TCP 7416911 + 80 [ACK] Seq=1 Ack=655271 Win=65535 Len=0 TSval=2717005074 TSecr=2717604115
12 9.002916 10.131.48.208 5.5.5.5 TCP 74 16911 » 80 [ACK] Seq=1 Ack=720798 Win=65535 Len=0 TSval=2717007016 TSecr=2717006220
13 0.003204 10.131.48.208 5.5.5.5 TCP 7416911 - 80 [ACK] Seq=1 Ack=786325 Win=65535 Len=0 TSval=2717009324 TSecr=2717008505
14 0.003470 10.131.48.208 5.5.5.5 TCP 7416911 » 80 [ACK] Seq=1 Ack=851852 Win=65535 Len=0 TSval=2717011452 TSecr=2717010499
15 0.003636 10.131.48.208 5c5-5:5 TCp 74 16911 » 80 [ACK] Seq=1 Ack=890291 Win=65535 Len=0 TSval=2717012777 TSecr=2717912252
16 0.003646 10.131.48.208 5.5.5.5 TCP 7416911 » 80 [FIN, ACK] Segq=1 Ack=890291 Win=65535 Len=0 TSval=2717012856 TSecr=2717012252
17 0.003690 10.131.48.208 5.5.5.5 TCP 7416911 » 80 [ACK] Seq=2 Ack=890292 Win=65535 Len=0 TSval=2717013214 TSecr=2717013019
— 18 0.164335 10.131.23.172 5655500 TCP 78 10116 » 88 [SYN] Seq=0 Win=5792 Len=0 MSS=1460 TSval=2718298371 TSecr=0
19 0.164425 10.131.23.172 5.5.5.5 TCP 74 10116 > 80 [ACK] Seq=1 Ack=1 Win=5792 Len=0 TSval=2718299093 TSecr=2718298809
20 0.164452 10.131.23.172 SRGRGRG! HTTP 344 GET /index.html HTTP/1.1
21 0.164657 10.131.23.172 5EGRIGE5! TCP 7410116 + 80 [ACK] Seq=271 Ack=5791 Win=11584 Len=0 TSval=2718300951 TSecr=2718300410
22 0.164755 10.131.23.172 5c5-5:5 TCp 74 10116 > 80 [ACK] Seq=271 Ack=17375 Win=23168 Len=0 TSval=2718301732 TSecr=2718301416
23 0.164868 10.131.23.172 5.5.5.5 TCP 74 10116 - 80 [ACK] Seq=271 Ack=40543 Win=46336 Len=0 TSval=2718302632 TSecr=2718302264
24 0.165086 10.131.23.172 5.5.5.5 TCP 7410116 - 80 [ACK] Seq=271 Ack=85798 Win=65535 Len=0 TSval=2718304383 TSecr=2718303467
25 0.165309 10.131.23.172 5:5-5:5 TCcp 7410116 » 80 [ACK] Seq=271 Ack=151325 Win=65535 Len=0 TSval=2718306162 TSecr=2718305513
26 0.165560 10.131.23.172 5.5.5.5 TCP 7410116 > 80 [ACK] Seq=271 Ack=216852 Win=65535 Len=0 TSval=2718308173 TSecr=2718307268
27 0.165812 10.131.23.172 5.5.5.5 TCP 7410116 - 80 [ACK] Seq=271 Ack=282379 Win=65535 Len=0 TSval=2718310189 TSecr=2718309301
28 0.166091 10.131.23.172 5655500 TCP 7410116 + 80 [ACK] Seq=271 Ack=347906 Win=65535 Len=0 TSval=2718312418 TSecr=2718311341
29 0.166350 10.131.23.172 5.5.5.5 TCP 74 10116 > 80 [ACK] Seq=271 Ack=413433 Win=65535 Len=0 TSval=2718314491 TSecr=2718313566
30 0.166584 10.131.23.172 5.5.5.5 TCP 74 10116 - 80 [ACK] Seq=271 Ack=478960 Win=65535 Len=0 TSval=2718316360 TSecr=2718315605
31 0.166864 10.131.23.172 55525 TCP 7410116 -+ 80 [ACK] Seq=271 Ack=544487 Win=65535 Len=@ TSval=2718318606 TSecr=2718317491
32 0.167125 10.131.23.172 5c5-5:5 TCp 74 10116 > 80 [ACK] Seq=271 Ack=610014 Win=65535 Len=0 TSval=2718320695 TSecr=2718319859
33 0.167403 10.131.23.172 5.5.5.5 TCP 7410116 > 80 [ACK] Seq=271 Ack=675541 Win=65535 Len=0 TSval=2718322914 TSecr=2718321807 v
<
Frame 20: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits)
Ethernet II, Src: MS-NLB-PhysServer-26_c5:03:17:aa (@2:1a:c5:03:17:aa), Dst: JuniperN 77:1:52 (f@:1c:2d:77:f1:52)
802.1Q Virtual LAN, PRI: 0, DEI: @, ID: 131
Internet Protocol Version 4, Src: 10.131.23.172, Dst: 5.5.5.5
Transmission Control Protocol, Src Port: 10116, Dst Port: 80, Seq: 1, Ack: 1, Len: 270
Hypertext Transfer Protocol
@ 7 slotsPortoHostnp5-0Dirtx, 1544545418010.pcap Packets: 4242 - Displayed: 4242 (100.0%) Profile: Default
Tpaduk, npuxoasmuii Ha “cepBepHbli” mopT BP:
5 .
M siotSPort1Hostnps-0Dimx, 1544545852335 peap - X
File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
Am 2@ RE ] a= 3= Qaaan
([Tt B33 -] Expression... | +
Mo, Time: Source Destination Protocol Length Info  S—
4 0.000808 10.131.48.208 10.132.0.7 TCP 7416911 » 80 [ACK] Seq=1 Ack=196582 Win=65535 Len=0 TSval=2716994789 TSecr=2716993826
5 0.001060 10.131.48.208 10.132.0.7 TCP 7416911 + 80 [ACK] Seq=1 Ack=262109 Win=65535 Len=0 TSval=2716996802 TSecr=2716995966
6 0.001284 10.131.48.208 10.132.0.7 TCP 7416911 + 8@ [ACK] Seq=1 Ack=327636 Win=65535 Len=@ TSval=2716998593 TSecr=2716997951
7 0.001551 10.131.48.208 10.132.0.7 TCP 7416911 » 80 [ACK] Seq=1 Ack=393163 Win=65535 Len=0 TSval=2717000728 TSecr=2716999856
8 0.001834 10.131.48.208 10.132.0.7 TCP 7416911 » 80 [ACK] Seq=1 Ack=458690 Win=65535 Len=0 TSval=2717002998 TSecr=2717001925
9 0.002094 10.131.48.208 10.132.0.7 TCP 7416911 » 80 [ACK] Seq=1 Ack=524217 Win=65535 Len=@ TSval=2717005074 TSecr=2717004115
10 0.002336 10.131.48.208 10.132.0.7 TCP 7416911 » 80 [ACK] Seq=1 Ack=589744 Win=65535 Len=0 TSval=2717007016 TSecr=2717006220 i
11 0.002625 10.131.48.208 10.132.0.7 TCP 7416911 » 80 [ACK] Seq=1 Ack=655271 Win=65535 Len=0 TSval=2717009324 TSecr=2717008505
12 0.002891 10.131.48.208 10.132.0.7 TCP 7416911 » 80 [ACK] Seq=1 Ack=720798 Win=65535 Len=0 TSval=2717011452 TSecr=2717010499
13 83056 10.131.48.208 10.132 7 TCP 7416911 + 80 [ACK] Seq=1 Ack=759237 Win=65535 Len=0 TSval=2717012777 TSecr=2717012252
14 0.003063 10.131.48.208 10.132.0.7 TCP 7416911 » 8@ [FIN, ACK] Seq=1 Ack=759237 Win=65535 Len=0 TSval=2717012856 TSecr=27170122532
15 0.003108 10.131.48.208 10.132.0.7 TCP 7416911 » 80 [ACK] Seq=2 Ack=759238 Win=65535 Len=0 TSval=2717013214 TSecr=27170130819
- 16 0.163756 10.131.23.172 10.132.0.14 TCP 78 10116 » 8@ [SYN] Seq=0 Win=5792 Len=0 M55=1460 TSval=2718298371 TSecr=0
17 ©.163843 10.131.23.172 10.132.0.14 TCP 7410116 -+ 80 [ACK] Seq=1 Ack=1 Win=5792 Len=@ TSval=2718299@93 TSecr=2718298809
18 6.163870 10.131.23.172 10.132.0.14 HTTP 344 GET /index.html HTTP/1.1
19 0.164078 10.131.23.172 10.132.0.14 TCP 7410116 » 80 [ACK] Seq=271 Ack=5791 Win=11584 Len=0 TSval=2718300951 TSecr=2718300410 L
20 0.164172 10.131.23.172 10.132.0.14 TCP 74 10116 - 80 [ACK] Seq=271 Ack=17375 Win=23168 Len=0 TSval=2718301732 TSecr=2718301416 -
21 0.164285 10.131.23.172 10.132 14 TCP 7410116 + 80 [ACK] Seq=271 Ack=48543 Win=46336 Len=0 TSval=2718302632 TSecr=2718302264
22 0.164507 10.131.23.172 10.132.0.14 TCP 7410116 + 80 [ACK] Seq=271 Ack=85798 Win=65535 Len=0 TSval=2718304383 TSecr=2718303467
23 0.164726 10.131.23.172 10.132.0.14 TCP 7410116 » 80 [ACK] Seq=271 Ack=151325 Win=65535 Len=0 TSval=2718306162 TSecr=2718385513
24 0.164981 10.131.23.172 10.132.0.14 TCP 7410116 + 80 [ACK] Seq=271 Ack=216852 Win=65535 Len=0 TSval=2718308173 TSecr=2718307268
250.165233 10.131.23.172 10.132.0.14 TCP 7410116 + 80 [ACK] Seq=271 Ack=282379 Win=65535 Len=0 TSval=2718310189 TSecr=2718309301
26 0.165512 10.131.23.172 10.132.0.14 TCP 7410116 » 80 [ACK] Seq=271 Ack=347906 Win=65535 Len=0 TSval=2718312418 TSecr=2718311341
27 9.165771 10.131.23.172 10.132.0.14 TCP 7410116 > 80 [ACK] Seq=271 Ack=413433 Win=65535 Len=0 TSval=2718314491 TSecr=2718313566
28 0.166004 10.131.23.172 10.132.0.14 TCP 74 10116 - 80 [ACK] Seq=271 Ack=47896@ Win=65535 Len=0 TSval=2718316360 TSecr=2718315605
29 0.166285 10.131.23.172 10.132.0.14 TCP 7410116 » 80 [ACK] Seq=271 Ack=544487 Win=65535 Len=@ TSval=2718318606 TSecr=2718317491 —
30 0.166546 10.131.23.172 10.132.0.14 TCP 7410116 » 8@ [ACK] Seq=271 Ack=610014 Win=65535 Len=0 TSval=2718320695 TSecr=2718319859 -v

Frame 18: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits)
Ethernet II, Src: JuniperN_77:f1:52 (f@:1c:2d:77:f1:52), Dst: MS-NLB-PhysServer-26_c5:04:00:0c (02:1a:c5:04:00:0c)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 132
Internet Protocol Version 4, Src: 10.131.23.172, Dst: 10.132.0.14
Transmission Control Protocol, Src Port: 10116, Dst Port: 80, Seq: 1, Ack: 1, Len: 270
Hypertext Transfer Protocol

() 7 Transmission Control Protocol: Protocol
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Packets: 4968 * Displayed: 4956 (39.8%)

Profile: Default




OtBetHbIi Tpaduk, yxoasamuii ¢ “cepBepHoro’” nmopra BP:

M SlotsPort1Hostnp5-0Dirt 1544546331716, peap - %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 7@ BRes=F o = aqan
(W apply a display fiter __<Ctrl-/> =3 - | Expression...  +
No. Time: Source Destination Protocol Length Info  S—
536 0.003186 10.132.0.7 10.131.48.208 TCP 1522 80 » 16911 [ACK] 5Seq=762790 Ack=1 Win=5792 Len=1448 TSval=2717012116 TSecr=2717011452
537 0.003188 10.132.0.7 10.131.48.208 TCP 1522 80 - 16911 [PSH, ACK] Seq=764238 Ack=1 Win=5792 Len=1448 TSval=2717012132 TSecr=27170114
538 0.003191 10.132.0.7 10.131.48.208 TCP 1522 80 » 16911 [ACK] Seq=765686 Ack=1 Win=5792 Len=1448 TSval=2717012152 TSecr=2717011452
539 0.003193 10.132.0.7 10.131.48.208 TCP 1522 80 » 16911 [PSH, ACK] Seq=767134 Ack=1 Win=5792 Len=1448 TSval=2717012169 TSecr=27170114
540 0.003195 10.132.0.7 10.131.48.208 TCP 1522 80 + 16911 [ACK] Seq=768582 Ack=1 Win=5792 Len=1448 TSval=2717012191 TSecr=2717011452
541 0.003197 10.132.0.7 10.131.48.208 TCP 1522 88 + 16911 [PSH, ACK] 5eq=7700308 Ack=1 Win=5792 Len=1448 TSval=2717012207 TSecr=27170114
542 0.003200 10.132.0.7 10.131.48.208 TCP 1522 80 » 16911 [ACK] Seq=771478 Ack=1 Win=5792 Len=1448 TSval=2717012226 TSecr=2717011452
543 0.003202 10.132.0.7 10.131.48.208 TCP 1522 80 » 16911 [PSH, ACK] Seq=772926 Ack=1 Win=5792 Len=1448 TSval=2717012243 TSecr=27170114
544 0.003203 10.132.0.7 10.131.48.208 TCP 865 80 > 16911 [PSH, ACK] Seq=774374 Ack=1 Win=5792 Len=791 TSval=2717012252 TSecr=27170114%
545 0.003299 10.132.0.7 10.131.48.208 TCP 7480 = 16911 [FIN, ACK] Seq=775165 Ack=1 Win=5792 Len=0 TSval=2717013019 TSecr=2717012777
546 0.003306 10.132.0.7 10.131.48.208 TCP 74 80 » 16911 [ACK] Seq=775166 Ack=2 Win=5792 Len=0 TSval=2717013074 TSecr=2717012856
- 547 0.164023 10.132.0.14 10.131.23.172 TCP 78 80 > 10116 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS5=1460 TSval=2718298809 TSecr=271829¢
548 0.164215 10.132.0.14 10.131.23.172 TCP 1522 80 + 10116 [ACK] Seq=1 Ack=271 Win=5792 Len=1448 TSval=2718300350 TSecr=2718299306 [TCP
545 0.164218 10.132.0.14 10.131.23.172 TCP 1520 80 + 10116 [PSH, ACK] Seq=1449 Ack=271 Win=5792 Len=1446 TSval=27183080371 TSecr=27182993
550 0.164221 10.132.0.14 10.131.23.172 TCP 1522 80 » 10116 [ACK] Seq=2895 Ack=271 Win=5792 Len=1448 TSval=2718300393 TSecr=27182993@6 [T
551 0.164223 10.132.0.14 10.131.23.172 TCP 1522 80 » 10116 [PSH, ACK] Seq=4343 Ack=271 Win=5792 Len=1448 TSval=2718300410 TSecr=27182993
552 0.164332 10.132.0.14 10.131.23.172 TCP 1522 80 » 10116 [ACK] Seq=5791 Ack=271 Win=5792 Len=1448 TSval=2718301286 TSecr=2718300951 [T
553 0.164335 10.132.0.14 10.131.23.172 TCP 1522 89 » 10116 [PSH, ACK] Seq=7239 Ack=271 Win=5792 Len=1448 TSval=2718301306 TSecr=2718300%
554 0.164338 10.132.0.14 10.131.23.172 TCP 1522 80 » 10116 [ACK] Seq=8687 Ack=271 Win=5792 Len=1448 TSval=2718301328 TSecr=2718300951 [T
555 0.164340 10.132.0.14 10.131.23.172 TCP 1522 80 » 10116 [PSH, ACK] 5eq=10135 Ack=271 Win=5792 Len=1448 TSval=2718301344 TSecr=271830¢
556 0.164342 10.132.0.14 10.131.23.172 TCP 1522 80 - 10116 [ACK] Seq=11583 Ack=271 Win=5792 Len=1448 TSval=2718301364 TSecr=2718300951 [
557 0.164344 10.132.0.14 10.131.23.172 TCP 1522 80 + 10116 [PSH, ACK] Seq=13031 Ack=271 Win=5792 Len=1448 TSval=2718301380 TSecr=271830¢
558 0.164346 10.132.0.14 10.131.23.172 TCP 1522 80 » 10116 [ACK] Seq=14479 Ack=271 Win=5792 Len=1448 TSval=2718301400@ TSecr=2718300951 [
559 0.164348 10.132.0.14 10.131.23.172 TCP 1522 80 » 10116 [PSH, ACK] Seq=15927 Ack=271 Win=5792 Len=1448 TSval=2718301416 TSecr=271830¢
560 9.164419  10.132.0.14 10.131.23.172  TCP 1522 80 > 10116 [ACK] Seq=17375 Ack=271 Win=5792 Len=1448 TSval=2718301981 TSecr=2718301732 [
5610.164422  10.132.0.14 10.131.23.172  TCP 152280 + 10116 [PSH, ACK] Seq=18823 Ack=271 Win=5792 Len=1448 TSval=2718302000 TSecr=2718301
562 0.164424  10.132.0.14 10.131.23.172  TCP 1522 88 > 10116 [ACK] Seq=20271 Ack=271 Win=5792 Len=1448 TSval=2718302020 TSecr=2718301732 | .«
< >
Frame 547: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
Ethernet IT, Src: MS-NLB-PhysServer-26_c5:04:00:8c (©2:1a:c5:04:00:0c), Dst: JuniperN_77:f1:52 (f@:1c:2d:77:f1:52)
802.1Q Virtual LAN, PRI: ©, DEI: @, ID: 132
Internet Protocol Version 4, Src: 10.132.0.14, Dst: 10.131.23.172
Transmission Control Protocol, Src Port: 80, Dst Port: 10116, Seq: @, Ack: 1, Len: @
@ 7 slotSPort1Hostmps-0Dirtx., 1544546331716.0caD Packets: 143492 * Displayed: 143452 (100.0%) Profile: Default
053 (%3 13 99 .
OTBeTHBIN TpadUK, MPUXOAAIINNA HA “KIHEHTCKH mopt BP:
Ml Slot5PortOHostnpS-0Dirm:. 1544546780167, peap - X
File Edit View Go Capture Analyze Statistics Telephony Miireless Iools Help
AW RE Re= & Qaanm
(W] pply a display fiter .. <Cirl-/> =3 -] Expression.. | +
No. Time: Source Destination Protocol Length Info —
625 0.0083693 iSRG R5R5: 10.131.48.208 TCP 1522 80 » 16911 [ACK] Seq=889500 Ack=1 Win=5792 Len=1448 TSval=2717012152 TSecr=2717011452
626 0.003695 5.5.5.5 10.131.48.208 TCP 1522 80 » 16911 [PSH, ACK] 5eq=890948 Ack=1 Win=5792 Len=1448 TSval=2717012169 TSecr=271701145
627 0.003698 5.5.5.5 10.131.48.208 TCP 1522 80 + 16911 [ACK] Seq=892396 Ack=1 Win=5792 Len=1448 TSval=2717012191 TSecr=2717011452
628 0.003700 5555505 10.131.48.208 TCP 1522 80 + 16911 [PSH, ACK] 5eq=893844 Ack=1 Win=5792 Len=1448 TSval=2717012207 TSecr=271701145
629 0.003702 5.5.5.5 10.131.48.208 TCP 1522 80 » 16911 [ACK] Seq=895292 Ack=1 Win=5792 Len=1448 TSval=2717012226 TSecr=2717011452
630 0.003704 5.5.5.5 10.131.48.208 TCP 1522 80 » 16911 [PSH, ACK] Seq=896740 Ack=1 Win=5792 Len=1448 TSval=2717012243 TSecr=271701145
631 0.003706 5.5.5.5 10.131.48.208 TCP 865 80 » 16911 [PSH, ACK] 5eq=898188 Ack=1 Win=5792 Len=791 TSval=2717012252 TSecr=2717011452
632 0.003803 5.5.5.5 10.131.48.208 TCP 7480 = 16911 [FIN, ACK] Seq=898979 Ack=1 Win=5792 Len=0 TSval=2717013019 TSecr=2717012777
633 0.003806 5.5.5.5 10.131.48.208 TCP 74 80 » 16911 [ACK] Seq=898980 Ack=2 Win=5792 Len=0 TSval=2717013074 TSecr=2717012856
- 634 0.164526 5.5.5.5 10.131.23.172 TCP 78 80 > 10116 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS5=1460 TSval=2718298809 TSecr=27182983
635 0.164718 5.5.5.5 10.131.23.172 TCP 1522 80 - 10116 [ACK] Seq=1 Ack=271 Win=5792 Len=1448 TSval=2718300350 TSecr=2718299306 [TCP s{
636 0.164721 5550500 10.131.23.172 TCP 1520 88 + 10116 [PSH, ACK] Seq=1449 Ack=271 Win=5792 Len=1446 TSval=27183080371 TSecr=271829930|
637 0.164723 5.5.5.5 10.131.23.172 TCP 1522 80 ~» 10116 [ACK] Seq=2895 Ack=271 Win=5792 Len=1448 TSval=2718300393 TSecr=2718299306 [TC|
638 0.164725 5.5.5.5 10.131.23.172 TCP 1522 80 » 10116 [PSH, ACK] Seq=4343 Ack=271 Win=5792 Len=1448 TSval=2718300410 TSecr=271829930
639 0.164835 5.5.5.5 10.131.23.172 TCP 1522 80 -+ 10116 [ACK] Seq=5791 Ack=271 Win=5792 Len=1448 TSval=2718301286 TSecr=2718300951 [TC|
640 0.164838 5.5.5.5 10.131.23.172 TCP 1522 89 » 10116 [PSH, ACK] Seq=7239 Ack=271 Win=5792 Len=1448 TSval=2718301306 TSecr=271830095
641 0.164840 5.5.5.5 10.131.23.172 TCP 1522 80 » 10116 [ACK] Seq=8687 Ack=271 Win=5792 Len=1448 TSval=2718301328 TSecr=2718300951 [TC|
642 0.164842 5.5.5.5 10.131.23.172 TCP 1522 80 » 10116 [PSH, ACK] 5eq=10135 Ack=271 Win=5792 Len=1448 TSval=2718301344 TSecr=27183009
643 0.164845 5.5.5.5 10.131.23.172 TCP 1522 80 - 10116 [ACK] Seq=11583 Ack=271 Win=5792 Len=1448 TSval=2718301364 TSecr=2718300951 [T|
644 0.164847 5550500 10.131.23.172 TCP 1522 880 + 10116 [PSH, ACK] Seq=13031 Ack=271 Win=5792 Len=1448 TSval=2718301388 TSecr=27183009
645 0.164849 5.5.5.5 10.131.23.172 TCP 1522 89 ~» 10116 [ACK] Seq=14479 Ack=271 Win=5792 Len=1448 TSval=2718301400 TSecr=2718300951 [T
646 0.164851 5.5.5.5 10.131.23.172 TCP 1522 80 » 10116 [PSH, ACK] Seq=15927 Ack=271 Win=5792 Len=1448 TSval=2718301416 TSecr=271830809
647 0.164922 5555505 10.131.23.172 TCP 1522 88 + 10116 [ACK] Seq=17375 Ack=271 Win=5792 Len=1448 TSval=2718301981 TSecr=2718301732 [T
648 0.164924 5.5.5.5 10.131.23.172 TCP 1522 89 » 10116 [PSH, ACK] Seq=18823 Ack=271 Win=5792 Len=1448 TSval=2718302000 TSecr=27183017
649 0.164927 5.5.5.5 10.131.23.172 TCP 1522 80 » 10116 [ACK] Seq=208271 Ack=271 Win=5792 Len=1448 TSval=2718302020 TSecr=2718301732 [T|
650 0.164929 5.5.5.5 10.131.23.172 TCP 1522 80 » 10116 [PSH, ACK] 5eq=21719 Ack=271 Win=5792 Len=1448 TSval=2718302037 TSecr=27183017
651 0.164931 5.5.5.5 10.131.23.172 TCP 1522 80 - 10116 [ACK] Seq=23167 Ack=271 Win=5792 Len=1448 TSval=2718302057 TSecr=2718301732 [T| v
< >
Frame 634: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
Ethernet IT, Src: JuniperN_77:f1:52 (f@:1c:2d:77:f1:52), Dst: MS-NLB-PhysServer-26 c5:03:17:aa (02:1a:¢5:03:17:aa)
802.1Q Virtual LAN, PRI: ©, DEI: 0, ID: 131
Internet Protocol Version 4, Src: 5.5.5.5, Dst: 10.131.23.172
Transmission Contrel Protocol, Src Port: 80, Dst Port: 10116, Seq: @, Ack: 1, Len: @
© 7 ShotSPort0HostnpS-0Dirx, 1544546780 167.pcap Packets; 142326 - Displayed: 142926 (100.0%) Profie: Default

Tpaduxk health-check mexmy MX u cepepom 10.132.0.14:
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M slot5Port1Hostnps-0.1544547583953 pcap - x
File Edit View Go

Capture  Analyze Statistics Telephony  Wireless Tools Help

An 7@ BRres=fF a5 Eaaan

[ [p.sre==10.132.0.252 && ip.dst==10.132.0.14) || (p-sr . 132.0. 14 B8 ip.dst==10. 132.0.253) = -] Expression... | +

No. Time: Source Destination Protocol Length Info [—)
4945 0.719725 10.132.0.252 10.132.0.14 TCP 86 55093 » 80 [SYN] Seq=0 Win=65535 Len=0 M55=9152 WS=2 TSval=6160054 TSecr=0 SACK PERM=1
4946 0.719743 10.132.0.14 10.132.0.252 TCP 82 8@ - 55093 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS5=1460 WS=1 TSval=2722744571 TSecr=616{__
4955 0.720399 10.132.0.252 10.132.0.14 TCP 74 55093 » 80 [ACK] Seq=1 Ack=1 Win=66608 Len=0 TSval=6160055 TSecr=2722744571 o
4966 0.721067 10.132.0.252 10.132.0.14 64 55093 > 80 ACK] Seq=1 Ack=1 Win=66608 Len=0 e
11527 1.734071 10.132.0.252 10.132.0.14 TCP 86 55109 + 8@ [SYN] Seq=8 Win=65535 Len=0 MSS=9152 WS=2 TSval=6161862 TSecr=0 SACK_PERM=1 —
11528 1.734088 10.132.0.14 10.132.0.252 TCP 82 80 » 55109 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MS55=1468 WS=1 TSval=2730859329 TSecr=616 __
11538 1.734818 10.132.0.252 10.132.0.14 TCP 74 55109 » 8@ [ACK] Seq=1 Ack=1 Win=66608 Len=0 TSval=6161063 TSecr=2730859329 |
11548 1.735412 10.132.0.252 10.132.0.14 C! 64 55109 » 80 ACK] Seq=1 Ack=1 Win=66608 Len=0 e
18113 2.748432 10.132.0.252 10.132.0.14 TCP 86 55125 > 80 [SYN] Seq=0 Win=65535 Len=0 MSS=9152 WS=2 TSval=6162070 TSecr=0 SACK_PERM=1  _
18114 2.748457 10.132.0.14 10.132.0.252 TCP 82 80 = 55125 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS5=1468@ WS=1 TSval=2738974284 TSECF:616_
18124 2.749180 10.132.0.252 10.132.0.14 TCP 74 55125 » 80 [ACK] Seq=1 Ack=1 Win=66608 Len=0 TSval=6162071 TSecr=2738974284 )
18134 2.749779 10.132.0.252  10.132.0.14 64 55125 » 20 ACK] Seq=1 Ack=1 Win=66608 Len=0 o
24698 3.763211 10.132.0.252 10.132.0.14 TCP 86 55141 + 8@ [SYN] Seq=8 Win=65535 Len=0 MSS=9152 WS=2 TSval=61630878 TSecr=0 SACK_PERM=1 .
24699 3.763231 10.132.0.14 10.132.0.252 TCP 82 80 » 55141 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS5=1460 WS=1 TSval=2747092478 TSEU‘:GlG_
24708 3.763887 10.132.0.252 10.132.0.14 TCP 74 55141 » 8@ [ACK] Seq=1 Ack=1 Win=66608 Len=0 TSval=6163079 TSecr=2747092478
24719 3.764556 10.132.0.252 10.132.0.14 C! 64 55141 » 80 ACK] Seq=1 Ack=1 Win=66608 Len=0 =
31283 4.777587 10.132.0.252 10.132.0.14 TCP 86 55157 » 8@ [SYN] Seq=0 Win=65535 Len=0 M55=9152 WS=2 TSval=6164086 TSecr=0 SACK_PERM=1 o
31284 4.777610 10.132.0.14 10.132.0.252 TCP 82 80 = 55157 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=146@ WS=1 TSval=2755207510 TSecr=616"
31294 4.778341 10.132.0.252 10.132.0.14 TCP 74 55157 » 8@ [ACK] Seq=1 Ack=1 Win=66608 Len=0 TSval=6164087 TSecr=2755207510 !
31304 4.778937 10.132.0.252  10.132.0.14 64 55157 » 80 ACK] Seq=1 Ack=1 Win=66608 Len=0 ™
37866 5.791993 10.132.0.252 10.132.0.14 TCP 86 55173 - 80 [SYN] Seq=0 Win=65535 Len=0 MSS=9152 WS=2 TSval=6165094 TSecr=0 SACK_PERM=1 m
37867 5.792018 10.132.0.14 10.132.0.252 TCP 82 80 » 55173 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 WS=1 TSval=2763322773 TSecr=616"
37876 5.792691 10.132.0.252 10.132.0.14 TCP 74 55173 » 8@ [ACK] Seq=1 Ack=1 Win=66608 Len=0 TSval=6165095 TSecr=2763322773 o
37887 5.793341 10.132.0.252 10.132.0.14 C! 64 55173 » 80 ACK] Seq=1 Ack=1 Win=66608 Len=0
44451 6.806480 10.132.0.252 10.132.0.14 TCP 86 55189 > 80 [SYN] Seq=0 Win=65535 Len=@ MS$5=9152 WS=2 TSval=6166102 TSecr=@ SACK_PERM=1 ™
44452 6.806502 10.132.0.14 10.132.0.252 TCP 82 80 > 55189 [SYN, ACK] Seq=@ Ack=1 Win=5792 Len=0 MSS=1460 WS=1 TSval=2771438646 TSecr=616M
44462 6.807202 10.132.0.252 10.132.0.14 TCP 74 55189 » 8@ [ACK] Seq=1 Ack=1 Win=66608 Len=0 TSval=6166103 TSecr=2771438646 ™

< >

Frame 4945: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)

Ethernet IT, Src: JuniperN_77:f1:52 (f@:1c:2d:77:f1:52), Dst: MS-NLB-PhysServer-26 c5:04:00:0c (02:1a:c5:04:00:0c)
802.1Q Virtual LAN, PRI: ©, DEI: @, ID: 132

Internet Protocol Version 4, Src: 10.132.0.252, Dst: 10.132.0.14

Transmission Control Protocol, Src Port: 55093, Dst Port: 80, Seq: @, Len: @

© @ SotSPortiHosnps-0. 1544547583953.pcap Packets: 145023  Displayed: 109 (0.1%) Profile: Default

Tect 2. TLB + aBapua Ha cepBepax

Eme pa3 3amyckaem tect HOMep 1, U B mpoliecce BBINOJHEHUs TeCTa “BBIKJIOYaeM™ 2 cepBepa u3
¢babpuku, mpuMeHUB Ha toruueckom uaTepdeiice et-0/1/0.132 cooTBeTCTBYIOMIHI GHIBTP JIISI BXOISIIETO
TCP tpaduxka:

matvey@mx480-12# show interfaces et-0/1/0 unit 132
description "-- servers";
vlan-id 132;
family inet {
filter {
inactive: input BLOCK-SERVERS;

}
address 10.132.0.1/24;

}

matvey@mx480-12# show firewall family inet filter BLOCK-SERVERS
interface-specific;
term 1 { /I 6noxkupyem TCP tpaduk ot ceprepa S005
from {
source-address {
10.132.0.5/32;

}
protocol tcp;

}
then {

discard;

}
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term 2 { // 6noxupyem TCP tpadux ot ceprepa S011
from
source-address {
10.132.0.11/32;

}
protocol tcp;
}
then {
discard;
}
}
term 3 {
then accept;
}

matvey@mx480-12# activate interfaces et-0/1/06 unit 132 family inet filter
input

matvey@mx480-12# show | compare
[edit interfaces et-0/1/0 unit 132 family inet filter]
! active: input { ... }

matvey@mx480-12# commit

matvey@mx480-12#

*** messages ***

Dec 12 15:23:07 mx480-12 mgd[81260]: %INTERACT-4-UI_COMMIT_COMPLETED:
commit complete

Dec 12 15:23:10 mx480-12 traffic-dird[5147]: %DAEMON-1-TDIR_SERVER_EVENT:
Real server event :TLB instance [TLB-INSTANCE-1] real-service group [G1l] real
service [S@O5] oper state [DOWN]

Dec 12 15:23:10 mx480-12 traffic-dird[5147]: %DAEMON-1-TDIR_SERVER_EVENT:
Real server event :TLB instance [TLB-INSTANCE-1] real-service group [G1l] real
service [SO11] oper state [DOWN]

matvey@mx480-12# run show services traffic-load-balance statistics

Traffic load balance instance name : TLB-INSTANCE-1
Multi services interface name : ms-2/0/0
Interface state : UP

Interface type : Multi services
Route hold timer . 180

Traffic load balance virtual svc name : V1

IP address : 5.5.5.5
Virtual service mode : Translate mode
Routing instance name : default
Traffic load balance group name 1 Gl

Health check interface subunit : 0

Protocol i tep

Port number : 80

Server Listening Port Number : 80

Demux Nexthop index 711
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Nexthop index : 934

Up time i 00:03:21

Total packet sent count : 1566976

Total byte sent count : 92977758

Total packet received count : 39678509

Total byte received count : 57555690724

Real service Address Sts Packet Sent Byte Sent Packet Recv Byte Recv
S002 10.132.0.2 UP 103950 6164532 2608676 3781561830
See3 10.132.0.3 UP 108093 6410066 2730507 3961930410
S004 10.132.0.4 UP 107011 6351788 2737903 3975809853
S0e5 10.132.0.5 DOWN 24053 1409538 504027 720908473
S006 10.132.0.6 UP 107677 6392822 2744378 3982156493
S007 10.132.0.7 UP 110767 6581440 2852897 4142161121
S00e8 10.132.0.8 UP 108372 6441468 2804845 4073628565
S009 10.132.0.9 UP 112558 6677058 2856160 4145505052
So1e 10.132.0.10 UP 107745 6390144 2707269 3924722530
S011 10.132.0.11 DOWN 22195 1297506 446715 636910631
S012 10.132.0.12 UP 106950 6347090 2711083 3932416925
So13 10.132.0.13 UP 104919 6222848 2638339 3825113494
Se14 10.132.0.14 UP 106984 6345552 2691832 3902913396
So15 10.132.0.15 UP 109967 6534318 2834685 4115877023
S016 10.132.0.16 UP 112097 6657000 2867168 4161082022
Se17 10.132.0.17 UP 113638 6754588 2942025 4272992906

[Mocne nmpumenenust ¢unptpa, MX nerextupyer HemoctymHocTh cepBepoB S005 u SO11, u
UCKITIOYAEeT 3TH cepBepa U3 0aIaHCHPOBKH.

Tect 3. TLB + NAT

Bemonnsemsiii TLB SNAT (a1 oGpatHoro Tpaduka oT cepBepoB K KJIMEHTaM) HE MOXKET CIYXKHUThb
3ameHor “o0brgHOTO” NAT-a. TLB Tpanciampyer Tonbko Tpaduk, ONpeaesieHHBbIH B KOH(UTYyparuu
BUPTYaJIbHOT'O CEpBUCA.

matvey@mx480-12# show services traffic-load-balance instance TLB-INSTANCE-
1 virtual-service V1 service HTTP

virtual-port 80;

server-listening-port 80;

protocol tcp;

st moctyna cepBepoB B “UHTEepHET” MBI MOXkeM ToHATh ¢yHKIMoHan CG-NAT Ha oTaensHOM
cepsucaom NPU (ms-2/1/0):

matvey@mx480-12# show interfaces ms-2/1/0
description "-- services-options interface CG-NAT";
unit 10 {

family inet;

service-domain inside;

¥
unit 20 {
family inet;
service-domain outside;
¥
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matvey@mx480-12# show services
service-set SS-NAT {
nat-options {
max-sessions-per-subscriber 512;
}

nat-rule-sets RULESET1;

next-hop-service {
inside-service-interface ms-2/1/0.10;
outside-service-interface ms-2/1/0.20;

by
by
nat {
pool POOL1 {
address 6.6.6.6/32; Il myGugHbII aapec sk TPAHCIISIAN
port {
automatic {
random-allocation;
¥
¥
address-allocation round-robin;
¥
rule RULE1 {
match-direction input;
term 1 {
from {
source-address {
10.132.0.0/24; // TpaduK OT cepBepoOB
by
¥
then {
translated {
source-pool POOL1;
translation-type {
napt-44; // TpaHCIAUS aapeca u mopTa
¥
mapping-type endpoint-independent;
filtering-type {
endpoint-independent;
¥
address-pooling paired;
¥
¥
¥
¥
rule-set RULESET1 {
rule RULE1;
b
¥

matvey@mx480-12# show routing-instances SERVERS
instance-type virtual-router;
interface et-0/1/0.132;
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interface ms-2/0/0.0;
interface ms-2/1/0.10;
routing-options {

static { /I nedonTHeIA MapupyT B “UHTepHeT”

route 0.0.0.0/0 next-hop ms-2/1/0.10;

}
}

3amyckaeM TeCcTOBBIN TpaduK OT CEPBEPOB K KIMEHTaM U yoexxaaemcst yto MX ero Giaromonydso

TPaHCIHUPYET:

matvey@mx480-12# run show services sessions
ms-2/1/0

Service Set: SS-NAT, Session: 268435463, ALG: none, Flags:

Action: no, Offload: no, Asymmetric: no
TCP 10.132.0.3:36957 -> 10.131.53.173:80 Forward I
TCP 10.131.53.173:80 -> 6.6.6.6:40290 Forward O

Service Set: SS-NAT, Session: 301989918, ALG: none, Flags:

Action: no, Offload: no, Asymmetric: no
TCP 10.132.0.2:40280 -> 10.131.30.200:80 Forward I
TCP 10.131.30.200:80 -> 6.6.6.6:28783 Forward O

Service Set: SS-NAT, Session: 369098754, ALG: none, Flags:

Action: no, Offload: no, Asymmetric: no

TCP 10.132.0.5:11357 -> 10.131.37.185:80 Forward I
TCP 10.131.37.185:80 -> 6.6.6.6:40451 Forward O
CcCbINKM

Traffic Load Balancer Overview
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https://www.juniper.net/documentation/en US/junos/topics/concept/tdf-tlb-overview.html
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